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NEW QUESTION 1
A company hosts a static website in an Amazon S3 bucket, accessed globally via Amazon CloudFront. The Cache-Control max-age header is set to 1 hour, and
Maximum TTL is set to 5 minutes. The CloudOps engineer observes that CloudFront is not caching objects for the expected duration.
What is the reason for this issue?

A. The Expires header has been set to 3 hours.
B. Cached assets are not expiring in the edge location.
C. Cache invalidation is missing in the CloudFront configuration.
D. Cache-duration settings conflict with each other.

Answer: D

NEW QUESTION 2
An ecommerce company uses Amazon ElastiCache (Redis OSS) for caching product queries. The CloudOps engineer observes a large number of cache evictions
in Amazon CloudWatch metrics and needs to reduce evictions while retaining popular data in cache.
Which solution meets these requirements with the least operational overhead?

A. Add another node to the ElastiCache cluster.
B. Increase the ElastiCache TTL value.
C. Decrease the ElastiCache TTL value.
D. Migrate to a new ElastiCache cluster with larger nodes.

Answer: D

NEW QUESTION 3
A company??s reporting job that previously ran in 15 minutes is now taking 1 hour. The application runs on Amazon EC2 and extracts data from an Amazon RDS
for MySQL DB instance.
CloudWatch metrics show high Read IOPS even when reports are not running. The CloudOps engineer must improve performance and availability. Which solution
will meet these requirements?

A. Configure Amazon ElastiCache and query it for reports.
B. Deploy an RDS read replica and update the reporting job to query the reader endpoint.
C. Create a CloudFront distribution with the RDS instance as the origin.
D. Increase the size of the RDS instance.

Answer: B

NEW QUESTION 4
A CloudOps engineer needs to ensure that AWS resources across multiple AWS accounts are tagged consistently. The company uses an organization in AWS
Organizations to centrally manage the accounts. The company wants to implement cost allocation tags to accurately track the costs that are allocated to each
business unit.
Which solution will meet these requirements with the LEAST operational overhead?

A. Use Organizations tag policies to enforce mandatory tagging on all resource
B. Enable cost allocation tags in the AWS Billing and Cost Management console.
C. Configure AWS CloudTrail events to invoke an AWS Lambda function to detect untagged resources and to automatically assign tags based on predefined rules.
D. Use AWS Config to evaluate tagging complianc
E. Use AWS Budgets to apply tags for cost allocation.
F. Use AWS Service Catalog to provision only pre-tagged resource
G. Use AWS Trusted Advisor to enforce tagging across the organization.

Answer: A

NEW QUESTION 5
A SysOps administrator is configuring an Auto Scaling group of Amazon EC2 instances for an application. The average CPU utilization of the instances in the Auto
Scaling group must remain at approximately 40% when the load on the application changes.
Which solution will meet this requirement in the MOST operationally efficient manner?

A. Create a scheduled scaling actio
B. Configure the action to run at times when the application typically experiences an increase in traffic.
C. Configure a simple scaling polic
D. Create an Amazon CloudWatch alarm that enters ALARM state when CPU utilization is greater than 40%. Associate the alarm with the scaling policy.
E. Configure a step scaling polic
F. Create an Amazon CloudWatch alarm that enters ALARM state when CPU utilization is greater than 40%. Associate the alarm with the scaling policy.
G. Configure a target tracking scaling polic
H. Specify a target value of 40 for average CPU utilization.

Answer: D

NEW QUESTION 6
A company uses hundreds of Amazon EC2 On-Demand Instances and Spot Instances to run production and non-production workloads. The company installs and
configures the AWS Systems Manager Agent (SSM Agent) on the EC2 instances.
During a recent instance patch operation, some instances were not patched because the instances were either busy or down. The company needs to generate a
report that lists the current patch version of all instances.
Which solution will meet these requirements in the MOST operationally efficient way?
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A. Use Systems Manager Inventory to collect patch version
B. Generate a report of all instances.
C. Use Systems Manager Run Command to remotely collect patch version informatio
D. Generate a report of all instances.
E. Use AWS Config to track EC2 instance configuration changes by using output from the SSM Agent
F. Create a custom rule to check for patch version
G. Generate a report of all unpatched instances.
H. Use AWS Config to monitor the patch status of the EC2 instances by using output from the SSM Agent
I. Create a configuration compliance rule to check whether patches are installe
J. Generate a report of all instances.

Answer: A

NEW QUESTION 7
A CloudOps engineer is using AWS Compute Optimizer to generate recommendations for a fleet of Amazon EC2 instances. Some of the instances use newly
released instance types, while other instances use older instance types.
After the analysis is complete, the CloudOps engineer notices that some of the EC2 instances are missing from the Compute Optimizer dashboard.
What is the likely cause of this issue?

A. The missing instances have insufficient historical Amazon CloudWatch metric data for analysis.
B. Compute Optimizer does not support the instance types of the missing instances.
C. Compute Optimizer already considers the missing instances to be optimized.
D. The missing instances are running a Windows operating system.

Answer: B

NEW QUESTION 8
A CloudOps engineer needs to ensure that AWS resources across multiple AWS accounts are tagged consistently. The company uses an organization in AWS
Organizations to centrally manage the accounts. The company wants to implement cost allocation tags to accurately track the costs that are allocated to each
business unit.
Which solution will meet these requirements with the LEAST operational overhead?

A. Use Organizations tag policies to enforce mandatory tagging on all resource
B. Enable cost allocation tags in the AWS Billing and Cost Management console.
C. Configure AWS CloudTrail events to invoke an AWS Lambda function to detect untagged resources and to automatically assign tags based on predefined rules.
D. Use AWS Config to evaluate tagging complianc
E. Use AWS Budgets to apply tags for cost allocation.
F. Use AWS Service Catalog to provision only pre-tagged resource
G. Use AWS Trusted Advisor to enforce tagging across the organization.

Answer: A

NEW QUESTION 9
A CloudOps engineer creates an AWS CloudFormation template to define an application stack that can be deployed in multiple AWS Regions. The CloudOps
engineer also creates an Amazon CloudWatch dashboard by using the AWS Management Console. Each deployment of the application requires its own
CloudWatch dashboard.
How can the CloudOps engineer automate the creation of the CloudWatch dashboard each time the application is deployed?

A. Create a script by using the AWS CLI to run the aws cloudformation put-dashboard command with the name of the dashboar
B. Run the command each time a new CloudFormation stack is created.
C. Export the existing CloudWatch dashboard as JSO
D. Update the CloudFormation template to define an AWS::CloudWatch::Dashboard resourc
E. Include the exported JSON in the resource's DashboardBody property.
F. Update the CloudFormation template to define an AWS::CloudWatch::Dashboard resourc
G. Use the intrinsic Ref function to reference the ID of the existing CloudWatch dashboard.
H. Update the CloudFormation template to define an AWS::CloudWatch::Dashboard resourc
I. Specify the name of the existing dashboard in the DashboardName property.

Answer: B

NEW QUESTION 10
A company has a multi-account AWS environment that includes the following:
• A central identity account that contains all IAM users and groups
• Several member accounts that contain IAM roles
A SysOps administrator must grant permissions for a particular IAM group to assume a role in one of the member accounts. How should the SysOps administrator
accomplish this task?

A. In the member account, add sts:AssumeRole permissions to the role's polic
B. In the identity account, add a trust policy to the group that specifies the account number of the member account.
C. In the member account, add the group Amazon Resource Name (ARN) to the role's trust polic
D. In the identity account, add an inline policy to the group with sts:AssumeRole permissions.
E. In the member account, add the group Amazon Resource Name (ARN) to the role's trust polic
F. In the identity account, add an inline policy to the group with sts:PassRole permissions.
G. In the member account, add the group Amazon Resource Name (ARN) to the role's inline polic
H. In the identity account, add a trust policy to the group with sts:AssumeRole permissions.

Answer: B
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NEW QUESTION 10
A company runs applications on Amazon EC2 instances. The company wants to ensure that SSH ports on the EC2 instances are never open. The company has
enabled AWS Config and has set up the restricted-ssh AWS managed rule.
A CloudOps engineer must implement a solution to remediate SSH port access for noncompliant security groups.
What should the engineer do to meet this requirement with the MOST operational efficiency?

A. Configure the AWS Config rule to identify noncompliant security group
B. Configure the rule to use the AWS-PublishSNSNotification AWS Systems Manager Automation runbook to send notifications about noncompliant resources.
C. Configure the AWS Config rule to identify noncompliant security group
D. Configure the rule to use the AWS-DisableIncomingSSHOnPort22 AWS Systems Manager Automation runbook to remediate noncompliant resources.
E. Make an AWS Config API call to search for noncompliant security group
F. Disable SSH access for noncompliant security groups by using a Deny rule.
G. Configure the AWS Config rule to identify noncompliant security group
H. Manually update each noncompliant security group to remove the Allow rule.

Answer: B

NEW QUESTION 14
A CloudOps engineer is designing a solution for an Amazon RDS for PostgreSQL DB instance. Database credentials must be stored and rotated monthly. The
application generates write-intensive traffic with variable and sudden increases in client connections.
Which solution should the CloudOps engineer choose to meet these requirements?

A. Configure AWS Key Management Service (AWS KMS) to automatically rotate the key
B. Use RDS Proxy.
C. Configure AWS KMS to rotate key
D. Use RDS read replicas.
E. Configure AWS Secrets Manager to rotate credential
F. Use RDS Proxy.
G. Configure AWS Secrets Manager to rotate credential
H. Use RDS read replicas.

Answer: C

NEW QUESTION 19
A company runs an application on Amazon EC2 instances behind an Elastic Load Balancer (ELB) in an Auto Scaling group. The application performs well except
during a 2-hour period of daily peak traffic, when performance slows.
A CloudOps engineer must resolve this issue with minimal operational effort. What should the engineer do?

A. Adjust the minimum capacity of the Auto Scaling group to the size required to meet the increased demand during the 2-hour period.
B. Adjust the launch template that is associated with the Auto Scaling group to be more sensitive to increases in user traffic.
C. Create a scheduled scaling action to scale out the number of EC2 instances shortly before the increase in user traffic occurs.
D. Manually add a few more EC2 instances to the Auto Scaling group to support the increase in user traffi
E. Enable instance scale-in protection on the Auto Scaling group.

Answer: C

NEW QUESTION 22
A company is running an ecommerce application on AWS. The application maintains many open but idle connections to an Amazon Aurora DB cluster. During
times of peak usage, the database produces the following error message: "Too many connections." The database clients are also experiencing errors.
Which solution will resolve these errors?

A. Increase the read capacity units (RCUs) and the write capacity units (WCUs) on the database.
B. Configure RDS Prox
C. Update the application with the RDS Proxy endpoint.
D. Turn on enhanced networking for the DB instances.
E. Modify the DB cluster to use a burstable instance type.

Answer: B

NEW QUESTION 23
A CloudOps engineer configures an application to run on Amazon EC2 instances behind an Application Load Balancer (ALB) in a simple scaling Auto Scaling
group with the default settings. The Auto Scaling group is configured to use the RequestCountPerTarget metric for scaling. The CloudOps engineer notices that
the RequestCountPerTarget metric exceeded the specified limit twice in 180 seconds.
How will the number of EC2 instances in this Auto Scaling group be affected in this scenario?

A. The Auto Scaling group will launch an additional EC2 instance every time the RequestCountPerTarget metric exceeds the predefined limit.
B. The Auto Scaling group will launch one EC2 instance and will wait for the default cooldown period before launching another instance.
C. The Auto Scaling group will send an alert to the ALB to rebalance the traffic and not add new EC2 instances until the load is normalized.
D. The Auto Scaling group will try to distribute the traffic among all EC2 instances before launching another instance.

Answer: B

NEW QUESTION 24
A company has a microservice that runs on a set of Amazon EC2 instances. The EC2 instances run behind an Application Load Balancer (ALB).
A CloudOps engineer must use Amazon Route 53 to create a record that maps the ALB URL to example.com.
Which type of record will meet this requirement?

A. An A record
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B. An AAAA record
C. An alias record
D. A CNAME record

Answer: C

NEW QUESTION 28
A company runs an application on an Amazon EC2 instance. The application uses a MySQL database. The EC2 instance has a General Purpose SSD (gp3)
Amazon EBS volume attached. The company wants to perform load testing using a new MySQL database created from an EBS snapshot of the production
instance. The new database must perform as similarly as possible to production.
Which solution will meet these requirements in the LEAST amount of time?

A. Use Amazon EBS fast snapshot restore (FSR) to create a new General Purpose SSD volume from the production snapshot.
B. Use Amazon EBS fast snapshot restore (FSR) to create a new Provisioned IOPS SSD volume from the production snapshot.
C. Use Amazon EBS standard snapshot restore to create a new General Purpose SSD volume from the production snapshot.
D. Use Amazon EBS standard snapshot restore to create a new Provisioned IOPS SSD volume from the production snapshot.

Answer: A

NEW QUESTION 29
A company has an on-premises DNS solution and wants to resolve DNS records in an Amazon Route 53 private hosted zone for example.com. The company has
set up an AWS Direct Connect connection for network connectivity between the on-premises network and the VPC. A CloudOps engineer must ensure that an on-
premises server can query records in the example.com domain.
What should the CloudOps engineer do to meet these requirements?

A. Create a Route 53 Resolver inbound endpoin
B. Attach a security group to the endpoint to allow inbound traffic on TCP/UDP port 53 from the on-premises DNS servers.
C. Create a Route 53 Resolver inbound endpoin
D. Attach a security group to the endpoint to allow outbound traffic on TCP/UDP port 53 to the on-premises DNS servers.
E. Create a Route 53 Resolver outbound endpoin
F. Attach a security group to the endpoint to allow inbound traffic on TCP/UDP port 53 from the on-premises DNS servers.
G. Create a Route 53 Resolver outbound endpoin
H. Attach a security group to the endpoint to allow outbound traffic on TCP/UDP port 53 to the on-premises DNS servers.

Answer: A

NEW QUESTION 31
A company has an internal web application that runs on Amazon EC2 instances behind an Application Load Balancer. The instances run in an Amazon EC2 Auto
Scaling group in a single Availability Zone. A CloudOps engineer must make the application highly available.
Which action should the CloudOps engineer take to meet this requirement?

A. Increase the maximum number of instances in the Auto Scaling group to meet the capacity that is required at peak usage.
B. Increase the minimum number of instances in the Auto Scaling group to meet the capacity that is required at peak usage.
C. Update the Auto Scaling group to launch new instances in a second Availability Zone in the same AWS Region.
D. Update the Auto Scaling group to launch new instances in an Availability Zone in a second AWS Region.

Answer: C

NEW QUESTION 33
A SysOps administrator must load test a new Amazon CloudFront distribution to assess data transfer and latency performance. Which solution will meet this
requirement?

A. Send client requests from a single geographic regio
B. Configure the load test so that each client makes an identical DNS reques
C. Focus the client requests on the IP address that the DNS returns.
D. Send client requests from a single geographic regio
E. Configure the load test so that each client makes an independent DNS reques
F. Spread the client requests across the set of IP addresses that the DNS returns.
G. Send client requests from multiple geographic region
H. Configure the load test so that each client makes an identical DNS reques
I. Focus the client requests on the IP address that the DNS returns.
J. Send client requests from multiple geographic region
K. Configure the load test so that each client makes an independent DNS reques
L. Spread the client requests across the set of IP addresses that the DNS returns.

Answer: D

NEW QUESTION 35
A CloudOps engineer must manage the security of an AWS account. Recently, an IAM user??s access key was mistakenly uploaded to a public code repository.
The engineer must identify everything that was changed using this compromised key.
How should the CloudOps engineer meet these requirements?

A. Create an Amazon EventBridge rule to send all IAM events to an AWS Lambda function for analysis.
B. Query Amazon EC2 logs by using Amazon CloudWatch Logs Insights for all events initiated with the compromised access key within the suspected timeframe.
C. Search AWS CloudTrail event history for all events initiated with the compromised access key within the suspected timeframe.
D. Search VPC Flow Logs for all events initiated with the compromised access key within the suspected timeframe.

Answer: C

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



Recommend!! Get the Full SOA-C03 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/SOA-C03-exam-dumps.html (151 New Questions)

NEW QUESTION 37
A company runs an application on Amazon EC2 that connects to an Amazon Aurora PostgreSQL database. A developer accidentally drops a table from the
database, causing application errors. Two hours later, a CloudOps engineer needs to recover the data and make the application functional again.
Which solution will meet this requirement?

A. Use the Aurora Backtrack feature to rewind the database to a specified time, 2 hours in the past.
B. Perform a point-in-time recovery on the existing database to restore the database to a specified point in time, 2 hours in the past.
C. Perform a point-in-time recovery and create a new database to restore the database to a specified point in time, 2 hours in the pas
D. Reconfigure the application to use a new database endpoint.
E. Create a new Aurora cluste
F. Choose the Restore data from S3 bucket optio
G. Choose log files up to the failure time 2 hours in the past.

Answer: C

NEW QUESTION 39
A CloudOps engineer wants to configure observability of specific metrics for a public website that runs on Amazon Elastic Kubernetes Service (Amazon EKS). The
CloudOps engineer wants to observe latency, traffic, errors, and saturation metrics. The CloudOps engineer wants to define service level objectives (SLOs) and
monitor service level indicators (SLIs). The CloudOps engineer also wants to correlate metrics, logs, and traces to support faster issue resolution.
Which solution will meet these requirements with the LEAST operational effort?

A. Use Amazon CloudWatch Application Signals to automatically collect and monitor the specified metrics for the EKS workloads.
B. Configure AWS Distro for OpenTelemetry and use Amazon Managed Service for Prometheus and Amazon Managed Grafana.
C. Configure Amazon CloudWatch RUM and CloudWatch Synthetics canaries.
D. Configure Amazon CloudWatch Application Insights.

Answer: A

NEW QUESTION 40
A company hosts a static website on Amazon S3. An Amazon CloudFront distribution presents this site to global users. The company uses the Managed-
CachingDisabled CloudFront cache policy. The company's developers confirm that they frequently update a file in Amazon S3 with new information.
Users report that the website presents correct information when the website first loads the file. However, the users' browsers do not retrieve the updated file after a
refresh.
What should a SysOps administrator recommend to fix this issue?

A. Add a Cache-Control header field with max-age=0 to the S3 object.
B. Change the CloudFront cache policy to Managed-CachingOptimized.
C. Disable bucket versioning in the S3 bucket configuration.
D. Enable content compression in the CloudFront configuration.

Answer: A

NEW QUESTION 43
A CloudOps engineer has created an AWS Service Catalog portfolio and shared it with a second AWS account in the company, managed by a different CloudOps
engineer.
Which action can the CloudOps engineer in the second account perform?

A. Add a product from the imported portfolio to a local portfolio.
B. Add new products to the imported portfolio.
C. Change the launch role for the products contained in the imported portfolio.
D. Customize the products in the imported portfolio.

Answer: A

NEW QUESTION 47
A global company runs a critical primary workload in the us-east-1 Region. The company wants to ensure business continuity with minimal downtime in case of a
workload failure. The company wants to replicate the workload to a second AWS Region.
A CloudOps engineer needs a solution that achieves a recovery time objective (RTO) of less than 10 minutes and a zero recovery point objective (RPO) to meet
service level agreements.
Which solution will meet these requirements?

A. Implement a pilot light architecture that provides real-time data replication in the second Regio
B. Configure Amazon Route 53 health checks and automated DNS failover.
C. Implement a warm standby architecture that provides regular data replication in a second Regio
D. Configure Amazon Route 53 health checks and automated DNS failover.
E. Implement an active-active architecture that provides real-time data replication across two Region
F. Use Amazon Route 53 health checks and a weighted routing policy.
G. Implement a custom script to generate a regular backup of the data and store it in an S3 bucket that is in a second Regio
H. Use the backup to launch the application in the second Region in the event of a workload failure.

Answer: C

NEW QUESTION 49
A CloudOps engineer wants to provide access to AWS services by attaching an IAM policy to multiple IAM users. The CloudOps engineer also wants to be able to
change the policy and create new versions.
Which combination of actions will meet these requirements? (Select TWO.)
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A. Add the users to an IAM service-linked rol
B. Attach the policy to the role.
C. Add the users to an IAM user grou
D. Attach the policy to the group.
E. Create an AWS managed policy.
F. Create a customer managed policy.
G. Create an inline policy.

Answer: BD

NEW QUESTION 52
A company uses AWS Systems Manager Session Manager to manage EC2 instances in the eu-west-1 Region. The company wants private connectivity using
VPC endpoints.
Which VPC endpoints are required to meet these requirements? (Select THREE.)

A. com.amazonaws.eu-west-1.ssm
B. com.amazonaws.eu-west-1.ec2messages
C. com.amazonaws.eu-west-1.ec2
D. com.amazonaws.eu-west-1.ssmmessages
E. com.amazonaws.eu-west-1.s3
F. com.amazonaws.eu-west-1.states

Answer: ABD

NEW QUESTION 54
A company is using an Amazon Aurora MySQL DB cluster that has point-in-time recovery, backtracking, and automatic backup enabled. A CloudOps engineer
needs to roll back the DB cluster to a specific recovery point within the previous 72 hours.
Restores must be completed in the same production DB cluster. Which solution will meet these requirements?

A. Create an Aurora Replic
B. Promote the replica to replace the primary DB instance.
C. Create an AWS Lambda function to restore an automatic backup to the existing DB cluster.
D. Use backtracking to rewind the existing DB cluster to the desired recovery point.
E. Use point-in-time recovery to restore the existing DB cluster to the desired recovery point.

Answer: C

NEW QUESTION 59
A company is storing backups in an Amazon S3 bucket. These backups must not be deleted for at least 3 months after creation.
What should the CloudOps engineer do?

A. Configure an IAM policy that denies the s3:DeleteObject action for all user
B. Three months after an object is written, remove the policy.
C. Enable S3 Object Lock on a new S3 bucket in compliance mod
D. Place all backups in the new S3 bucket with a retention period of 3 months.
E. Enable S3 Versioning on the existing S3 bucke
F. Configure S3 Lifecycle rules to protect the backups.
G. Enable S3 Object Lock on a new S3 bucket in governance mod
H. Place all backups in the new S3 bucket with a retention period of 3 months.

Answer: B

NEW QUESTION 63
A company has a workload that is sending log data to Amazon CloudWatch Logs. One of the fields includes a measure of application latency. A CloudOps
engineer needs to monitor the p90 statistic of this field over time.
What should the CloudOps engineer do to meet this requirement?

A. Create an Amazon CloudWatch Contributor Insights rule on the log data.
B. Create a metric filter on the log data.
C. Create a subscription filter on the log data.
D. Create an Amazon CloudWatch Application Insights rule for the workload.

Answer: B

NEW QUESTION 65
A company??s application servers in AWS account 111122223333 use a security group sg-1234abcd. They need to access a database hosted in account
444455556666. The VPCs are connected using a VPC peering connection (pcx-b04deed9).
A CloudOps engineer must configure the database??s security group to allow new connections only from the application servers.
What should the engineer do?

A. Add an inbound rule to the database's security grou
B. Reference 111122223333/sg- 1234abcd as the source.
C. Add an inbound rule to the database's security grou
D. Reference pcx-b04deed9/sg- 1234abcd as the source.
E. Add an inbound rule to the database's security grou
F. Reference sg-1234abcd as the source.
G. Add an inbound rule to the database's security grou
H. Reference 444455556666/sg- 1234abcd as the source.
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Answer: C

NEW QUESTION 70
A CloudOps engineer is preparing to deploy an application to Amazon EC2 instances that are in an Auto Scaling group. The application requires dependencies to
be installed. Application updates are issued weekly.
The CloudOps engineer needs to implement a solution to incorporate the application updates on a regular basis. The solution also must conduct a vulnerability
scan during Amazon Machine Image (AMI) creation.
What is the MOST operationally efficient solution that meets these requirements?

A. Create a script that uses Packer and schedule a cron job.
B. Install the application and dependencies on an EC2 instance and create an AMI.
C. Use EC2 Image Builder with a custom recipe to install the application and dependencies.
D. Invoke the EC2 CreateImage API operation by using an EventBridge scheduled rule.

Answer: C

NEW QUESTION 72
......
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