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NEW QUESTION 1

The administrator uses FortiManager to push a CLI script using the Remote FortiGate Directly (via CLI) option to configure an IPsec VPN. However, when running
the script, the administrator receives the following error:

config vpn ipsec phase2-interface [parameter(s) invalid. detail: object mismatch]

What must the administrator do to resolve the script error and successfully apply the IPsec configuration?

A. Add the end command after finishing the IPsec phase l-interface configuration block.
B. Use IPsec templates to deploy provisioning templates.

C. Add a second config vpn ipsec phase2-interface block without linking it to phasel.

D. Run the script using the policy package or ADOM database method.

Answer: D

Explanation:

Running the script through the policy package or ADOM database method allows FortiManager to properly interpret object relationships and dependencies in the
IPsec configuration, preventing object mismatch errors when pushing complex VPN settings directly via CLI.

NEW QUESTION 2
Refer to the exhibit.

FortiManager # diagnose dvm device list
=== There are currently 6 devices/vdoms managed ---
«=- There are currently 6 devices/vdoms count for license ---

TYPE oID SN HA Ip NAME ADOM IPs FIRMWARE HW_GenX
fegfaz-managed 188 FGVM@2TM24013504 - 108.65.1.111 BR1-FGT-1 My ADOM 7.0 MR6 (3401) N/A

|- STATUS: dev-db: not modified; conf: in sync; cond: pending; dm: installed; conn: up; template:[modified]default

|- vdom:[3]root flags:® adom:My ADOM pkg:[imported]BR1-FGT-1

Which two statements about the output are true? (Choose two.)

A. The latest revision history for the managed FortiGate does not match the device-level database.

B. Configuration changes have been installed on FortiGate, updating policy and device-level database.
C. The latest revision history for the managed FortiGate does match the FortiManager policy database.
D. The system template default will override device-level database configurations.

Answer: AD

Explanation:
The status "pending" indicates the latest revision history does not match the device-level database, meaning there are unapplied changes.
The template is marked as [modified], so the system template default will override device-level database configurations when installed.

NEW QUESTION 3
Refer to the exhibit.

FortiManager policy package

Import Device - HQ-NGFW-1 - Interface Mapping & Policy (2/5) -

Create a new policy package for import.

Policy Package Name HQ-NGFW-1
Folder root 2
Policy Selection [N URIE Sclect Policies to Import

Object Selection Import only policy dependent objects RV ela SR TSRS

Search @ .
Device Interface = Mapping Type = Normalized Interface < n
B port2 Per-Platform LAN
B porta Per-Device Raamiulritioa Portd
B ports Per-Device W porté

3
Add mappings forallunused @
device interfaces
Next > Cancel

An administrator added a FortiGate device to FortiManager with the default object settings at the ADOM layer.
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What can you conclude from the import policy package process of the HQ-NGFW- 1 device?

A. The administrator must select Per Platform for all interfaces to correctly detect all interfaces from HQ- NGFW-1.
B. The administrator must manually create the port4 interface on the ADOM layer to avoid import policy errors.

C. FortiManager will create LAN, port4, and port6 as normalized interfaces at the ADOM layer.

D. FortiGate may not work as expected when the administrator does not import all objects.

Answer: C

Explanation:
The import process shows that FortiManager will create normalized interfaces named LAN, port4, and port6 at the ADOM layer, mapping them to the
corresponding device interfaces based on the import settings.

NEW QUESTION 4
An administrator has assigned a global policy package to a new ADOM named ADOML1.
What will happen if the administrator tries to create a new policy package in ADOM1?

A. The administrator will be able to select the option to assign the global policy package to the new policy package.
B. FortiManager will automatically assign the global policy package to the new policy package.

C. FortiManager will automatically install policies on the policy package in ADOML1.

D. The administrator will have to assign the global policy package from the global ADOM.

Answer: A

Explanation:
When a global policy package is assigned to an ADOM, administrators creating new policy packages within that ADOM have the option to select and assign the
global policy package to the new policy package if desired.

NEW QUESTION 5
Push updates are failing on a FortiGate device located behind a network address translation (NAT) device? Which two settings should the administrator check to
correct this problem? (Choose two.)

A. Make sure the NAT device IP address and the correct ports are configured on FortiManager.

B. Make sure FortiGuard updates and web service are enabled on the FortiGuard service interface.

C. Make sure the virtual IP address and the correct ports are configured on the NAT device.

D. Make sure the Bind to IP address option on the FortiGuard service interface is set to the virtual IP address from the NAT device.

Answer: AC

Explanation:
FortiManager must have the NAT device's IP address and correct ports configured to communicate properly with the FortiGate behind NAT.
The NAT device must have the correct virtual IP address and ports configured to allow push updates to reach the FortiGate device.

NEW QUESTION 6
Which two conditions trigger FortiManager to create a new revision history? (Choose two.)

A. When FortiManager installs device-level changes on a managed device

B. When changes to the device-level database are made on FortiManager

C. When FortiManager is auto-updated with configuration changes made directly on a managed device
D. When a provisioning template is assigned to a managed device on the device-level database

Answer: BC
Explanation:

FortiManager creates a new revision history entry whenever changes are made to the device-level database on FortiManager.
FortiManager also creates a new revision when it auto-updates its database with configuration changes detected directly on a managed device.

NEW QUESTION 7
Refer to the exhibit.

FortiManager VIP
100.65.0.120

FortiManager WAN FortiGate

10.0.13.120/24 284 100.65.0.101 100.65.0.111/24

i —

FortiManager NATed IP address

config system admin setting
set mgmt-addr 100.65.0.120
end

FortiManager is operating behind a network address translation (NAT) device, and the administrator configured the FortiManager NATed IP address under the
FortiManager system administration settings.
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What is the expected result during discovery?

A. FortiManager sets both the 100.65.0.120 IP address and 10.0.13.120 IP address on FortiGate.
B. FortiManager sets both the 100.65.0.120 IP address and 100.65.0.101 IP address on FortiGate.
C. FortiManager sets the 100.65.0.101 IP address on FortiGate.

D. FortiManager sets the 100.65.0.120 IP address on FortiGate.

Answer: D

Explanation:

When FortiManager is behind a NAT device, setting the NATed IP address (100.65.0.120) in the system admin settings causes FortiManager to use that NATed IP
address for communication and configuration with FortiGate during discovery and management operations.

NEW QUESTION 8

After correcting a policy package configuration issue, you want to prevent administrators from repeating the mistake that caused the issue.
Which FortiManager approach best meets this need?

A. Configure an TCL script to run locally on FortiManager for each FortiGate.

B. Restrict administrators with an administration profile from viewing the revision history to limit who can make changes.
C. Enable the change note to require administrators to add a note whenever they change object configurations.

D. Enable a workflow requiring approval before installing policy packages on any FortiGate.

Answer: D
Explanation:

Enabling a workflow with approval ensures that any policy package changes must be reviewed and approved before installation, preventing administrators from
repeating configuration mistakes and enforcing change control.

NEW QUESTION 10
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