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NEW QUESTION 1
A C3PAO has completed a Limited Practice Deficiency Correction Evaluation following an assessment of an OSC. The Lead Assessor has recommended moving
deficiencies to a POA&M. but the OSC will remain on an Interim Certification. What is the MINIMUM number of practices that must be scored as MET to initiate this
course of action?

A. 80 practices
B. 88 practices
C. 100 practices
D. 110 practices

Answer: C

NEW QUESTION 2
Which entity specifies the required CMMC Level in Requests for Information and Requests for Proposals?

A. DoD
B. NARA
C. NIST
D. Department of Homeland Security

Answer: A

NEW QUESTION 3
For a CMMC Level 2 certification, which organization maintains a non-disclosure agreement with the OSC?

A. NIST
B. C3PAO
C. CMMC-AB
D. OUSD A&S

Answer: B

NEW QUESTION 4
A contractor stores security policies, system configuration files, and audit logs in a centralized file repository for later review. According to CMMC terminology, the
file repository is being used to:

A. protect CUI.
B. transmit CUI.
C. store CUI.
D. generate CUI

Answer: C

NEW QUESTION 5
An organization's sales representative is tasked with entering FCI data into various fields within a spreadsheet on a company-issued laptop. This laptop is an FCI
Asset being used to:

A. process and transmit FCI.
B. process and organize FCI.
C. store, process, and transmit FCI.
D. store, process, and organize FCI.

Answer: C

NEW QUESTION 6
For the purpose of determining scope, what needs to be included as part of the assessment but would NOT receive a CMMC certification unless an enterprise
assessment is conducted?

A. ESP
B. People
C. Test equipment
D. Government property

Answer: A

NEW QUESTION 7
An OSC needs to be assessed on RA.L2-3.11.1: Periodically assess the risk to organizational operations (including mission, functions, image, or reputation),
organizational assets, and individuals, resulting from the operation of organizational systems and the associated processing, storage, or transmission of CUI. What
is in scope for a Level 2 assessment of RA.L2-3.11.1?

A. IT systems
B. Enterprise systems
C. CUI Marking processes
D. Processes, people, physical entities, and IT systems in which CUI processed, stored, or transmitted
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Answer: D

NEW QUESTION 8
Who will verify the adequacy and sufficiency of evidence to determine whether the practices and related components for each in-scope Host Unit. Supporting
Organization/Unit, or enclave has been met?

A. OSC
B. Assessment Team
C. Authorizing official
D. Assessment official

Answer: B

NEW QUESTION 9
A machining company has been awarded a contract with the DoD to build specialized parts. Testing of the parts will be done by the company using in-house staff
and equipment. For a Level 1 Self-Assessment, what type of asset is this?

A. CUI Asset
B. In-scope Asset
C. Specialized Asset
D. Contractor Risk Managed Asset

Answer: B

NEW QUESTION 10
During a CMMC readiness review, the OSC proposes that an associated enclave should not be applicable in the scope. Who is responsible for verifying this
request?

A. CCP
B. C3PAO
C. Lead Assessor
D. Advisory Board

Answer: C

NEW QUESTION 10
Which CMMC Levels focus on protecting CUI from exfiltration?

A. Levels 1 and 2
B. Levels 1 and 3
C. Levels 2 and 3
D. Levels 1, 2, and 3

Answer: C

NEW QUESTION 12
What is the BEST description of the purpose of FAR clause 52 204-21?

A. It directs all covered contractors to install the cyber security systems listed in that clause.
B. It describes all of the safeguards that contractors must take to secure covered contractor IS.
C. It describes the minimum standard of care that contractors must take to secure covered contractor IS.
D. It directs covered contractors to obtain CMMC Certification at the level equal to the lowest requirement of their contracts.

Answer: C

NEW QUESTION 16
Which domains are a part of a Level 1 Self-Assessment?

A. Access Control (AC), Risk Management <RM), and Media Protection (MP)
B. Risk Management (RM). Access Control (AC), and Physical Protection (PE)
C. Access Control (AC), Physical Protection (PE), and Identification and Authentication (IA)
D. Risk Management (RM). Media Protection (MP), and Identification and Authentication (IA)

Answer: C

NEW QUESTION 18
Which standard and regulation requirements are the CMMC Model 2.0 based on?

A. NIST SP 800-171 and NIST SP 800-172
B. DFARS, FIPS 100, and NIST SP 800-171
C. DFARS, NIST, and Carnegie Mellon University
D. DFARS, FIPS 100, NIST SP 800-171, and Carnegie Mellon University

Answer: A
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NEW QUESTION 21
An assessor is collecting affirmations. So far, the assessor has collected interviews, demonstrations, emails, messaging, and presentations. Are these appropriate
approaches to collecting affirmations?

A. No, emails are not appropriate affirmations.
B. No, messaging is not an appropriate affirmation.
C. Yes, the affirmations collected by the assessor are all appropriate.
D. Yes, the affirmations collected by the assessor are all appropriate, as are screenshots.

Answer: C

NEW QUESTION 22
In preparation for a CMMC Level 1 Self-Assessment, the IT manager for a DIB organization is documenting asset types in the company's SSP The manager
determines that identified machine controllers and assembly machines should be documented as Specialized Assets. Which type of Specialized Assets has the
manager identified and documented?

A. loT
B. Restricted IS
C. Test equipment
D. Operational technology

Answer: D

NEW QUESTION 24
Contractor scoping requirements for a CMMC Level 2 Assessment to document the asset in an inventory, in the SSP and on the network diagram apply to:

A. GUI Assets.
B. CUI and Security Protection Asset categories.
C. all asset categories except for the Out-of-scope Assets.
D. Contractor Risk Managed Assets and Specialized Assets.

Answer: B

NEW QUESTION 27
A contractor provides services and data to the DoD. The transactions that occur to handle FCI take place over the contractor's business network, but the work is
performed on contractor-owned systems, which must be configured based on government requirements and are used to support a contract. What type of
Specialized Asset are these systems?

A. loT
B. Restricted IS
C. Test equipment
D. Government property

Answer: B

NEW QUESTION 30
What is DFARS clause 252.204-7012 required for?

A. All DoD solicitations and contracts
B. Solicitations and contracts that use FAR part 12 procedures
C. Procurements solely for the acquisition of commercial off-the-shelf
D. Commercial off-the-shelf sold in the marketplace without modifications

Answer: A

NEW QUESTION 32
Which example represents a Specialized Asset?

A. SOCs
B. Hosted VPN services
C. Consultants who provide cybersecurity services
D. All property owned or leased by the government

Answer: D

NEW QUESTION 37
What is the primary intent of the verify evidence and record gaps activity?

A. Map test and demonstration responses to CMMC practices.
B. Conduct interviews to test process implementation knowledge.
C. Determine the one-to-one relationship between a practice and an assessment object.
D. Identify and describe differences between what the Assessment Team required and the evidence collected.

Answer: D
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NEW QUESTION 39
As defined in the CMMC-AB Code of Professional Conduct, what term describes any contract between two legal entities?

A. Union
B. Accord
C. Alliance
D. Agreement

Answer: D

NEW QUESTION 42
Which statement BEST describes the requirements for a C3PA0?

A. An authorized C3PAO must meet some DoD and all ISO/IEC 17020 requirements.
B. An accredited C3PAO must meet all DoD and some ISO/IEC 17020 requirements.
C. AC3PAO must be accredited by DoD before being able to conduct assessments.
D. A C3PAO must be authorized by CMMC-AB before being able to conduct assessments.

Answer: D

NEW QUESTION 43
Who will verify the adequacy and sufficiency of evidence to determine whether the practices and related components for each in-scope Host Unit, Supporting
Organization/Unit, or enclave have been met?

A. OSC
B. Assessment Team
C. Authorizing official
D. Assessment official

Answer: B

NEW QUESTION 48
A contractor has implemented IA.L2-3.5.3: Multifactor Authentication practice for their privileged users, however, during the assessment it was discovered that the
OSC's standard users do not require MFA to access their endpoints and network resources. What would be the BEST finding?

A. The process is running correctly.
B. It is out of scope as this is a new acquisition.
C. The new acquisition is considered Specialized Assets.
D. Practice is NOT MET since the objective was not implemented.

Answer: D

NEW QUESTION 53
Before submitting the assessment package to the Lead Assessor for final review, a CCP decides to review the Media Protection (MP) Level 1 practice evidence to
ensure that all media containing FCI are sanitized or destroyed before disposal or release for reuse. After a thorough review, the CCP tells the Lead Assessor that
all supporting documents fully reflect the performance of the practice and should be accepted because the evidence is:

A. official.
B. adequate.
C. compliant.
D. subjective.

Answer: B

NEW QUESTION 54
An OSC performing a CMMC Level 1 Self-Assessment uses a legacy Windows 95 computer, which is the only system that can run software that the government
contract requires. Why can this asset be considered out of scope?

A. It handles CUI
B. It is a restricted IS
C. It is government property
D. It is operational technology

Answer: B

NEW QUESTION 59
In scoping a CMMC Level 1 Self-Assessment, all of the computers and digital assets that handle FCI are identified. A file cabinet that contains paper FCI is also
identified. What can this file cabinet BEST be determined to be?

A. In scope, because it is an asset that stores FCI
B. In scope, because it is part of the same physical location
C. Out of scope, because they are all only paper documents
D. Out of scope, because it does not process or transmit FCI

Answer: A
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NEW QUESTION 64
A Lead Assessor is presenting an assessment kickoff and opening briefing. What topic MUST be included?

A. Gathering evidence
B. Review of the OSC's SSP
C. Overview of the assessment process
D. Examination of the artifacts for sufficiency

Answer: C

NEW QUESTION 66
How many domains does the CMMC Model consist of?

A. 14 domains
B. 43 domains
C. 72 domains
D. 110 domains

Answer: A

NEW QUESTION 69
Which statement BEST describes the key references a Lead Assessor should refer to and use the:

A. DoD adequate security checklist for covered defense information.
B. CMMC Model Overview as it provides assessment methods and objects.
C. safeguarding requirements from FAR Clause 52.204-21 for a Level 2 Assessment.
D. published CMMC Assessment Guide practice descriptions for the desired certification level.

Answer: D

NEW QUESTION 73
Who is responsible for ensuring that subcontractors have a valid CMMC Certification?

A. CMMC-AB
B. OUSD A&S
C. DoD agency or client
D. Contractor organization

Answer: D

NEW QUESTION 74
CMMC scoping covers the CUI environment encompassing the systems, applications, and services that focus on where CUI is:

A. received and transferred.
B. stored, processed, and transmitted.
C. entered, edited, manipulated, printed, and viewed.
D. located on electronic media, on system component memory, and on paper.

Answer: B

NEW QUESTION 78
When are contractors required to achieve a CMMC certificate at the Level specified in the solicitation?

A. At the time of award
B. Upon solicitation submission
C. Thirty days from the award date
D. Before the due date of submission

Answer: A

NEW QUESTION 83
A CCP is part of a CMMC Assessment Team interviewing a subject-matter expert on Access Control (AC) within an OSC. During the interview process, what will
the CCP ensure about the information exchanged during the interview?

A. Performed in groups for more efficient use of resources
B. Recorded for inclusion in the Final Recommended Findings report
C. Confidential and non-attributable so interviewees can speak without fear of reprisal
D. Mapped to specific CMMC practices to clearly delineate which practice is being evaluated

Answer: C

NEW QUESTION 84
A C3PAO is conducting High Level Scoping for an OSC that requested an assessment Which term describes the people, processes, and technology that will be
applied to the contract who are requesting a CMMC Level assessment?
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A. Host Unit
B. Branch Office
C. Coordinating Unit
D. Supporting Organization/Units

Answer: A

NEW QUESTION 86
In the Code of Professional Conduct, what does the practice of Professionalism require?

A. Do not copy materials without permission to do so.
B. Do not make assertions about assessment outcomes.
C. Refrain from dishonesty in all dealings regarding CMMC.
D. Ensure the security of all information discovered or received.

Answer: C

NEW QUESTION 91
During Phase 4 of the Assessment process, what MUST the Lead Assessor determine and recommend to the C3PAO concerning the OSC?

A. Ability
B. Eligibility
C. Capability
D. Suitability

Answer: B

NEW QUESTION 95
A CCP is working as an Assessment Team Member on a CMMC Level 2 Assessment. The Lead Assessor has assigned the CCP to assess the OSC's
Configuration Management (CM) domain. The CCP's first interview is with a subject-matter expert for user-installed software. With respect to user-installed
software, what facet should the CCP's interview focus on?

A. Controlled and monitored
B. Removed from the system
C. Scanned for malicious code
D. Limited to mission-essential use only

Answer: A

NEW QUESTION 98
The facilities manager for a company has procured a Wi-Fi enabled, mobile application- controlled thermostat for the server room, citing concerns over the inability
to remotely gauge and control the temperature of the room. Because the thermostat is connected to the company's FCI network, should it be assessed as part of
the CMMC Level 1 Self- Assessment Scope?

A. No, because it is OT
B. No, because it is an loT device
C. Ye
D. because it is a restricted IS
E. Yes, because it is government property

Answer: C

NEW QUESTION 103
Which are guiding principles in the CMMC Code of Professional Conduct?

A. Objectivity, information integrity, and higher accountability
B. Objectivity, information integrity, and proper use of methods
C. Proper use of methods, higher accountability, and objectivity
D. Proper use of methods, higher accountability, and information integrity

Answer: A

NEW QUESTION 107
An Assessment Team Member is conducting a CMMC Level 2 Assessment for an OSC that is in the process of inspecting Assessment Objects for AC.L1-3.1.1:
Limit information system access to authorized users, processes acting on behalf of authorized users, or devices (including other information systems) to determine
the adequacy of evidence provided by the OSC. Which Assessment Method does this activity fall under?

A. Test
B. Observe
C. Examine
D. Interview

Answer: C

NEW QUESTION 111
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What service is the MOST comprehensive that the RPO provides?

A. Training services
B. Education services
C. Consulting services
D. Assessment services

Answer: C

NEW QUESTION 112
What is the MOST common purpose of assessment procedures?

A. Obtain evidence.
B. Define level of effort.
C. Determine information flow.
D. Determine value of hardware and software.

Answer: A

NEW QUESTION 113
While conducting a CMMC Assessment, an individual from the OSC provides documentation to the assessor for review. The documentation states an incident
response capability is established and contains information on incident preparation, detection, analysis, containment, recovery, and user response activities. Which
CMMC practice is this documentation attesting to?

A. IR.L2-3.6.1: Incident Handling
B. IR.L2-3.6.2: Incident Reporting
C. IR.L2-3.6.3: Incident Response Testing
D. IR.L2-3.6.4: Incident Spillage

Answer: A

NEW QUESTION 117
When assessing an OSC for CMMC: the Lead Assessor should use the information from the Discussion and Further Discussion sections in each practice because
it:

A. is normative for an OSC to follow.
B. contains examples that an OSC must implement.
C. is mandatory and aligns with FAR Clause 52.204-21.
D. provides additional information to facilitate the assessment of the practice.

Answer: D

NEW QUESTION 119
Which resource contains authoritative data classifications of CUI?

A. NARA
B. CMMC-AB
C. DoD Contractors FAQ
D. OSC's privacy policies

Answer: A

NEW QUESTION 120
The results package for a Level 2 Assessment is being submitted. What MUST a Final Report. CMMC Assessment Results include?

A. Affirmation for each practice or control
B. Documented rationale for each failed practice
C. Suggested improvements for each failed practice
D. Gaps or deltas due to any reciprocity model are recorded as met

Answer: B

NEW QUESTION 122
Which regulation allows for whistleblowers to sue on behalf of the federal government?

A. NISTSP 800-53
B. NISTSP 800-171
C. False Claims Act
D. Code of Professional Conduct

Answer: C

NEW QUESTION 124
A CMMC Level 1 Self-Assessment identified an asset in the OSC's facility that does not process, store, or transmit FCI. Which type of asset is this considered?
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A. FCI Assets
B. Specialized Assets
C. Out-of-Scope Assets
D. Government-Issued Assets

Answer: C

NEW QUESTION 128
Which phase of the CMMC Assessment Process includes the task to identify, obtain inventory, and verify evidence?

A. Phase 1: Plan and Prepare Assessment
B. Phase 2: Conduct Assessment
C. Phase 3: Report Recommended Assessment Results
D. Phase 4: Remediation of Outstanding Assessment Issues

Answer: B

NEW QUESTION 133
Two network administrators are working together to determine a network configuration in preparation for CMMC. The administrators find that they disagree on a
couple of small items. Which solution is the BEST way to ensure compliance with CMMC?

A. Consult with the CEO of the company.
B. Consult the CMMC Assessment Guides and NIST SP 800-171.
C. Go with the network administrator's ideas with the least stringent controls.
D. Go with the network administrator's ideas with the most stringent controls.

Answer: B

NEW QUESTION 134
When are data and documents with legacy markings from or for the DoD required to be re- marked or redacted?

A. When under the control of the DoD
B. When the document is considered secret
C. When a document is being shared outside of the organization
D. When a derivative document's original information is not CUI

Answer: C

NEW QUESTION 138
What is a PRIMARY activity that is performed while conducting an assessment?

A. Develop assessment plan.
B. Collect and examine evidence.
C. Verify readiness to conduct assessment.
D. Deliver recommended assessment results.

Answer: B

NEW QUESTION 139
What is the BEST document to find the objectives of the assessment of each practice?

A. CMMC Glossary
B. CMMC Appendices
C. CMMC Assessment Process
D. CMMC Assessment Guide Levels 1 and 2

Answer: D

NEW QUESTION 143
Two assessors cannot agree if a certain practice should be rated as MET or NOT MET. Who should they consult to determine the final interpretation?

A. C3PAO
B. CMMC-AB
C. Lead Assessor
D. Quality Assurance Assessor

Answer: C

NEW QUESTION 148
Which principles are included in defining the CMMC-AB Code of Professional Conduct?

A. Objectivity, classification, and information accuracy
B. Objectivity, confidentiality, and information integrity
C. Responsibility, classification, and information accuracy
D. Responsibility, confidentiality, and information integrity
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Answer: D

NEW QUESTION 153
During assessment planning, the OSC recommends a person to interview for a certain practice. The person being interviewed MUST be the person who:

A. funds that practice.
B. audits that practice.
C. supports, audits, and performs that practice.
D. implements, performs, or supports that practice.

Answer: D

NEW QUESTION 154
An organization that manufactures night vision cameras is looking for help to address the gaps identified in physical access control systems. Which certified
individual should they approach for implementation support?

A. CCA of the C3PAO performing the assessment
B. RP of an organization not part of the assessment
C. Practitioner of the organization performing the assessment LTP
D. DoD Contract Official of the organization performing the assessment

Answer: B

NEW QUESTION 158
What is objectivity as it applies to activities with the CMMC-AB?

A. Ensuring full disclosure
B. Reporting results of CMMC services completely
C. Avoiding the appearance of or actual, conflicts of interest
D. Demonstrating integrity in the use of materials as described in policy

Answer: C

NEW QUESTION 160
Which domain has a practice requiring an organization to restrict, disable, or prevent the use of nonessential programs?

A. Access Control (AC)
B. Media Protection (MP)
C. Asset Management (AM)
D. Configuration Management (CM)

Answer: D

NEW QUESTION 164
What are CUI protection responsibilities?

A. Shielding
B. Governing
C. Correcting
D. Safeguarding

Answer: D

NEW QUESTION 165
A Lead Assessor is planning an assessment and scheduling the test activities. Who MUST perform tests to obtain evidence?

A. OSC personnel who normally perform that work as the CCP observes
B. Military personnel and the CCP and/or Lead Assessor to test the adequacy of the written procedure(s)
C. Military personnel assigned to the contractor for that contract to ensure the confidentiality of the CUI
D. OSC personnel who do not ordinarily perform that work to evaluate the accuracy of the written procedure(s)

Answer: A

NEW QUESTION 167
Which words summarize categories of data disposal described in the NIST SP 800-88 Revision 1, Guidelines for Media Sanitation?

A. Clear, purge, destroy
B. Clear, redact, destroy
C. Clear, overwrite, purge
D. Clear, overwrite, destroy

Answer: A

NEW QUESTION 168
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A company has a government services division and a commercial services division. The government services division interacts exclusively with federal clients and
regularly receives FCI. The commercial services division interacts exclusively with non-federal clients and processes only publicly available information. For this
company's CMMC Level 1 Self-Assessment, how should the assets supporting the commercial services division be categorized?

A. FCI Assets
B. Specialized Assets
C. Out-of-Scope Assets
D. Operational Technology Assets

Answer: C

NEW QUESTION 172
What is the LAST step when developing an assessment plan for an OSC?

A. Verify the readiness to conduct the assessment.
B. Perform certification assessment readiness review.
C. Update the assessment plan and schedule as needed
D. Obtain and record commitment to the assessment plan.

Answer: D

NEW QUESTION 174
Which standard of assessment do all C3PAO organizations execute an assessment methodology based on?

A. ISO 27001
B. NISTSP800-53A
C. CMMC Assessment Process
D. Government Accountability Office Yellow Book

Answer: C

NEW QUESTION 176
Prior to initiating an OSC's CMMC Assessment, the Lead Assessor briefed the team on the most important requirements of the assessment. The assessor also
insisted that the same results of the findings summary, practice ratings, and Level recommendations must be submitted to the C3PAO for initial processes and
review. After several weeks of assessment, the C3PAO completes the internal review, the recommended results are then submitted through the C3PAO for final
quality review and rating approval. Which document stipulates these reporting requirements?

A. CMMC Assessment reporting requirements
B. DFARS 52.204-21 assessment reporting requirements
C. NISTSP 800-171 Revision 2 assessment reporting requirements
D. DFARS clause 252.204-7012 assessment reporting requirements

Answer: A

NEW QUESTION 180
When assessing SI.L1-3.14.2: Provide protection from malicious code at appropriate locations within organizational information systems, evidence shows that all of
the OSC's workstations and servers have antivirus software installed for malicious code protection. A centralized console for the antivirus software management is
in place and records show that all devices have received the most updated antivirus patterns. What is the BEST determination that the Lead Assessor should
reach regarding the evidence?

A. It is sufficient, and the audit finding can be rated as MET.
B. It is insufficient, and the audit finding can be rated NOT MET.
C. It is sufficient, and the Lead Assessor should seek more evidence.
D. It is insufficient, and the Lead Assessor should seek more evidence.

Answer: A

NEW QUESTION 185
Plan of Action defines the clear goal or objective for the plan. What information is generally NOT a part of a plan of action?

A. Completion dates
B. Milestones to measure progress
C. Ownership of who is accountable for ensuring plan performance
D. Budget requirements to implement the plan's remediation actions

Answer: D

NEW QUESTION 186
What type of information is NOT intended for public release and is provided by or generated for the government under a contract to develop or deliver a product or
service to the government, but not including information provided by the government to the public (such as on public websites) or simple transactional information,
such as necessary to process payments?

A. CDI
B. CTI
C. CUI
D. FCI
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Answer: D

NEW QUESTION 190
A CMMC Assessment Team arrives at an OSC to begin a CMMC Level 2 Assessment. The team checks in at the front desk and lets the receptionist know that
they are here to conduct the assessment. The receptionist is aware that the team is arriving today and points down a hallway where the conference room is. The
receptionist tells the Lead Assessor to wait in the conference room. as someone will be there shortly. The receptionist fails to check for credentials and fails to
escort the team. The receptionist's actions are in direct violation of which CMMC practice?

A. PE.L1-3.10.3: Escort visitors and monitor visitor activity
B. PE.L1-3.10.5: Control and manage physical access devices
C. PS.L2-3.9.1; Screen individuals prior to authorizing access to organizational systems containing CUI
D. PS.L2-3 9.2: Ensure that organizational systems containing CUI are protected during and after personnel actions such as terminations and transfers

Answer: A

NEW QUESTION 193
Which term describes the prevention of damage to. protection of, and restoration of computers and electronic communications systems/services, including
information contained therein, to ensure its availability, integrity, authentication, confidentiality, and nonrepudiation?

A. Cybersecurity
B. Data security
C. Network security
D. Information security

Answer: A

NEW QUESTION 197
Which document specifies the CMMC Level 1 practices that correspond to basic safeguarding requirements?

A. NIST SP 800-171
B. NIST SP 800-171b
C. 48 CFR 52.204-21
D. DFARS 252.204-7012

Answer: C

NEW QUESTION 199
Which organization is the governmental authority responsible for identifying and marking CUI?

A. NARA
B. NIST
C. CMMC-AB
D. Department of Homeland Security

Answer: A

NEW QUESTION 202
When scoping a Level 2 assessment, which document is useful for understanding the process to successfully implement practices required for the various Levels
of CMMC?

A. NISTSP 800-53
B. NISTSP 800-88
C. NISTSP 800-171
D. NISTSP 800-172

Answer: C

NEW QUESTION 207
What type of criteria is used to answer the question "Does the Assessment Team have the right evidence?"

A. Adequacy criteria
B. Objectivity criteria
C. Sufficiency criteria
D. Subjectivity criteria

Answer: A

NEW QUESTION 212
While conducting a CMMC Level 2 Assessment, a CCP is reviewing an OSC's personnel security process. They have a policy that describes screening individuals
prior to authorizing access to CUI, but it does not mention what organizations should be looking for in an individual. There is no link to a process or procedural
document. What should the OSC evaluate when screening individuals prior to accessing CUI?

A. They are trusted and well liked
B. They are a hard and loyal worker
C. Their conduct, integrity, and loyalty
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D. Their functionality, reliability, and ability to adapt

Answer: C

NEW QUESTION 216
The evidence needed for each practice and/or process is weight for:

A. adequacy and sufficiency.
B. adequacy and thoroughness.
C. sufficiency and thoroughness.
D. sufficiency and appropriateness.

Answer: A

NEW QUESTION 217
A Level 2 Assessment was conducted for an OSC, and the results are ready to be submitted. Prior to uploading the assessment results, what step MUST the
C3PAO complete?

A. Pay an assessment submission fee.
B. Complete an internal review of the results.
C. Notify the CMMC-AB that submission is forthcoming.
D. Coordinate a final briefing between the Lead Assessor and the OSC.

Answer: B

NEW QUESTION 222
What is the MINIMUM required marking for a document containing CUI?

A. "CUI" must be placed in the header and footer of the document
B. "WCUI" must be placed in the header and footer of the document
C. Portion marks must be placed on all sections, parts, paragraphs, et
D. known to contain CUI
E. A cover page must be placed to obscure content with the acronym "CUI" prominently placed

Answer: A

NEW QUESTION 223
Which domain references the requirements needed to handle physical or digital assets containing CUI?

A. Media Protection (MP)
B. Physical Protection (PE)
C. System and Information Integrity (SI)
D. System and Communications Protection (SC)

Answer: A

NEW QUESTION 225
While developing an assessment plan for an OSC. it is discovered that the certified assessor will be interviewing a former college roommate. What is the MOST
correct action to take?

A. Do not inform the OSC and the C3PAO of the possible conflict of interest, and continue as planned.
B. Inform the OSC and the C3PAO of the possible conflict of interest, and start the entire process over without the conflicted team member.
C. Inform the OSC and the C3PAO of the possible conflict of interest but since it has been an acceptable amount of time since college, no conflict of interest exists,
and continue as planned.
D. Inform the OSC and the C3PAO of the possible conflict of interest, document the conflict and mitigation actions in the assessment plan, and if the mitigation
actions are acceptable, continue with the assessment.

Answer: D

NEW QUESTION 228
A Lead Assessor is ensuring all actions have been completed to conclude a Level 2 Assessment. The final Assessment Results Package has been properly
reviewed and is ready to be uploaded. What other materials is the Lead Assessor responsible for maintaining and protecting?

A. Any additional notes and information from the Assessment
B. A final assessment plan, and a Quality Control report from C3PAO
C. A final assessment plan, and a letter from the Lead Assessor explaining the process
D. A final assessment plan, a letter from the Lead Assessor explaining the results, and a Quality Control report from C3PAO

Answer: A

NEW QUESTION 232
An OSC receives an email with "CUI//SP-PRVCY//FED Only" in the body of the message Which organization's website should the OSC go to identify what this
marking means?

A. NARA
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B. CMMC-AB
C. DoD Contractors FAQ page
D. DoD 239.7601 Definitions page

Answer: A

NEW QUESTION 237
An assessor has been working with an OSC's point of contact to plan and prepare for their upcoming assessment. What is one of the MOST important things to
remember when analyzing requirements for an assessment?

A. Scoping an assessment is easy and worry-free.
B. The initial plan cannot be changed once agreed upon.
C. There is a determined amount of time that the OSC's point of contact has to submit evidence and rough order-of-magnitude.
D. Assessors need to continuously review and update the requirements and plan for the assessment as information is gathered.

Answer: D

NEW QUESTION 238
According to DFARS clause 252.204-7012, who is responsible for determining that Information in a given category should be considered CUI?

A. The NARA CUI Executive Agent
B. The contractor who generated the information
C. The DoD agency for whom the contractor is performing the work
D. The military personnel assigned to the contractor for that purpose

Answer: C

NEW QUESTION 241
A dedicated local printer is used to print out documents with FCI in an organization. This is considered an FCI Asset Which function BEST describes what the
printer does with the FCI?

A. Encrypt
B. Manage
C. Process
D. Distribute

Answer: C

NEW QUESTION 246
A Lead Assessor and an OSC's Assessment Official have agreed to have the Assessment results presented during the final Daily Checkpoint of the OSC's CMMC
Level 2 Assessment. Which document MUST the Lead Assessor use to present assessment findings to the OSC?

A. CMMC POA&M Brief
B. CMMC Findings Brief
C. CMMC Assessment Tracker Tool
D. CMMC Recommended Findings template

Answer: B

NEW QUESTION 247
In CMMC High-Level scoping, which definition BEST describes an HQ organization?

A. The entity that carries out the tasks under a contract
B. The unit to which a CMMC Level is applied for each contract
C. The teams, services, and technologies that provide support to a Host Unit
D. The entity legally responsible for the delivery of products or services under a contract

Answer: D

NEW QUESTION 251
An assessment is being completed at a client site that is not far from the Lead Assessor's home office. The client provides a laptop for the duration of the
engagement. During a meeting with the network engineers, the Lead Assessor requests information about the network. They respond that they have a significant
number of drawings they can provide via their secure cloud storage service. The Lead Assessor returns to their home office and decides to review the documents.
What is the BEST way to retrieve the documents?

A. Log into the secure cloud storage service to save copies of the documents on both the work and client laptops.
B. Log into the client VPN from the client laptop and retrieve the documents from the secure cloud storage service.
C. Log into the client VPN from the assessor's laptop and retrieve the documents from the secure cloud storage service.
D. Use their home office workstation to retrieve the documents from the secure cloud storage service and save them to a USB stick.

Answer: B

NEW QUESTION 252
A CMMC Assessment is being conducted at an OSC's HQ. which is a shared workspace in
a multi-tenant building. The OSC is renting four offices on the first floor that can be locked individually. The first-floor conference room is shared with other tenants
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but has been reserved to conduct the assessment. The conference room has a desk with a drawer that does not lock. At the end of the day, an evidence file that
had been sent by email is reviewed. What is the BEST way to handle this file?

A. Review i
B. print it, and put it in the desk drawer.
C. Review it, and make notes on the computer provided by the client.
D. Review it, print it, make notes, and then shred it in cross-cut shredder in the print room.
E. Review i
F. print it, and leave it in a folder on the table together with the other documents.

Answer: C

NEW QUESTION 253
Which statement BEST describes an assessor's evidence gathering activities?

A. Use interviews for assessing a Level 2 practice.
B. Test all practices or objectives for a Level 2 practice
C. Test certain assessment objectives to determine findings.
D. Use examinations, interviews, and tests to gather sufficient evidence.

Answer: D

NEW QUESTION 256
When executing a remediation review, the Lead Assessor should:

A. help OSC to complete planned remediation activities.
B. plan two consecutive remediation reviews for an OSC.
C. submit a delta assessment remediation package for C3PAO's internal quality review.
D. validate that practices previously listed on the POA&M have been removed on an updated Risk Assessment.

Answer: C

NEW QUESTION 258
The evidence needed for each practice and/or process is weighed for:

A. Adequacy and sufficiency
B. Adequacy and thoroughness
C. Sufficiency and thoroughness
D. Sufficiency and appropriateness

Answer: A

NEW QUESTION 259
A Lead Assessor is performing a CMMC readiness review. The Lead Assessor has already recorded the assessment risk status and the overall assessment
feasibility. At MINIMUM, what remaining readiness review criteria should be verified?

A. Determine the practice pass/fail results.
B. Determine the preliminary recommended findings.
C. Determine the initial model practice ratings and record them.
D. Determine the logistic
E. Assessment Team, and the evidence readiness.

Answer: D

NEW QUESTION 261
Which statement BEST describes a LTP?

A. Creates DoD-licensed training
B. Instructs a curriculum approved by CMMC-AB
C. May market itself as a CMMC-AB Licensed Provider for testing
D. Delivers training using some CMMC body of knowledge objectives

Answer: B

NEW QUESTION 262
......
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