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NEW QUESTION 1

- (Topic 5)

You have an Azure subscription. The subscription contains virtual machines that connect to a virtual network named VNet1.
You plan to configure Azure Monitor for VM Insights.

You need to ensure that all the virtual machines only communicate with Azure Monitor through VNet1.

What should you create first?

A. an Azure Monitor Private Link Scope (AMPIS)
B. a private endpoint

C. a Log Analytics workspace

D. a data collection rule (DCR)

Answer: A

Explanation:
Azure Monitor for VM Insights is a feature of Azure Monitor that provides comprehensive monitoring and diagnostics for your Azure virtual machines and virtual
machine scale sets. It collects performance data, process information, and network dependencies from your virtual machines and displays them in interactive
charts and maps. You can use Azure Monitor for VM Insights to troubleshoot performance issues, optimize resource utilization, and identify network bottlenecks1.
To enable Azure Monitor for VM Insights, you need to install two agents on your virtual machines: the Azure Monitor agent (preview) and the Dependency agent.
The Azure Monitor agent collects performance metrics and sends them to a Log Analytics workspace. The Dependency agent collects process information and
network dependencies and sends them to the InsightsMetrics table in the same workspace2.
By default, the agents communicate with Azure Monitor over the public internet. However, if you want to ensure that all the virtual machines only communicate with
Azure Monitor through a virtual network named VNetl, you need to configure private network access for the agents.
Private network access allows the agents to communicate with Azure Monitor using a

private endpoint, which is a special network interface that connects your virtual network to
an Azure service without exposing it to the public internet. A private endpoint uses a private IP address from your virtual network address space, so you can
secure and control the network traffic between your virtual machines and Azure Monitor3.
To configure private network access for the agents, you need to create an Azure Monitor Private Link Scope (AMPIS) first. An AMPIS is a resource that groups
one or more Log Analytics workspaces together and associates them with a private endpoint. An AMPIS allows you to manage the private connectivity settings for
multiple workspaces in one place4.
After creating an AMPIS, you need to create a private endpoint in VNetl and link it to the AMPIS. This will enable the agents on your virtual machines to send data
to the Log Analytics workspaces in the AMPIS using the private IP address of the private endpoint5.

NEW QUESTION 2

- (Topic 5)

You have an Azure subscription that contains two Log Analytics workspaces named Workspace 1 and Workspace? and 100 virtual machines that run Windows
Server.

You need to collect performance data and events from the virtual machines. The solution must meet the following requirements:

» Logs must be sent to Workspace! and Workspace?

« All Windows events must be captured

* All security events must be captured.

What should you install and configure on each virtual machine?

A. the Azure Monitor agent
B. the Windows Azure diagnostics extension (WAD)
C. the Windows VM agent

Answer: A

Explanation:

https://learn.microsoft.com/en-us/azure/azure-monitor/agents/agents-overview Azure Monitor Agent (AMA) collects monitoring data from the guest operating
system of Azure and hybrid virtual machines and delivers it to Azure Monitor for use by features, insights, and other services, such as Microsoft Sentinel and
Microsoft Defender for Cloud. Azure Monitor Agent replaces all of Azure Monitor's legacy monitoring agents.

NEW QUESTION 3

HOTSPOT - (Topic 5)

You have an Azure Load Balancer named LB1.

You assign a user named User1 the roles shown in the following exhibit.

User1 assignments - LB1

Answer Area
Userl can [answer cholce] L1, | el |
i SRS thesr Lsers f
el can [answer choice] the ratouwrce group -

delete a virual machine from

modify the load balancing rules ir

Jepl N AZure Kubermetes Ser Ak IRastar t
A. Mastered

B. Not Mastered
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Answer: A

Explanation:

User Access Administrator can only assign access to other users

https://docs.microsoft.com/en-us/azure/role-based-access-control/rbac-and-directory- admin-roles

Virtual Machine Contributor can Manage VMs, which includes deleting VMs too. https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-

roles#virtual-machine-contributor

https://docs.microsoft.com/en-us/answers/questions/350635/can-virtual-machine-contributor-create-vm.html

NEW QUESTION 4
- (Topic 5)

You have an Azure subscription that contains the resources in the following table.

Name

Type

Details

VNet1

Virtual network

Not applicable

Subnet1

Subnet

Hosted on VNet1

VM1

Virtual machine

On Subnet1

VM2

Virtual machine

On Subnet1

VM1 and VM2 are deployed from the same template and host line-of-business applications accessed by using Remote Desktop. You configure the network
security group (NSG) shown in the exhibit. (Click the Exhibit button.)

= Move [ Delete

Resource group (change )

Produc tioniG

Location
MNorth Europe

subseripton {change)

Prec e Lo sudssc et bor

Subscription 1D

SeCUnty rides
1 nboind, 1 outbound

Associated with
0 subnets, 0 network Nterfaces

14d26092-0ed 2-4ea7-b 770-9dcef70Mh 1ea

TBQS {change)

Inbound security rules

PRIORITY NAME

PORT PROTOCOL SOURCE

DESTINATION ACTION

1500 Port_80 80 TCP Internet Ary £ Deny
65000 AllowvnetinBound Ay Ary WirtuaiNetwork Virtualetwork & Allow
&5001 AllowazureloadBalancernBound Anry Ary AzureloadBalancer Ay & Allow
65500 DeryAlBound Arry Arty Anvy Arry © peny

Qutbound security rules

FRIORITY NAME

1000 DemyWebSites

55000 AllcwtretOutBound
65001 AllowinternetOutBound
65500 DergAlCuiBound

FORT PROTOCOL SOURCE

DESTINATION ACTION

80 TCE Any Inbernet 2 Deny
Aty Arty Wirtiraihetwork WirtualNetwork &9 Allow
Ay Aniy Ay Internet Wt Allow
Arty Arty Any Aty €3 Deny

You need to prevent users of VM1 and VM2 from accessing websites on the Internet. What should you do?

A. Associate the NSG to Subnetl.

B. Disassociate the NSG from a network interface.
C. Change the DenyWebSites outbound security rule.
D. Change the Port_80 inbound security rule

Answer: A

Explanation:

Outbound rule “DenyWebSites” is setup correctly to block outbound internet traffic over port 80. In the screenshot it states, "Associated with: 0 subnets, 0 NIC's",
S0 you need to associate the NSG to Subnetl.You can associate or dissociate a network security group from a NIC or Subnet. Reference:
https://docs.microsoft.com/en-us/azure/virtual- network/manage-network-security-group

NEW QUESTION 5
- (Topic 5)

You deploy an Azure Kubernetes Service (AKS) cluster named Clusterl that uses the IP addresses shown in the following table.
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IP address Assigned to
131.107.2.1 Load balancer front end
192.168.10.2 Kubernetes DNS service
172117171 Docker bridge address
10.0.10.11 Kuberneles cluster node

You need to provide internet users with access to the applications that run in Clusterl. Which IP address should you include in the DNS record for Ousted?

A. 1721771
B. 131.107.2.1
C. 192.168.10.2
D. 10.0.10.11

Answer: B

Explanation:
When any internet user will try to access the cluster which is behind a load balancer, traffic
will first hit to load balancer front end IP. So in the DNS configuration you have to provide the IP address of the load balancer.
Reference:
https://stackoverflow.com/questions/43660490/giving-a-dns-name-to-azure-load-balancer

NEW QUESTION 6
- (Topic 5)
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure Active Directory (Azure AD) tenant named Adatum and an Azure Subscription named Subscriptionl. Adatum contains a group named
Developers. Subscriptionl contains a resource group named Dev.
You need to provide the Developers group with the ability to create Azure logic apps in the Dev resource group.
Solution: On Subscriptionl, you assign the Logic App Operator role to the Developers group.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The Logic App Operator role only grants the ability to read, enable, disable, and run logic apps. It does not grant the ability to create logic apps. To create logic
apps, you need to assign the Logic App Contributor role or a higher-level role such as Owner or Contributor. Then, References: [Built-in roles for Azure resources]
[Azure Logic Apps permissions and access control]

NEW QUESTION 7
HOTSPOT - (Topic 5)
You have an Azure Storage accounts as shown in the following exhibit.

Storage accounts

o ndd i Edit columns L) Refresh | # Assign Tegs

Subscriptions: A6l 7 selected - Don't see & subscription? Sedtch direchories
Filtes by name All subscriptions » | All resource groups Al types - All locations - M QroUDing -
3 ibems
HAME TVPE KIND RESOURCE LOCATION SUBSCRIFTL... ACCESS T.. REPLICAT..
B o agedcCountl Shorage docount  Storge ContosoRGl Eastiss Cubscriphion 1 - Read-access ge... ek
= CERQEACCouN Sterage account  Storagey? ContosoRiG] Centralits Ceibscripbion 1 Host Geo-redundant.... wer
e Y SoEaccountd SEorage Socoumnt E--’;&l"ﬂ'mm_]r ContostiiG] Enstis CUnSCTHObG 1 Host Lo aly-radund.... LLL

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area

You can use [answer choice] for Azure Table Storage. v
storageaccountl only

storageaccount2 only

storageaccount3 only

storageaccountl and storageaccount2 only
storageaccount2 and storageaccount3 only

You can use [answer choice| for Azure Blob storage. v
storageaccount3 only

storageaccount2 and storageaccount3 only
storageaccount] and storageaccount3 only

all the storage accounts

A. Mastered
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B. Not Mastered
Answer: A

Explanation:
Box 1: storageaccountl and storageaccount2 only Box 2: All the storage accounts
Note: The three different storage account options are: General-purpose v2 (GPv2) accounts, General-purpose v1 (GPv1) accounts, and Blob storage accounts.
? General-purpose v2 (GPv2) accounts are storage accounts that support all of the
latest features for blobs, files, queues, and tables.
? Blob storage accounts support all the same block blob features as GPv2, but are limited to supporting only block blobs.
? General-purpose v1 (GPv1) accounts provide access to all Azure Storage services, but may not have the latest features or the lowest per gigabyte pricing.
References: https://docs.microsoft.com/en-us/azure/storage/common/storage-account- options

NEW QUESTION 8
HOTSPOT - (Topic 5)
You have an Azure subscription that contains the container images shown in the following table.

Name | aﬁeuting system

Imace Windows Server

image2 | Linux

You plan to use the following services:

» Azure Container Instances

» Azure Container Apps

» Azure App Service

In which services can you run the images? To answer, select the options in the answer area.
NOTE: Each correct answer is worth one point.

Answer Area
Iimage | ‘EI
e Lontamsar instances Py
e L OnLained ADpE oy
Anure Contaings irngtances and App Senaces only
Argre Lontainer Apps and ApD Seraces only
T atained Initances Azure Contabne A and Apo Seracet
Image: | )
- Yo AT
LI
AT oy
Azure
Arusre e, and App Servaiced
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Image 1: Azure Container Apps only.image 2: Azure Container Instances, Azure Container Apps, and App Services.

The images you have in your Azure subscription are different types of container images that can run on different Azure services. A container image is a package of
software that includes everything needed to run an application, such as code, libraries, dependencies, and configuration files. Container images are portable and
consistent across different environments, such as development, testing, and production.

Azure Container Instances is a service that allows you to run containers directly on the Azure cloud, without having to manage any infrastructure or orchestrators.
You can use Azure Container Instances to run any container image that is compatible with the Docker image format and follows the Open Container Initiative (OCI)
specification. You can also run Windows or Linux containers on Azure Container Instances.

Azure Container Apps is a service that allows you to build and deploy cloud-native applications and microservices using serverless containers. You can use Azure
Container Apps to run any container image that is compatible with the Docker image format and follows the Open Container Initiative (OCI) specification. You can
also run Windows or Linux containers on Azure Container Apps.

Azure App Service is a service that allows you to build and host web applications, mobile backends, and RESTful APIs using various languages and frameworks.
You can use Azure App Service to run custom container images that are compatible with the Docker image format and follow the App Service Docker image
contract. You can also run Windows or Linux containers on Azure App Service.

NEW QUESTION 9

HOTSPOT - (Topic 5)

Your company purchases a new Azure subscription.

You create a file named Deploy json as shown in the following exhibit
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O |

2 “$schema™: ThUtps://schend managesent. alurs. con schemas/2015-21-21/deploysent Tesplate, Jsons”,
3 “contentversion™: Tl.0.9.87,

4 “parametersi”: {}.

] “variables™: {}.

& “resources™: [

? {

B "type”: “Microzoft.Resources/resourceGroups”,
2 “apiversion™: “1818-05-017,

10 "location™: “eastus”,

11 “name™: “[concat{'RG’, copylndex(}}]".

12 “"copy”: {

13 "mame”: “copy”.

14 "count®: 3

15 }

18 }.

7 {

i8 “"type”: “Microsoft.Rescurces/deployments”™,
1o “"apivVersion™: "1071-04-01%,

0 “name”: “lockDeployment™,

1 “resourceGroup”: TRGLT,

b | “dependsOn”: ["[resourceld( Microsoft .Resources/resourceGroups/”, "26G1°3]"),
13 “properties”: {

14 "mode”: “Incresental”,

25 “template™: {

26 “fschema™: “https://schesas.managesent.azure.con/scheass/2019-04-01/deploymentTemplate. jsone™,
7 “contentVerslon™: “1.0.0.0%,

P3| “parameters”: [}.

1w “variables™: {}.

30 “retcurces”; [

¥l {

32 “type™: “Microsoft.Authorization/locks™,
33 “aplVersion™: "2816-8%-81°,

L& “nane™: “rglLock™,

5 "properties”: {

k1 “level™: “ConNotDelete™

a7 }

18 }

L |

ap }

4 }

a2 I

43 {

&4 "type™: “Microsoft.Resources/deploysents”,
45 TapiVersion @ T 2001-04-017,

45 “name”: “lockDeployment™,

47 “"resourceGroup™: "RGI",

£8 “"dependiOon”: [~[rescurceld(’Microtoft. Retourcel/resourcabroups/”, "RG2')]%],
a9 “properties”: {

20 *mode”: “Incresental”,

£3 "e-rantEATvefsionT: T1.0.M.07,

g4 “paramaters™: [}.

55 “variables™: {}.

1.} “rétour<es™: |

57 {

58 TtypeT: "Hicrosoft.Authorizationslocks”,
59 “apiversion™: “2016-89-817,

1] “"name”: “rglock”,

61 “properties®: {

&2 "lovel™: “ReadOnly”

63 ]

64 }

&5 1

[-2-] }

-1} }

-1 ] }

&8 1

e “outputs™: ()

n )

You connect to the subscription and run the following cmdlet:
New-AzDeployment -Location westus -TemplateFile “deploy.json™
For each of the following statements, select Yes if the statement is true. Otherwise, select

No.
Anzwer Area
Statements Yes Hao
You can deploy & virtual machine to RG1. ) 2
You can deploy a virtual maching to RG2. o 8]
You can manually create a resource group named RG3. O
A. Mastered

B. Not Mastered

Answer: A
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Explanation:

Based on the file named Deploy.json and the cmdlet you ran, here are the answers to your statements:

? You can deploy a virtual machine to RGI. = No

? You can deploy a virtual machine to RG2. = No

? You can manually create a resource group named RG3. = Yes Let me explain why:

? The Deploy.json file defines a template for creating a resource group and a virtual machine in Azure. The template has two parameters: resourceGroupName
and vmName. The template also has two resources: one for the resource group and one for the virtual machine. The resource group resource has a property
called name, which is set to the value of the resourceGroupName parameter. The virtual machine resource has a property called location, which is set to the value
of the location parameter of the deployment cmdlet.

? The cmdlet you ran specifies the location as westus and the template file as Deploy.json. However, it does not specify any values for the resourceGroupName
and vmName parameters. Therefore, the cmdlet will prompt you to enter those values interactively before creating the deployment.

? If you enter RGI as the value for the resourceGroupName parameter and VM1 as the value for the vmName parameter, then the cmdlet will create a resource
group named RGI and a virtual machine named VM1 in the westus location. Therefore, you can deploy a virtual machine to RGI.

? However, if you enter RG2 as the value for the resourceGroupName parameter, then the cmdlet will fail with an error. This is because RG2 already exists in your
subscription and you cannot create a resource group with the same name as an existing one. Therefore, you cannot deploy a virtual machine to RG2 using this
template and cmdlet.

? You can manually create a resource group named RG3 by using another cmdlet: New-AzResourceGroup. This cmdlet takes two parameters: Name and

RG3 in westus:
WMR&%L%@@FE%&%?@@ Bdhedelawingsenglet to create a resource group named

NEW QUESTION 10
HOTSPOT - (Topic 5)
Peering for VNET2 is configured as shown in the following exhibit.

&> VNET2 | Peerings

€ & add ) Refresh %
Cremrvidw . | O Sparch peerings |
M Activity log MAME PEERING STATUS PEER GATEWAY TRANSIT
-; RLEEEEE nC R, A
- o Connected VNETT Disabled
' T:.:I

x D agnose and soie probiems

Peering for VNET3 is configured as shown in the following exhibit.

=

{s ““ NET3 | Peerings

n = = add L) Refresh o
W Activity log NAME PEERING STATUS PEER GATEWAY TRANSIT
s Access contrel (JAM) :
Connecied VNET Disabled .
' Tags

’: Diagnose and solve problems

How can packets be routed between the virtual networks? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Packets from VNET1 can be routed to: v

S

VNET2 only
VNET3 only
VNET2 and VNET3

Packets from VNET2 can be routed to: | v

VNET1 only )
VNET3 only
VNET1 and VNET3

Answer:
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= m—

Packets from VNET1 can be routed to: | | v
VNET2 only

VNET3 on

Packets from VNET2 can be routed to: ‘ v |

VNET1 only|

VNET3 only
VNET1 and VNET3

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1. VNET2 and VNET3 Box 2: VNET1
Gateway transit is disabled.

NEW QUESTION 10
- (Topic 5)

You plan to create an Azure virtual machine named VM1 that will be configured as shown in the following exhibit.
The planned disk configurations for VM1 are shown in the following exhibit.
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You need to ensure that VM1 can be created in an Availability Zone.
Which two settings should you modify? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Use managed disks
B. Availability options
C. OS disk type

D. Size

E. Image

Answer: AB

Explanation:

https://docs.microsoft.com/en-us/azure/site-recovery/move-azure-vms-avset-azone https://docs.microsoft.com/en-us/azure/virtual-machines/windows/create-portal-
availability- zone https://docs.microsoft.com/en-us/azure/virtual-machines/manage-availability https://docs.microsoft.com/en-us/azure/availability-zones/az-
overview#tavailability-zones

NEW QUESTION 11

- (Topic 5)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You have a CSV file that contains the names and email addresses of 500 external users. You need to create a guest user account in contoso.com for each of the
500 external users.

Solution: You create a Power Shell script that runs the New-MgUser cmdlet for each user. Does this meet the goal?

A. Yes
B. NO

Answer: B

Explanation:
https://learn.microsoft.com/en-us/azure/active-directory/external-identities/tutorial-bulk-invite?source=recommendations

NEW QUESTION 14
HOTSPOT - (Topic 5)
You manage two Azure subscriptions named Subscription 1 and Subscription2. Subscription! has following virtual networks:

Name | Address space | Region
VNET1 | 10.10.10.0/24 West Europe

VNET2 | 172.16.0.0/16 West US

The virtual networks contain the following subnets:

Name Address range In virtual network
Subnet11 | 10.10.10.0/24 VNET1
Subnet21 | 172.16.0.0/18 VNET2
Subnet22 | 172.16.128.0/18 VNET2
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Subscnption2 contains the following virtual network:
- Name: VNETA

 Address space: 10.10.128.0/17

* Region: Canada Central

VNETA contains the following subnets:

Name Address range
SubnetA1 [ 10.10.130.0/24

SubnetA2 | 10.10.131.0/24

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes MNo
A Site-to-5ite connection can be established between VNET1 and VNET2.

VINET1 and VINET2 can be peered.
VNET1 and VNETA can be peered.

Answer:

Statements Yes MNo
A Site-to-5ite connection can be established between VNET1 and VNET2. I

VINET1 and VINET2 can be peered. I

VNET1 and VNETA can be peered. I [

A. Mastered
B. Not Mastered

Answer: A

NEW QUESTION 19

HOTSPOT - (Topic 5)
You need to configure a new Azure App Service app named WebAppl. The solution must meet the following requirements:

» WebAppl must be able to verify a custom domain name of app.contoso.com.
» WebAppl must be able to automatically scale up to eight instances.

* Costs and administrative effort must be minimized.
Which pricing plan should you choose, and which type of record should you use to verify the domain? To answer, select the appropriate options in the answer

area.
NOTE: Each correct answer is worth one point.

Answer Area

Pricing plan: _Standard | % |
Basic
Free
Shared
Standard

Record type: TXT v
. ..
AAAA
PTR

Answer:
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Answer Area

Pricing plan: _Standard v
Basic
Free

Shared. _ _ _

Record type: TXT v |

A. Mastered
B. Not Mastered

Answer: A
NEW QUESTION 23

HOTSPOT - (Topic 5)
You have an Azure subscription named Subl that contains the Azure resources shown in the following table.

Name Type

RG1 Resource group

storagel | Storage account
VNET1 | Virtual network

You assign an Azure policy that has the following settings:

? Scope: Subl

? Exclusions: Sub1l/RG1/VNET1

? Policy definition: Append a tag and its value to resources

? Policy enforcement: Enabled

? Tag name: Tag4

? Tag value: value4

You assign tags to the resources as shown in the following table.

Resource Tag
Sub1 Tagl:subscription
RG1 Tag2:IT

storagel | Tag3:valuel

VNET1 Tag3:valuel

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

RG1 has the Tag2 : IT tag assigned only O O

Storagel has the Tagl:subscription, Tag2:1IT, Tag3:valuel,
and Tag4:valued tags assigned.

Q] 1O
S®

VNET1 has the Tag2:IT and Tag3:value2 tags assigned only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

? RG1 has the Tag2: IT tag assigned only. No, this is not correct. According to the tables, RG1 has two tags assigned: Tag2: IT and Tag3: value2. The Azure
policy does not affect RG1, because it is excluded from the scope of the policy. Therefore, RG1 does not have the Tag4: value4 tag appended by the policy.

? Storagel has the Tagl: subscription, Tag2: IT, Tag3: valuel, and Tag4: value4 tags assigned. Yes, this is correct. According to the tables, Storagel has three
tags assigned: Tagl: subscription, Tag2: IT, and Tag3: valuel. The Azure policy affects Storagel, because it is within the scope of the policy and not excluded.
Therefore, Storagel has the Tag4: value4 tag appended by the policy.
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? VNET1 has the Tag2: IT and Tag3: value2 tags assigned only. Yes, this is correct.
According to the tables, VNET1 has two tags assigned: Tag2: IT and Tag3: value2. The Azure policy does not affect VNET1, because it
is excluded from the scope of the policy. Therefore, VNET1 does not have the Tag4: value4 tag appended by the policy.

NEW QUESTION 24

- (Topic 5)

You have an Azure virtual machine named VM1.

You use Azure Backup to create a backup of VM1 named Backupl. After creating Backupl, you perform the following changes to VM1.:

? Modify the size of VML1.

? Copy a file named Budget.xls to a folder named Data.

? Reset the password for the built-in administrator account.

? Add a data disk to VM1.

An administrator uses the Replace existing option to restore VM1 from Backupl. You need to ensure that all the changes to VM1 are restored.
Which change should you perform again?

A. Modify the size of VML1.

B. Add a data disk.

C. Reset the password for the built-in administrator account.
D. Copy Budget.xls to Data.

Answer: D

Explanation:

The scenario mentioned in the question, we are using the replace option. So in this case we would lose the existing data written to the disk after the backup was
taken. The file was copied to the disk after the backup was taken. Hence, we would need to copy the file once again.

References:

https://docs.microsoft.com/en-us/azure/backup/backup-azure-arm-restore-vms#replace- existing-disks

NEW QUESTION 29

- (Topic 5)

You have an Azure subscription named Subscription 1 and an on-premises deployment of Microsoft System Center Service Manager Subscription! contains a
virtual machine named VML1.

You need to ensure that an alert is set in Service Manager when the amount of available memory on VM1 is below 10 percent. What should you do first?

A. Create a notification.

B. Create an automation runbook.

C. Deploy the IT Service Management Connector (ITSM).
D. Deploy a function app

Answer: C

Explanation:
IT Service Management Connector (ITSMC) allows you to connect Azure to

a supported IT Service Management (ITSM) product or service. Azure services like Azure Log Analytics and Azure Monitor provide
tools to detect, analyze, and troubleshoot problems with your Azure and non-Azure resources. But the work items related to an issue typically reside in an ITSM
product or service. ITSMC provides a bi-directional connection between Azure and ITSM tools to help you resolve issues faster. ITSMC supports connections with
the following ITSM tools: ServiceNow, System Center Service Manager, Provance, Cherwell.
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/alerts/itsmc-overview

NEW QUESTION 32

HOTSPOT - (Topic 5)

You have an Azure subscription named Subl.

You plan to deploy a multi-tiered application that will contain the tiers shown in the following table.

Tier Accessible from the Number of virtual
Internet machines
Front-end web server | Yes 10
Business logic No 100
Microsoft SQL Server | No 5
database

You need to recommend a networking solution to meet the following requirements:

* Ensure that communication between the web servers and the business logic tier spreads equally across the virtual machines.

« Protect the web servers from SQL injection attacks.

Which Azure resource should you recommend for each requirement? To answer, select the appropriate options in the answer area. NOTE: Each correct selection
is worth one point.
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-

Anzwer Area

Encwre that communication beteeen the web servers and the

business logic tier spreads equadly across the virtual machines: t a1 intammal ioadl halancer - I
AN internal 0ad Dalances |
an application gateway that uses the Standard ther
an application gateway that uses the WAF tier
an internal load balances
8 network secunly group (NSG)
a public load balancer

Protect the web servers from SOL inpection attacks l an application gatewsy that uses the WAF tier il |'
an apphcation gateway that uses the Standard tier
an application gateway that uses the WAF tier
an anvternal load balances
2 network seourity group (N5G)
3 public load balancer
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: an internal load balancer

Azure Internal Load Balancer (ILB) provides network load balancing between virtual machines that reside inside a cloud service or a virtual network with a regional
scope.

Box 2: an application gateway that uses the WAF tier

Azure Web Application Firewall (WAF) on Azure Application Gateway provides centralized protection of your web applications from common exploits and
vulnerabilities. Web applications are increasingly targeted by malicious attacks that exploit commonly known vulnerabilities. Application gateway which uses WAF
tier.

NEW QUESTION 36
HOTSPOT - (Topic 5)
You have an Azure subscription that contains a resource group named RG1.
You plan to use an Azure Resource Manager (ARM) template named templatel to deploy
resources. The solution must meet the following requirements:
* Deploy new resources to RG1.
* Remove all the existing resources from RG1 before deploying the new resources.
How should you complete the command? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Negw-AzResourceGroupDeployment -Tenplateliri
"hittps://contoso.com/tenplatel” -~TemplateParsmeter?ile
params.json I @ - I RG1 -Mode l @ : I 'l
Mame Al L--"-"'.‘:::'
-QueryString Complete
RecourceGroupMame Incremental
.‘ag
A. Mastered

B. Not Mastered
Answer: A

Explanation:
https://learn.microsoft.com/en-us/powershell/module/az.resources/new- azresourcegroupdeployment?view=azps-9.3.0#-resourcegroupname Specifies the name of
the resource group to deploy.
https://learn.microsoft.com/en-us/powershell/module/az.resources/new- azresourcegroupdeployment?view=azps-9.3.0#-mode
Specifies the deployment mode. The acceptable values for this parameter are:
-Complete: In complete mode, Resource Manager deletes resources that exist in the resource group but are not specified in the template.
- Incremental: In incremental mode, Resource Manager leaves unchanged resources that
exist in the resource group but are not specified in the template.

NEW QUESTION 40
DRAG DRORP - (Topic 5)
You have a windows 11 device named Devicel and an Azure subscription that contains the resources shown in the following table.

Name Description
VNET Virtual network
VM1 Virtual machine that runs Windows Server 2022 and does NOT

have a public IP address
Connected to VNETT

Bastion1 | Azure Bastion Basic SKU host connected to VNET

E

Device 1 has Azure PowerShell and Azure Command-Line Interface (CLI) installed. From Devicel, you need to establish a Remote Desktop connection to VML1.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
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correct order.

Actions Answer Arca

From Azure CLI on Dewicel, un a: network bastion rdp.
From Bastion1, enable Kerberos authentication.
From Y1, enable just-m-time (IT) VM access,

From Bastion1, select Native Client Support. @

On Devicel, run ssese.exe.

O

Uipgrade Bastion1 to the Standard SKLL

A. Mastered
B. Not Mastered

Answer: A

Explanation:
https://learn.microsoft.com/en-us/azure/bastion/connect-native-client-windows

NEW QUESTION 45
- (Topic 4)
You need to add VM1 and VM2 to the backend poo! of LB1. What should you do first?

A. Create a new NSG and associate the NSG to VNET1/Subnetl.
B. Connect VM2 to VNET1/Subnetl.

C. Redeploy VM1 and VM2 to the same availability zone.

D. Redeploy VM1 and VM2 to the same availability set.

Answer: B

NEW QUESTION 50
- (Topic 3)
You need to implement a backup solution for Appl after the application is moved. What should you create first?

A. arecovery plan

B. an Azure Backup Server
C. a backup policy

D. a Recovery Services vault

Answer: D

Explanation:
A Recovery Services vault is a logical container that stores the backup data for each

protected resource, such as Azure VMs. When the backup job for a protected resource runs, it creates a recovery point inside the
Recovery Services vault.
Scenario:
There are three application tiers, each with five virtual machines. Move all the virtual machines for App1l to Azure.
Ensure that all the virtual machines for Appl are protected by backups. References: https://docs.microsoft.com/en-us/azure/backup/quick-backup-vm-portal

NEW QUESTION 51
- (Topic 3)
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You need to recommend an identify solution that meets the technical requirements. What should you recommend?

A. federated single-on (SSO) and Active Directory Federation Services (AD FS)
B. password hash synchronization and single sign-on (SSO)

C. cloud-only user accounts

D. Pass-through Authentication and single sign-on (SSO)

Answer: A

Explanation:

Active Directory Federation Services is a feature and web service in the Windows Server Operating System that allows sharing of identity information outside a
company’s network.

Scenario: Technical Requirements include:

Prevent user passwords or hashes of passwords from being stored in Azure. References: https://www.sherweb.com/blog/active-directory-federation-services/

NEW QUESTION 56
- (Topic 3)
You need to meet the user requirement for Adminl. What should you do?

A. From the Subscriptions blade, select the subscription, and then modify the Properties.

B. From the Subscriptions blade, select the subscription, and then modify the Access control (IAM) settings.
C. From the Azure Active Directory blade, modify the Properties.

D. From the Azure Active Directory blade, modify the Groups.

Answer: A

Explanation:

Change the Service administrator for an Azure subscription

? Sign in to Account Center as the Account administrator.

? Select a subscription.

? On the right side, select Edit subscription details.

Scenario: Designate a new user named Adminl as the service administrator of the Azure subscription.
References: https://docs.microsoft.com/en-us/azure/billing/billing-add-change-azure-subscription-administrator

NEW QUESTION 57

HOTSPOT - (Topic 3)

You need to recommend a solution for Appl. The solution must meet the technical requirements. What should you include in the recommendation? To answer,
select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Number of virtual networks: v
1
3
Number of subnets: v
1
3
Answer:
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Number of virtual networks: v

Number of subnets: v

3 I
A. Mastered
B. Not Mastered
Answer: A
Explanation:
This reference architecture shows how to deploy VMs and a virtual network configured for an N-tier application, using SQL Server on Windows for the data tier.
Web tier subnet Business tier subnet Data tier subnet '
/) A :
~ / i /1 SQL Server |
i LENIBY & e
( intemet N 8 - - N B
- et 2 :‘ - . T -
Application : Azureload '\ : Azure load ;‘E 1 B oud Witness
" Gateway balancer - E_E] - balancer . SQL Server il B
....I g L Vit L L i ¥
H ' : i (secondary) |
Y | Availability | | Availability | \ Availability |
il : : st 4 . st : " st :
L
Azure DMNS Management subnet Active Directory subnet

Cy— L | h |
L IA[}DE ADDS |

- SErVer SEIVer
DevOps Jumpbox

Availability set :
""""""""" virtual network :
Description automatically generated with medium confidence
Scenario: You have a public-facing application named Appl. Appl is comprised of the following three tiers:

? A SQL database
? A web front end
? A processing middle tier
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Each tier is comprised of five virtual machines. Users access the web front end by using HTTPS only.

? Technical requirements include:

? Move all the virtual machines for App1l to Azure.

? Minimize the number of open ports between the App1 tiers.

References: https://docs.microsoft.com/en-us/azure/architecture/reference-architectures/n- tier/n-tier-sqgl-server

NEW QUESTION 61
- (Topic 2)
You need to resolve the Active Directory issue. What should you do?

A. From Active Directory Users and Computers, select the user accounts, and then modify the User Principal Name value.
B. Run idfix.exe, and then use the Edit action.

C. From Active Directory Domains and Trusts, modify the list of UPN suffixes.

D. From Azure AD Connect, modify the outbound synchronization rule.

Answer: B

Explanation:
IdFix is used to perform discovery and remediation of identity objects and their attributes in an on-premises Active Directory environment in preparation for
migration to Azure Active Directory. IdFix is intended for the Active Directory administrators responsible for directory

synchronization
with Azure Active Directory.
Scenario: Active Directory Issue
Several users in humongousinsurance.com have UPNs that contain special characters. You suspect that some of the characters are unsupported in Azure AD.
References: https://www.microsoft.com/en-us/download/details.aspx?id=36832

NEW QUESTION 62
- (Topic 2)
Which blade should you instruct the finance department auditors to use?

A. invoices

B. partner information
C. cost analysis

D. External services

Answer: C

Explanation:

Cost analysis: Correct Option

In cost analysis blade of Azure, you can see all the detail for custom time span. You can use this to determine expenditure of last few day, weeks, and month.
Below options are available in Cost analysis blade for filtering information by time span: last 7 days, last 30 days, and custom date range. Choosing the first option
(last 7 days) auditors can view the costs by time span.

Cost analysis shows data for the current month by default. Use the date selector to switch to common date ranges quickly. Examples include the last seven days,
the last month, the current year, or a custom date range. Pay-as-you-go subscriptions also include date ranges based on your billing period, which isn't bound to
the calendar month, like the

current billing period or last invoice. Use the <PREVIOUS andNEXT> links at the top of the menu to jump to the previous or next period, respectively. For example,
<PREVIOUS will switch from the Last 7 days to8-14 days ago olr 5-21 days ago.
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v Apr 2019 v
¢ PREVIOUS

LY. Recommended

o  Last7days

This month

Custom date range >

Relative dates

Last 7 days

Last 30 days

Calendar months

Invoice: Incorrect Option

Granulanity : Accumulated v

§ & = =
Apr 10-£2

Apr 2019
Apr 16-22

Invoices can only be used for past billing periods not for current billing period, i.e. if your requirement is to know the last week's cost then that also not filled by

invoices because Azure generates invoice at the end of the month. Even though Invoices have custom timespan, but when you put in dates for a week, the pane
would be empty. Below is from Microsoft document:

Why don't | see an invoice for the last billing period?

There could be several reasons that you don't see an invoice:

e |t's less than 30 days from the day you subscribed to Azure.

e The invoice isn't generated yet| Wait until the end of the billing period.

¢ You don’t have permission to view invoices. If you have a Microsoft Customer Agreement, you must be the

billing profile Owner, Contributor, Reader, or Invoice manager. For other subscriptions, you might not see

old invoices if you aren't the Account Administrator. To learn more about getting access to billing

information, see Manage access to Azure billing using roles.

e |f you have a Free Trial or a monthly credit amount with your subscription that you didn't exceed, you won't
get an invoice unless you have a Microsoft Customer Agreement.

Resource Provider: Incorrect Option
When deploying resources, you frequently need to retrieve information about the resource providers and types. For example, if you want to store keys and secrets,

you work with the Microsoft.KeyVault resource provider. This resource provider offers a resource type called vaults for creating the key vault. This is not useful for
reviewing all Azure costs from the past week which is required for audit.

Payment method: Incorrect Option

Payment methods is not useful for reviewing all Azure costs from the past week which is required for audit.

Reference:
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https://docs.microsoft.com/en-us/azure/cost-management-billing/costs/quick-acm-cost- analysis

https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/download-azure-invoice-daily-usage-date

NEW QUESTION 64
- (Topic 2)
Which blade should you instruct the finance department auditors to use?

A. Partner information
B. Overview

C. Payment methods
D. Invoices

Answer: D

Explanation:

You can opt in and configure additional recipients to receive your Azure invoice in an email. This feature may not be available for certain subscriptions such as

support offers, Enterprise Agreements, or Azure in Open.

? Select your subscription from the Subscriptions page. Opt-in for each subscription you own. Click Invoices then Email my invoice.A screenshot of a computer

Description automatically generated
? Click Opt in and accept the terms.

Scenario: During the testing phase, auditors in the finance department must be able to review all Azure costs from the past week.
References: https://docs.microsoft.com/en-us/azure/billing/billing-download-azure-invoice-daily-usage-date

NEW QUESTION 67
DRAG DROP - (Topic 2)

You need to prepare the environment to ensure that the web administrators can deploy the web apps as quickly as possible.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions Answer Area

From the Templates service, select the template, and
then share the template to the web adminstratons.

Create aresource group, and then depioy 2 web app
to the resource group.

From the Automation script blade of the resource
group, cick the Parameters tab,

group, click Deploy.

From the Automation script blade of the resource @

From the ALtomation ACCOUNTS service, add
an automation account

From the Automaton script blade of the resource
aroup, cick Add to library.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

* 1. Web administrators will deploy Azure web apps for the marketing department.

* 2. Each web app will be added to a separate resource group.
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* 3. The initial configuration of the web apps will be identical.

* 4, The web administrators have permission to deploy web apps to resource groups.

Steps:

1 --> Create a resource group, and then deploy a web app to the resource group.

2 --> From the Automation script blade of the resource group , click Add to Library.

3 --> From the Templates service, select the template, and then share the template to the web administrators .
References:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal

NEW QUESTION 72

HOTSPOT - (Topic 2)

You are evaluating the name resolution for the virtual machines after the planned implementation of the Azure networking infrastructure.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

The virtual machines on Subnet1 will be able to resolve the hosts
in the humongousinsurance local zone.

The virtual machines on ClientSubnet will be able to register the hostname records
in the humongousinsurance local zone

The virtual machines on Subnet4 will be able to register the hostname records
in the humongousinsurance local zone.

Answer:

Statements Yes No

The virtual machines on Subnet1 will be able to resolve the hosts !
in the humongousinsurance local zone. - -

The virtual machines on ClientSubnet will be able to register the hostname recnrds;_.- 3 1
in the humongousinsurance.local zone i

The wirtual machines on Subnet4 will be able to register the hostname records O F
in the humongousinsurance local zone. "

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statement 1: Yes

All client computers in the Paris office will be joined to an Azure AD domain.

A virtual network named Paris-VNet that will contain two subnets named Subnetl and Subnet?2.

Microsoft Windows Server Active Directory domains, can resolve DNS names between virtual networks. Automatic registration of virtual machines from a virtual
network that's linked to a private zone with auto-registration enabled. Forward DNS resolution is supported across virtual networks that are linked to the private
zone.

Statement 2: Yes

A virtual network named ClientResources-VNet that will contain one subnet named ClientSubnet You plan to create a private DNS zone named
humongousinsurance.local and set the registration network to the ClientResources-VNet virtual network.
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As this is a registration network so this will work.
Statement 3: No
Only VMs in the registration network, here the ClientResources-VNet, will be able to register hostname records. Since Subnet4 not connected to Client Resources
Network thus not able to register its hostname with humongoinsurance.local

NEW QUESTION 76

- (Topic 1)

You need to ensure that VM1 can communicate with VM4. The solution must minimize administrative effort.
What should you do?

A. Create a user-defined route from VNET1 to VNET3.

B. Assign VM4 an IP address of 10.0.1.5/24.

C. Establish peering between VNET1 and VNETS3.

D. Create an NSG and associate the NSG to VMI and VM4,

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/tutorial-site-to-site-portal

NEW QUESTION 77

- (Topic 2)

You need to prepare the environment to meet the authentication requirements.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Allow inbound TCP port 8080 to the domain controllers in the Miami office.
B. Add http://autogon.microsoftazuread-sso.com to the intranet zone of each client computer in the Miami
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office.
C. Join the client computers in the Miami office to Azure AD.
D. Install the Active Directory Federation Services (AD FS) role on a domain controller in the Miami office.
E. Install Azure AD Connect on a server in the Miami office and enable Pass-through Authentication.

Answer: BE

Explanation:

B: You can gradually roll out Seamless SSO to your users. You start by adding the following Azure AD URL to all or selected users' Intranet zone settings by using
Group Policy in Active Directory: https://autologon.microsoftazuread-sso.com

E: Seamless SSO works with any method of cloud authentication - Password Hash Synchronization or Pass-through Authentication, and can be enabled via Azure
AD Connect.

References:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick- start

NEW QUESTION 82

HOTSPOT - (Topic 1)

You need to meet the connection requirements for the New York office.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

From the Azure portal: |Create an ExpressRoute circuit only.

Create a virtual network gateway only.

Create a virtual network gateway and a local network gateway.
Create an ExpressRoute circuit and an on-premises data gateway.
Create a virtual network gateway and an on-premises data gateway.

In the New York office: |Deploy ExpressRoute

Deploy a DirectACCEss Sarver
Implement a Web Application Proxy,
Configure a site-to-site VPN connection

Answer:
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Answer Area

From the Azure portal: [create an Exprf_-iskcmie circuit r:ml-_.r

Create an ExpressRoute circut and an on-premises data galeway
Create a virtual network gateway and an on-premises data gateway.

In the New York office: |Deploy ExpressRoute
Deploy a DirectAccess server

implement a.Weh Application Poxy. - -
Configure a site-to-site VPN connection.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Create a virtual network gateway and a local network gateway.

Azure VPN gateway. The VPN gateway service enables you to connect the VNet to the on- premises network through a VPN appliance. For more information, see
Connect an on- premises network to a Microsoft Azure virtual network. The VPN gateway includes the following elements:

? Virtual network gateway. A resource that provides a virtual VPN appliance for the

VNet. It is responsible for routing traffic from the on-premises network to the VNet.

? Local network gateway. An abstraction of the on-premises VPN appliance.

Network traffic from the cloud application to the on-premises network is routed

through this gateway.

? Connection. The connection has properties that specify the connection type (IPSec) and the key shared with the on-premises VPN appliance to encrypt traffic.
? Gateway subnet. The virtual network gateway is held in its own subnet, which is subject to various requirements, described in the Recommendations section
below.

Box 2: Configure a site-to-site VPN connection

On premises create a site-to- S|te connection for the virtual network gateway and the Iocal network gateway.

on-premises network ! Gateway subnet Web tier

é I'rpN - &
Gatew ay
Gateway e
9*—«*6’9—4‘-}& -

Management subnet

—E &

Jumpbox

SLELER

Virtual network

- {m}._ﬁ

A diagram of a computer network
Description automatically generated

Scenario: Connect the New York office to VNetl1 over the Internet by using an encrypted connection.

NEW QUESTION 85

- (Topic 1)

You need to recommend a solution to automate the configuration for the finance department users. The solution must meet the technical requirements.
What should you include in the recommended?
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A. Azure AP B2C

B. Azure AD Identity Protection

C. an Azure logic app and the Microsoft Identity Management (MIM) client
D. dynamic groups and conditional access policies

Answer: D

Explanation:

Technically, The finance department needs to migrate their users from AD to AAD using AADC based on the finance OU, and need to enforce MFA use. This is
conditional access policy. Employees also often get promotions and/or join other departments and when that occurs, the user's OU attribute will change when the
admin puts the user in a new OU, and the dynamic group conditional access exception (OU= [Department Name Value]) will move the user to the appropriate
dynamic group on next AADC delta sync.

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic- membership
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-
mfa- userstates

NEW QUESTION 89
- (Topic 1)
You need to meet the technical requirement for VM4. What should you create and configure?

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Scenario: Create a workflow to send an email message when the settings of VM4 are modified.

You can start an automated logic app workflow when specific events happen in Azure resources or third-party resources. These resources can publish those
events to an Azure event grid. In turn, the event grid pushes those events to subscribers that have queues, webhooks, or event hubs as endpoints. As a
subscriber, your logic app can wait for those events from the event grid before running automated workflows to perform tasks - without you writing any code.
References:

https://docs.microsoft.com/en-us/azure/event-grid/monitor-virtual-machine-changes-event- grid-logic-app

NEW QUESTION 91

HOTSPOT - (Topic 5)

You have an Azure virtual machine named VM1 and a Recovery Services vault named Vaultl.
You create a backup Policyl as shown in the exhibit. (Click the Exhibit tab.)

Policyl
== Associated items [0 Delete [ X
Backup schedule

i L] q # :
Frequency Time Timezone

Daily v 2:00 AM wv | | (UTC) Coordinated Universal Time

Retention range

—
V]
. For
oo v ][5 | Oavs)
I_*E] Retention of weekly backup point.
*On i For
[sunday  w || - v [20 | Weekls)
| Retention of monthly backup point.
Week Based JDEVR:ELES]
" On . o
5 7 ] ~ ] [ 24 5 Month(s)
E_j Retention of yearly backup point.
Week Based QIVEEHY
*In * On ' For
January A4 | |9 e v|ls Yo 20
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You configure the backup of VM1 to use Policyl on Thursday, January 1.

You need to identify the number of available recovery points for VML1.

How many recovery points are available on January 8 and on January 15? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

January 8 at 14:00: v

January 15 at 14:00: v

A. Mastered
B. Not Mastered

Answer: A

Explanation:

O 00 Oy LN

Box 1: 6

4 daily + 1 weekly + monthly

Box 2: 8

4 daily + 2 weekly + monthly + yearly

NEW QUESTION 95

DRAG DROP - (Topic 5)
You need to create containerl and sharel.

Which storage accounts should you use for each resource? To answer, select the appropriate options in t he answer area.

NOTE: Each correct

container1:

selection is worth one point.

v

storage2 only

storage?2 and storage3 only

storage1, storage2, and storage3 only
storage?2, storage3, and storage4 only
storage1, storage2, storage3, and storage4

share1:

v

storage2 only

storage4 only

storage2 and storage4 only

storage1, storage2, and storage4 only
storage1, storage2, storage3, and storage4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers https://docs.microsoft.com/en-us/azure/storage/common/storage-account-

overview

NEW QUESTION 97
- (Topic 5)

You have an Azure subscription named Subscriptionl that contains a virtual network named VNetl. VNetl is in a resource group named RG1.
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Subscriptionl has a user named Userl. Userl has the following roles;

* Reader

* Security Admin

* Security Reader

You need to ensure that Userl can assign the Reader role for VNetl to other users. What should you do?

Assign Userl the Contributor role for VNetl1.
A: Remove User from the Security Reader and Reader roles tot Subscriptionl.
C. Assign Userl the Network Contributor role for VNet1.
D. Assign Userl the User Access Administrator role for VNetl

Answer: D

Explanation:
https://docs.microsoft.com/en-us/azure/role-based-access-control/rbac-and-directory- admin-
roles#:~:text=The%20User%20Access%20Administrator%20role%20enables%20the%20u
ser%20to%20grant,Azure%20subscriptions%20and%20management%20groups.

NEW QUESTION 99

HOTSPOT - (Topic 5)

You have an Azure subscription that is linked to an Azure AD tenant. The tenant contains two users named Userl and User2. The subscription contains the
resources shown in the following table.

Name Type Description
RG1 Resource group None
VM1 Virtual machine Created in RG1

The subscription contains the alert rules shown in the following table.

Name Scope Condition
Alert1 | RG1 All Administrative operations
Alert2 | VM1 All Administrative operations

The users perform the following actions:

» Userl creates a new virtual disk and attaches the disk to VM1.

* User2 creates a new resource tag and assigns the tag to RG1 and VML1.

Which alert rules are triggered by each user? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Liser: I Only Alert2 is inggered Yy - l
Mo alert is triggerad el

Users: Only Alertl is triggered.
Only Alert2 is tnggered.

Alert1 and Alert? are nggered.

UserZ2:  Alert] and Alert2 are tniggered -
Mo alert is tnggened
Only Alert) is niggened
Cnly Alertd i5 triggenad

Alert1 and Alert2 ane triggened.

Answer:
Answer Arca

Userl: | Oniy Alert2 is tnggered e - |
Mo alert is tiggered el

Users: Qnly Alert1 is triggered.
[} Onily Alerls 15 Ingoered.
Alert1 and Alert? are tnggered.

UserZ: Alert] and Alert2 are tnggered =
Mo alert is tnggened
Only Alert) is nggensd
Dnly Aleftd is thggensd._ _

Al and Alert? are tncgoened.,
Bl

L R R

A. Mastered
B. Not Mastered

Answer: A

Explanation:

In this case, you have two alert rules: Alertl and Alert2. Alertl has a scope of RG1, which means it applies to all the resources in the resource group named RG1.
Alertl has a condition of All Administrative operations, which means it triggers when any administrative operation is performed on the resources in RG1. An
administrative operation is any operation that changes the configuration or state of a resource, such as creating, deleting, updating, or restarting.

Alert2 has a scope of VM1, which means it applies only to the virtual machine named VML1. Alert2 also has a condition of All Administrative operations, which
means it triggers when any administrative operation is performed on VM1.

Now, let’'s see which alert rules are triggered by each user.

Userl creates a new virtual disk and attaches the disk to VM1. This is an administrative operation on VM1, so it triggers Alert2. However, it does not trigger Alert1,
because the new disk is not part of RG1. Therefore, the correct answer for Userl is C. Only Alert2 is triggered.

User2 creates a new resource tag and assigns the tag to RG1 and VM1. This is also an administrative operation on both RG1 and VM1, so it triggers both Alertl
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and Alert2. Therefore, the correct answer for User2 is D. Alertl and Alert2 are triggered.

NEW QUESTION 103

HOTSPOT - (Topic 5)

You have an Azure subscription that contains two storage accounts named contoso101 and contoso102.

The subscription contains the virtual machines shown in the following table.

VNetl has service endpoints configured as shown in the Service endpoints exhibit. (Click the Service endpoints tab.)

4> VNetl | Service endpoints X

Virt Wi

+ Add () Refresh

) Filter service endpoints

Service Subnet Status Locations

v Microsoft. AzureActiveDirectory 1 sun
Subnet?2 Succeeded o e

v Microseft.Storage 1 sen
Subnet? Succesded ! asa

The Microsoft. Storage service endpoint has the service endpoint policy shown in the Microsoft. Storage exhibit. (Click the Microsoft.

Storage tab.)
Create a service endpoint policy

ﬂ Vahdation passed

Basics  Policy definitions Tags  Review + create

Basics

Subscriphion Azure Pass - Sponsorship

Resource group RG1

Regon East US

Name Policy1

Resources

Microsoft.S1orage contosa 101 (Storage account)
Tags

@ For this policy to take effect, you will need to associate it to one of more subnets that have virtual network service endpoints.
Please visit & virtual network in East US region and then select the subnets to which you would ke to associate this policy

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

vy

Statements Yes MNe

VM1 can access contoso102,

VM2 can access contoso101.

VM2 uses a private IP address to access Azure AD.

Answer:
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gy

Answer Area

Statements Yes Mo

VM1 can access contoso102. 1O
—

VM2 can access contoso101. 1 O J
el |

VM2 uses a private IP address to access Azure AD. ! 'L I

A. Mastered

B. Not Mastered

Answer: A

NEW QUESTION 104
HOTSPOT - (Topic 5)
You have an Azure subscription that contains the virtual networks shown in the following table.
Name Location
VNet1 | West Europe
VNet2 | Southeast Asia
VNet3 | South Central US

The subscription contains the subnets shown in the following table.

Name | Virtual network | Service endpoint
Subnet! | VNetl None
Subnet?2 | VNet2 Microsoft Storage
Subnet3 | VNet3 Microsoft. Storage
Subnetd | VNet3 None

The subscription contains the storage accounts shown in the following table.

Name Location Kind
storagel | West Europe StorageV?
storagel | South Central US | BlobStorage
storage3 | Southeast Asia StorageV?2

You create a service endpoint policy named policyl in the South Central US Azure region to allow connectivity to all the storage accounts in the subscription.
Fow each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

Giatements Wes Mo

Policy? can be applied to Subsetl
Cinily storage 1 and storaged can be accessed from Vhet?

Oy -.:'-u;-ug-}' ran be accesusd from Vel 1

Answer:
Answer Area

Giatements Yes Mo

Policy? can be applied to Subsetl |

Cinily storage 1 and storaged can be accessed from Vhet? T

L a

Cindy -.:'-u;-ug-}' ran be accesusd from Vel 1 i I

A. Mastered
B. Not Mastered

Answer: A

Explanation:

? Policyl can be applied to Subnet3. = YES

? Only storagel and storage2 can be accessed from VNet2. = NO

? Only storage?2 can be accessed from VNet3. = Yes

? According to the Microsoft documentation, a service endpoint policy can be applied to any subnet in a virtual network that has a service endpoint enabled for the
same service as the policy. In your scenario, Subnet3 has a service endpoint enabled for Microsoft.Storage, which is the same service as policyl. Therefore,
policyl can be applied to Subnet3.
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? According to the Microsoft documentation, when you configure network rules for a

storage account, you can limit access to your storage account to requests that come from specified IP addresses, IP ranges, subnets in an Azure virtual network,
or resource instances of some Azure services. In your scenario, storagel and storage2 have network rules that allow access from Subnetl and Subnet2
respectively. However, this does not mean that only these subnets can access the storage accounts. Other subnets or resources that have the same IP range or
resource ID as Subnetl or Subnet2 can also access the storage accounts. For example, Subnet4 in VNet2 has the same IP range as Subnetl in VNetl, so it can
also access storagel. Similarly, Subnet5 in VNet3 has the same IP range as Subnet2 in VNetl, so it can also access storage2. Therefore, only storagel and
storage2 cannot be accessed from VNet2.

? According to the Microsoft documentation, when you create a private endpoint for

a storage account, you assign a private IP address from your virtual network to the storage account. This enables secure traffic between your virtual network and
the storage account over a private link. In your scenario, you have created a private endpoint for storage2 in Subnet6 of VNet3. This means that only Subnet6 can
access storage?2 over the private link. However, this does not mean that only Subnet6 can access storage?2 at all. Other subnets or resources that have the same
IP range or resource ID as Subnet6 can also access storage2 over the public endpoint of the storage account. For example, Subnet7 in VNet4 has the same IP
range as Subnet6 in VNet3, so it can also access storage2 over the public endpoint. Therefore, only storage2 cannot be accessed from VNet3.

NEW QUESTION 107
HOTSPOT - (Topic 5)
You have an Azure App Service plan named ASP1. CPU usage for ASP1 is shown in the following exhibit.

P Percentage for ASE

L ASET O Percanilage. fog & oF BAPT CPU Pedoralinge, M &

B EkRan | o

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
Answer Area

The average CPU percentage is caloulated [answer choiee] per day. | .,J:""I bl
onee
four time
s Times
24 times

ASP1 must be [answer cholce] 1o optimize CPU wsage. | i .

scaled up )
scatled o

SCalad oLl

A. Mastered
B. Not Mastered

Answer: A

Explanation:
? The average CPU percentage is calculated 24 times per day. This is because the

exhibit shows the CPU percentage for ASP1 in a 24-hour period, with one data point for each hour. Therefore, the average CPU
percentage is calculated once per hour, or 24 times per day1.
? ASP1 must be scaled out to optimize CPU usage. This is because the exhibit
shows that the CPU percentage for ASP1 is consistently above 80%, which indicates that the app service plan is under high load and needs more instances to
handle the traffic. Scaling out means adding more instances to an app service plan, which can improve the performance and availability of the apps hosted on it2.
Scaling up means changing the pricing tier of an app service plan, which can increase the resources available for each instance, but not necessarily reduce the
CPU usage3.

NEW QUESTION 110

- (Topic 5)

Your on-premises network contains an SMB share named Sharel. You have an Azure subscription that contains the following resources: A web app named
webappl

A virtual network named VNET1
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You need to ensure that webappl can connect to Sharel. What should you deploy?

A. an Azure Application Gateway
B. an Azure Active Directory (Azure AD) Application Proxy
C. an Azure Virtual Network Gateway

Answer: C

Explanation:

A Site-to-Site VPN gateway connection can be used to connect your on- premises network to an Azure virtual network over an IPsec/IKE (IKEv1 or IKEv2) VPN

tunnel. This type of connection requires a VPN device, a VPN gateway, located on- premises that has an externally facing public IP address assigned to it.

A: Application Gateway is for http, https and Websocket - Not SMB

B: Application Proxy is also for accessing web applications on-prem - Not SMB. Application Proxy is a feature of Azure AD that enables users to access on-
from a remote client.

RiSialisRsaveb applications

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal

NEW QUESTION 111
- (Topic 5)
You have an Azure subscription that contains multiple virtual machines in the West US Azure region.
You need to use Traffic Analytics in Azure Network Watcher to monitor virtual machine traffic.
Which two resources should you create? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. a Data Collection Rule (OCR) in Azure Monitor
B. a Log Analytics workspace

C. an Azure Monitor workbook

D. a storage account

E. a Microsoft Sentinel workspace

Answer: BD

Explanation:

To use Traffic Analytics in Azure Network Watcher, you need to create a Log Analytics workspace and a storage account. A Log Analytics workspace is a cloud-
based repository that collects and stores data from various sources, such as NSG flow logs. A storage account is a container that provides a unique namespace to
store and access your data objects in Azure Storage. You need to enable NSG flow logs and configure them to send data to both the Log Analytics workspace and
the storage account. Traffic Analytics analyzes the NSG flow logs and provides insights into traffic flow in your Azure cloud. References:

? Traffic analytics - Azure Network Watcher | Microsoft Learn
? Traffic analytics FAQ - Azure Network Watcher | Microsoft Learn

NEW QUESTION 114
HOTSPOT - (Topic 5)
You have the App Service plan shown in the following exhibit.

Diefaul AUtD created scale oo

Lwlwte waaneng “ T wiry Lol o Qarfslt rturmenos ruls Comnol b dFeted, Inptead you Can Soabls slostais 1o turm o sutoalale

Tl o wdagh 8 Tl PETRaRE Couimg b

e b This scale condithon s oxecuted when none of the other scale conditionin) match

The scale-in settings for the App Service plan are configured as shown in the following exhibit.
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Operator * Metric threshold to trigger scale action *= ()

Less than W 30

Duration (in minutes) *
! — —

-
L r
o '

0, Time grain statistic *

Average A
£ Action
Operation *
Decrease count by h
Instance count * Cool down (minutes) *

i

1 W

The scale out rule is configured with the same duration and cool down tile as the scale in rule.
Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the

graphic.

If CPU usage is 70 percent for one hour and then reaches 90 percent for five minutes,
the total number of instances will be [answer choice],

[ T T

If the CPU maintains a usage of 90 percent for one hour, and then the average CPU
usage is below 25 percent for nine minutes, the number of instances will be [answer
choice].

oy

R R I

A. Mastered
B. Not Mastered

Answer: A

Explanation:

If CPU usage is 70 percent for one hour and then reaches 90 percent for five minutes,
the total number of instances will be [answer choice].

T

If the CPU maintains a usage of 90 percent for one hour, and then the average CPU 1
usage is below 25 percent for nine minutes, the number of instances will be [answer |2
choice]. ER
4
5

NEW QUESTION 116

- (Topic 5)

You have an Azure virtual machine named VM1. Azure collects events from VM1.

You are creating an alert rule in Azure Monitor to notify an administrator when an error is logged in the System event log of VM1.
You need to specify which resource type to monitor. What should you specify?

A. metric alert

B. Azure Log Analytics workspace
C. virtual machine

D. virtual machine extension

Answer: B

Explanation:
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Azure Monitor can collect data directly from your Azure virtual machines into a Log Analytics workspace for analysis of details and correlations. Installing the Log
Analytics VM extension for Windows and Linux allows Azure Monitor to collect data from your Azure VMs.

Azure Log Analytics workspace is also used for on-premises computers monitored by System Center Operations Manager.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/learn/quick-collect-azurevm

NEW QUESTION 121
HOTSPOT - (Topic 5)

"1 the following exhibit.

You add 14 virtual machines to WEBPROD-AS-USE?2.
Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

When Microsoft performs planned maintenance in East US v
2, the maximum number of unavailable virtual machines will C 1
be [answer choice). 7 |
10 |
L 14 J
If the server rack in the Azure datacenter that hosts v
WEBPROD-AS-USE2 experiences a power failure, the =
maximum number of unavallable virtual machines will be ;
[answer choice]. En
114

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: 2

There are 10 update domains. The 14 VMs are shared across the 10 update domains so four update domains will have two VMs and six update domains will have
one VM. Only one update domain is rebooted at a time.

Therefore, a maximum of two VMs will be offline. Box 2: 7

There are 2 fault domains. The 14 VMs are shared across the 2 fault domains, so 7 VMs in each fault domain.

A rack failure will affect one fault domain so 7 VMs will be offline.

NEW QUESTION 123

- (Topic 5)

You have an Azure subscription named Subscriptionl that is used be several departments at your company. Subscriptionl contains the resources in the following
table:
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Name Type

Storagel Storage account
RGI1 Resource group
Containerl Blob container

Sharel File share

Another administrator deploys a virtual machine named VM1 and an Azure Storage account named Storage2 by using a single Azure Resource Manager template.
You need to view the template used for the deployment.
From which blade can you view the template that was used for the deployment?

A. RG1

B. VM1

C. Storagel
D. Containerl

Answer: A

Explanation:
* 1. View template from deployment history
Go to the resource group for your new resource group. Notice that the portal shows the result of the last deployment. Select this link.

W) s

Saarch (Ciri+/) o= Add S5 Columns  [IJ Delete () Refresh =3 Move

Essentials &

(] Overview

Subscriptic
icrosoft Azure Cc-r'mmt:h-:r'
ript

nname( -r-:,.r\--

B Activity log

l; an

saa Access control (IAM)

* 2. You see a history of deployments for the group. In your case, the portal probably lists only one deployment. Select this deployment.

O 1] 4

C = I e .
l}:.m h for deployments by name...

DEPLOYMENT NAME “ STATUS

Microsoft.WebSiteSQLDatabased1...] € Succeeded

The portal displays a summary of the deployment. The summary includes the status of the deployment and its operations and the values that you provided for
parameters. To see the template that you used for the deployment, select View template.

References: https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-export-template

NEW QUESTION 125
- (Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure virtual machine named VM1. VM1 was deployed by using a custom Azure Resource Manager template named ARM1.json.
You receive a natification that VM1 will be affected by maintenance. You need to move VM1 to a different host immediately.

Solution: From the Overview blade, you move the virtual machine to a different subscription.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:
Moving the virtual machine to a different subscription does not change the host that the virtual machine runs on. It only changes the billing and management of the

resources. To move the virtual machine to a different host, you need to redeploy it or use Azure Site Recovery. Then, References: [Move resources to new
resource group or subscription] [Redeploy Windows VM to new Azure node] [Use Azure Site Recovery to migrate Azure VMs between Azure regions]
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NEW QUESTION 130
- (Topic 5)

You have an Azure subscription That contains a Recovery Services vault named Vaultl. You need to enable multi-user authorization
(MAU) for Vaultl.
Which resource should you create first?

A. a managed identity
B. a resource guard

C. an administrative unit
D. a custom Azure role

Answer: B

Explanation:

https://learn.microsoft.com/en-us/azure/backup/multi-user-authorization?tabs=azure-portal&pivots=vaults-recovery-services-vault#before-you-start

Before you start

Ensure the Resource Guard and the Recovery Services vault are in the same Azure region.

Ensure the Backup admin does not have Contributor permissions on the Resource Guard. You can choose to have the Resource Guard in another subscription of
the same directory or in another directory to ensure maximum isolation.

Ensure that your subscriptions containing the Recovery Services vault as well as the Resource Guard (in different subscriptions or tenants) are registered to use
the providers - Microsoft.RecoveryServices and Microsoft.DataProtection . For more information, see Azure

NEW QUESTION 133
HOTSPOT - (Topic 5)
You have an Azure subscription that contains the resources shown in the following table.

Name Type

VM1 Virtual machine
storage1 Storage account
Workspacel | Log Analytics workspace
DB1 Azure SQL database

You plan to create a data collection rule named DCRI in Azure Monitor.

Which resources can you set as data sources in DCRI, and which resources can you set as destinations in DCRI? To answer, select
the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Data sources: -
VM1 only

VM1 and storage1 only

VM1, storage1, and DB1 only

VM1, storage1, Workspace1, and DB1

Destinations: v
storage1 only

Workspace1 only

Workspace1 and storage1 only
Workspace1, storage1, and DB1 only1

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Data Sources: VM1 only Destination: Workspacel Only

NEW QUESTION 135

HOTSPOT - (Topic 5)

You have an Azure subscription that contains an Azure Directory (Azure AD) tenant named contoso.com. The tenant is synced to the on-premises Active Directory
domain. The domain contains the users shown in the following table.
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Name Role

SecAdminl Security administrator

BillAdmin1 Billing administrator

Userl Reports reader

You enable self-service password reset (SSPR) for all users and configure SSPR to have the following authentication methods:

? Number of methods required to reset: 2

? Methods available to users: Mobile phone, Security questions

? Number of questions required to register: 3

? Number of questions required to reset: 3

You select the following security questions:

? What is your favorite food?

? In what city was your first job?

? What was the name of your first pet?

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Armared s
Stavements e
SecASrEnT munt andvey he followar Qe i B vaeniy 10 reet P pacsaeed
s vt Oy vailrd yomal Tl g
BillAcmin rast srevwer the lollowing puethon @ he wants 10 resst Py passvwon
Yhat B yous Beonde [oowd
Liser 1 st andeeer The Solowirag Gussln if M winlts 00 reer P Sl 8
Wt waks thed naem OF yOUR BTST petd
Answer:
it Lica
Statements Yes
SocAdrran munt vy e Tolloweng Quesiion i e oty 0 eeet o pacoaced
I w Oy vald ponl Tesd ot
BrilAgmin ] raat areveer the folowing pusthoe @ he wants 10 nesst By patsvsie
What B youe Leeonde [oosd
Liner 1 s ahdveey The Iolowing Gussln f Fee wileils 00 reer! el Galivaid 8 |
What vags thee naeme OF your Rrst petd 2

B. Not Mastered
Answer: A

Explanation:
No, No, Yes

https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept- authentication-security-questions

NEW QUESTION 136
HOTSPOT - (Topic 5)

You have an Azure subscription that contains a storage account named storagel. The storage 1 account contains a container named containetl.

You create a blob lifecycle rule named rulel.

You need to configure rulel to automatically move blobs that were NOT updated for 45 days Irom container! to the Cool access tier.

How should you complete the rule? To answer, select lhe appropriate options in the answer area.
NOTE: Each correct answer is worth one point.
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Answer Area

r
1
"rules”: |

L

“"enabled”: true,
"name®: “rulel®™,
“"type”: “"Lifecycle™,

“"definition": {
"actions™: {
"baseBlob™: { ,_]}.

"tierToCool™: {

"daysAfterCreationCreaterThan”

"daysAfterLastAccessTimeGreaterThan"
"daysAfterModificationGreaterThan"

gt

:
I
"filters": {

“"blobTypes™: |

“"AppendBlob*
"Blockblob™”
“Pageblob”

1,

"prefixMatch™: [

“containerl”

tomgd

Answer:
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Answer Area

"rules™:
"enabled”: true,
"name”: “"rulel”™,
“"type : "Lifecycle”,
"definition™:
"actions”:
“"bazeBlob™: ,]..
"tierTolool™:
- 45
"daysAfterCreationCreaterThan”
_"daysAfterLastAccessTimeG rgat_er_Thgq“
| "daysAfterModificationGreaterThan" |
"filters"™
“blobType=s": |
-
"AppendBlob*
“Blockblob”_ |
"Pageblob"
“"prefixMatch™: |
“containerl”
|
A. Mastered

B. Not Mastered
Answer: A
Explanation:

* 1. daysAfterModificationGreaterThan

* 2. Blockblob
https://learn.microsoft.com/en-us/azure/storage/blobs/lifecycle-management-overview#rule- actions
daysAfterModificationGreaterThan

NEW QUESTION 138
- (Topic 5)
You have an Azure Active Directory (Azure AD) tenant named contoso.com.
You have a CSV file that contains the names and email addresses of 500 external users. You need to create a guest user account in contoso.com for each of the
500 external users.
Solution: You create a Power Shell script that runs the New-MgUser cmdlet for each user.
Does this meet the goal?

A.Yes
B. NO

Answer: B
Explanation:

The New-MgUser cmdlet is part of the Microsoft Graph PowerShell SDK, which is a module that allows you to interact with the Microsoft Graph API. The Microsoft
Graph APl is a service that provides access to data and insights across Microsoft 365, such as users, groups, mail, calendar, contacts, files, and morel.
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The New-MgUser cmdlet can be used to create new users in your Azure AD tenant, but it has some limitations and requirements. For example, you need to have
the Global Administrator or User Administrator role in your tenant, you need to authenticate with the Microsoft Graph API using a certificate or a client secret, and
you need to specify the required parameters for the new user, such as userPrincipalName, accountEnabled, displayName, mailNickname, and passwordProfile2.
However, the New-MgUser cmdlet does not support creating guest user accounts in your Azure AD tenant. Guest user accounts are accounts that belong to
external users from other organizations or domains. Guest user accounts have limited access and permissions in your tenant, and they are typically used for
collaboration or sharing purposes3.

To create guest user accounts in your Azure AD tenant, you need to use a different cmdlet: New-AzureADMSiInvitation. This cmdlet is part of the Azure AD
PowerShell module, which is a module that allows you to manage your Azure AD resources and objects. The New- AzureADMSiInvitation cmdlet can be used to
create and send an invitation email to an external user, which contains a link to join your Azure AD tenant as a guest user. You can also specify some optional
parameters for the invitation, such as the invited user display name, message info, redirect URL, or send invitation message.

Therefore, to meet the goal of creating guest user accounts for 500 external users from a CSV file, you need to use a PowerShell script that runs the New-
AzureADMSiInvitation cmdlet for each user, not the New-MgUser cmdlet.

NEW QUESTION 140

- (Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some guestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these

guestions will not appear in the review screen.

You manage a virtual network named VNetl that is hosted in the West US Azure region. VNetl hosts two virtual machines named VM1 and VM2 that run Windows
Server.

You need to inspect all the network traffic from VM1 to VM2 for a period of three hours. Solution: From Performance Monitor, you create a Data Collector Set
(DCS).

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Correct answer is packet capture in Azure Network Watcher. https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-packet-capture-overview

NEW QUESTION 142

- (Topic 5)

You have an Azure subscription that contains a storage account named storage. You have the devices shown in the following table.

Name | Platform
evice1 | Windows 10

Device2 | Linux

Device3 | macOS

From which devices can you use AzCopy to copy data to storagel?

A. Devicel and Device2 only
B. Devicel, Device2 and Device3
C. Device’ only

5 Device and Device3 only

Answer: B

Explanation:
https://learn.microsoft.com/en-us/azure/storage/common/storage-use-azcopy- v10#download-azcopy

NEW QUESTION 147

ngoﬁzl:vz)an Azure subscription that contains the storage accounts shown in the following table.
Name Kind Performance Replication Access tier
Storagel Storage (general Premium Geo-redundant None
purpose vl) storage (GRS)
Storage2 StorageV2 (general | Standard Locally-redundant Cool
purpose v2) storage (LRS)
Storage3 StorageV2 (general | Premium Read-access geo- Hot
purpose v2) redundant storage
(RA-GRS)
Storaged BlobStorage Standard Locally-redundant Hot
storage (LRS)

You need to identify which storage account can be converted to zone-redundant storage (ZRS) replication by requesting a live migration from Azure support.
What should you identify?

A. Storagel
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B. Storage2
C. Storage3
D. Storage4
Answer: B

Explanation:

https://learn.microsoft.com/en-us/azure/storage/common/redundancy- migration?tabs=portal

NEW QUESTION 148
HOTSPOT - (Topic 5)
You have an Azure subscription that contains the public load balancers shown in the following table.

Name SKU

LB1

Basic

LB2

Standard

You plan to create six virtual machines and to load balance requests to the virtual machines. Each load balancer will load balance three virtual machines.
You need to create the virtual machines for the planned solution.

How should you create the virtual machines? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Aren

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The virtual machines that will be load balanced by using LB1 must: [ e ciated in the same gvallability set of virtusl machine 5oale 1ot |- I

b connected 1o the same wirtual netwark
b Ereabed in the same fEstlnte Group

b cresaied in the same avidability 581 or vartual misChine scale set

i Bl S operaling fyshem

The virtual machines that will be koad balanced by using LE2 must | be connected to the same wrtual neswork o

e connected o the ssme wirtual network.

b Created in [he Same resournce group

b created in the same svaillability set or virtual machane scale sel
rum the same operating system

Answer:

The virtual machines that will be load balanced by using LB1 must [ e created in the same availability set or viriusl machine 5ale st e I

be connected 1o the same wrtual network

& Created in e same pesOunce group
| be created in the mme avaatiity set o vimusl mischune scale set

[ . -
an the $ame operating system.

goopetted to the syme soriual netwar
e connected bo the Same wartual network
b created in the same resounce group

e created in the same availlability set or virtual machane scale sel

run the same operating system

The virtual machines that will be load balanced by using LE2 must |

https://docs.microsoft.com/en-us/azure/load-balancer/skus>

NEW QUESTION 150

- (Topic 5)

You have an Azure subscription that contains a virtual network named VNET1. VNET1 contains the subnets shown in the following table.

Name Connected virtual machines

Subnetl

VM1, VM2

Subnet2

VM3, VM4

Subnet3

VMS, VM6

Each virtual machine uses a static IP address.

You need to create network security groups (NSGs) to meet following requirements:
? Allow web requests from the internet to VM3, VM4, VM5, and VM6.

? Allow all connections between VM1 and VM2.

? Allow Remote Desktop connections to VML1.

? Prevent all other

network traffic to VNET1.

What is the minimum number of NSGs you should create?

@ W >
w P

[N
N
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Answer: C

Explanation:

Note: A network security group (NSG) contains a list of security rules that allow or deny network traffic to resources connected to Azure Virtual Networks (VNet).
NSGs can be associated to subnets, individual VMs (classic), or individual network interfaces (NIC) attached to VMs (Resource Manager).
Each network security group also contains default security rules.

References:

https://docs.microsoft.com/en-us/azure/virtual-network/security-overview#default-security- rules

NEW QUESTION 152

- (Topic 5)
You have an Azure subscription that has the public IP addresses shown in the following table.
Name | IP version SKU Tier IP address assignment
P Pvd standard | Regional | Stat
P2 Lo Standard | Global Static
IP3 P4 Basic Regional | Dynami
P4 -4 BasiC Regional | Static
PS5 IPvé stancard | Regional | Statx

You plan to deploy an instance of Azure Firewall Premium named FW1. Which IP addresses can you use?

A.1P2 Only

B. IP1 and IP2 only
C. IP1, IP2, and IP5 only
D. IP1, IP2, IP4, and IP5 only

Answer: B

Explanation:

https://learn.microsoft.com/en-us/azure/virtual-network/ip-services/public-ip-addresses#at- a-glance
Azure Firewall

- Dynamic IPv4: No
- Static IPv4: Yes

- Static IPv6:

Dynamic IPv6: No

No

https://learn.microsoft.com/en-us/azure/virtual-network/ip-services/configure-public-ip- firewall
Azure Firewall is a cloud-based network security service that protects your Azure Virtual Network resources. Azure Firewall requires at least one public static IP

address to be configured. This IP or set of IPs are used as the external connection point to the firewall. Azure Firewall supports standard SKU public IP addresses.
Basic SKU public IP address and public IP prefixes aren't supported.

NEW QUESTION 154
HOTSPOT - (Topic 5)
You have an Azure subscription. The subscription contains virtual machines that run Windows Server 2016 and are configured as shown in the following table.

Name | Virtual network DNS suffix configured in Windows
Server

VM1 | VNET2 Contoso.com

VM2 VNET2 None

VM3 | VNET2 Adatum.com

You create a public Azure DNS zone named adatum.com and a private Azure DNS zone named conioso.com.
You create a virtual network link for contoso.com as shown in the following exhibit.

link1

Link name

lanic 1

Limk $Eaté
CDNPIE!E'EI

2| Delete Access Control lAM) ¥

Provisioning state

Succeaded

Wirtual network detadls
Virtual network id

faubscriptionyAIT2I413-2ded-4361 - bief- 3b188le B Ta0 resource GroupsRG2 fprov.. 0 |

Tags

b4

Wirtual network

Canfguratian
| Enable auta registration (O

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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Answer Area

Statemients Yes Mo

Whien VM1 starts, a recoed for VM1 is added 1o the contoso.com DNS zone,
When VM2 starts, a recond for VM2 is added 10 the contoso.com DNS zone

‘When VM3 starts, 8 record for VM3 is added 1o the adatum.com DINS Zone

A. Mastered
B. Not Mastered

Answer: A

Explanation:
All three VMs are in VNET2. Auto registration is enabled for private Azure DNS zone named contoso.com, which is linked to VNET2. So, VM1, VM2 and VM3 will
auto-register their host records to contoso.com.
None of the VM will auto-register to the public Azure DNS zone named adatum.com. You cannot register private IPs on the internet
(adatum.com)
Box 1: Yes
Auto registration is enabled for private Azure DNS zone named contoso.com.
Box 2: Yes
Auto registration is enabled for private Azure DNS zone named contoso.com.
Box 3: No
None of the VM will auto-register to the public Azure DNS zone named adatum.com

NEW QUESTION 155
- (Topic 5)
Note: This question is part of a series of questions that present the same scenario. Each
guestion in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains 10 virtual networks. The virtual networks are hosted in separate resource groups.
Another administrator plans to create several network security groups (NSGs) in the subscription
You need to ensure that when an NSG is created, it automatically blocks TCP port 8080 between the virtual networks.
Solution: You assign a built-in policy definition to the subscription. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

No, this does not meet the goal. Assigning a built-in policy definition to the subscription is not enough to ensure that when an NSG is created, it automatically
blocks TCP port 8080 between the virtual networks. This is because there is no built-in policy definition that matches this requirement. The closest built-in policy
definition is “Network security groups should not allow unrestricted inbound traffic on well-known ports”, but this policy only blocks TCP port 80 and 443, not
80801.

To meet the goal, you need to create a custom policy definition that enforces a default security rule for NSGs. A policy definition is a set of rules and actions that
Azure performs when evaluating your resources2. You can use a policy definition to specify the required properties and values for NSGs, such as the direction,
protocol, source, destination, and port of the security rule. You can then assign the policy definition to the subscription scope, so that it applies to all the resource
groups and virtual networks in the subscription.

NEW QUESTION 156
HOTSPOT - (Topic 5)
You have an Azure subscription named Subscriptionl that contains the virtual networks in the following table.

Name Subnet

VNetl Sybnetl1
VNet2 Subnet12
VNet3 Subnet13

Subscriptonl contains the virtual machines in the following table.

Name IP address Availability set
VM1 Subnetl1 AS1

VM2 Subnetl1 AS1

VM3 Subnetl1 Not applicable
VM4 Subnetll Not applicable
VM5 Subnet12 Not applicable
VM6 Subnet12 Not applicable
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In Subscriptionl, you create a load balancer that has the following configurations:
? Name: LB1
? SKU: Basic
? Type: Internal
? Subnet: Subnet12

? Virtual network: VNET1
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: each correct selection is worth one point.

Statements Yes No

LB1 can balance the traffic between VM1 and VM2. O

LB1 can balance the traffic between VM3 and VM4. O

LB1 can balance the traffic between VM5 and VM6. O @)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No

O

LB1 can balance the traffic between VM1 and VM2. f C_j_ :

)
I

|

LB1 can balance the traffic between VM3 and VM4. O

0.

e —

LB1 can balance the traffic between VM5 and VM6. O

NEW QUESTION 160

HOTSPOT - (Topic 5)

You have an Azure Active Directory (Azure AD) tenant that contains three global administrators named Adminl, Admin2, and Admin3.

The tenant is associated to an Azure subscription. Access control for the subscription is configured as shown in the Access control exhibit. (Click the Exhibit tab.)

+ aad ; .‘_ =i f_} dtreah ? el

e ype- O Lole @

o ot e A | n
cope @ sroup by O
Al e o Fode W

5 items (4 Users, 1 Service Principals)

P AMAE TP RCHE SCOPE

e bl

A i 3 Lt e ) Seerve @ adeneneitoat Tha resoure
Admen il cantina

You sign in to the Azure portal as Adminl and configure the tenant as shown in the Tenant exhibit. (Click the Exhibit tab.)
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H X

Contoso

St
aBccb916-3113-4582-b9b7-854f413d7177 D
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Statements Yes No

Adrmunl can add Adming as an owner of the subscniphion.
Admin3 can add AdminZ as an owner of the subscripbion.

Admin2 can create a resource group in the subscription

A. Mastered
B. Not Mastered

Answer: A

Explanation:

They are all Global admins so they can all modify user permission. i.e add self as owner etc.

You can be GA in one of the subscription, it doesn't mean that you can create the resources in all subscription. As a Global Administrator in Azure Active Directory
(Azure AD), you might not have access to all subscriptions and management groups in your directory. Azure AD and Azure resources are secured independently
from one another. That is, Azure AD role assignments do not grant access to Azure resources, and Azure role assignments do not grant access to Azure AD.
However, if you are a Global Administrator in Azure AD, you can assign yourself access to all Azure subscriptions and management groups in your directory

NEW QUESTION 165

- (Topic 5)

You have an Azure subscription that contains an Azure virtual machine named VM1. VM1 runs a financial

reporting app named Appl that does not support multiple active instances. At the end of each month, CPU usage for VM1 peaks when Appl runs.
You need to create a scheduled runbook to increase the processor performance of VM1 at the end of each month.

What task should you include in the runbook?

A. Add the Azure Performance Diagnostics agent to VML1.

B. Modify the VM size property of VML1.

C. Add VM1 to a scale set.

D. Increase the vCPU quota for the subscription.

E. Add a Desired State Configuration (DSC) extension to VM1.

Answer: B

Explanation:

To create a scheduled runbook to increase the processor performance of VM1 at the end of each month, you need to modify the VM size property of VM1. This will
allow you to scale up the VM to a larger size that has more CPU cores and memory. You can use Azure Automation to create a PowerShell runbook that changes
the VM size using the Set-AzVM cmdlet. You can then schedule the runbook to run at the end of each month using the Azure portal or Azure PowerShell. For more
information, see How to resize a virtual machine in Azure using Azure Automationl.
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NEW QUESTION 170

- (Topic 5)

You sign up for Azure Active Directory (Azure AD) Premium.

You need to add a user named adminl@contoso.com as an administrator on all the computers that will be joined to the Azure AD domain.
What should you configure in Azure AD?

A. Device settings from the Devices blade.
B. General settings from the Groups blade.
C. User settings from the Users blade.

D. Providers from the MFA Server blade.

Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/devices/assign-local-admin

NEW QUESTION 171

- (Topic 5)

You have a Recovery Service vault that you use to test backups. The test backups contain two protected virtual machines.
You need to delete the Recovery Services vault. What should you do first?

A. From the Recovery Service vault, stop the backup of each backup item.
B. From the Recovery Service vault, delete the backup data.

C. Modify the disaster recovery properties of each virtual machine.

D. Modify the locks of each virtual machine.

Answer: A

Explanation:

You can't delete a Recovery Services vault if it is registered to a server and holds backup data. If you try to delete a vault, but can't, the vault is still configured to
receive backup data.

Remove vault dependencies and delete vault

In the vault dashboard menu, scroll down to the Protected Items section, and click Backup Items. In this menu, you can stop and delete Azure File Servers, SQL
Servers in Azure VM, and Azure virtual machines.

References: https://docs.microsoft.com/en-us/azure/backup/backup-azure-delete-vault

NEW QUESTION 175
- (Topic 5)
You have an Azure virtual machine named VM1 and an Azure key vault named Vaultl. On VM1, you plan to configure Azure Disk Encryption to use a key
encryption key (KEK) You need to prepare Vault! for Azure Disk Encryption.
Which two actions should you perform on Vaultl? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Create a new key.

B. Select Azure Virtual machines for deployment

C. Configure a key rotation policy.

D. Create a new secret.

E. Select Azure Disk Encryption for volume encryption

Answer: AC

Explanation:

To prepare Vaultl for Azure Disk Encryption, you need to perform the following actions on Vaultl:

? Create a new key. A key encryption key (KEK) is an encryption key that is used to

encrypt the encryption secrets before they are stored in the key vault. You can create a new KEK by using the Azure CLI, the Azure PowerShell, or the Azure
portall. You can also import an existing KEK from another source, such as a hardware security module (HSM)2. The KEK must be a 2048-bit RSA key or a 256-bit
AES key3.

? Select Azure Disk Encryption for volume encryption. This is an advanced access

policy setting that enables Azure Disk Encryption to access the keys and secrets in the key vault. You can select this setting by using the Azure CLI, the Azure
PowerShell, or the Azure portal4. You must also enable access to Microsoft Trusted Services if you have enabled the firewall on the key vault.

NEW QUESTION 176
- (Topic 5)
You deploy Azure virtual machines to three Azure regions.
Each region contains a virtual network. Each virtual network contains multiple subnets peered in a full mesh topology.
Each subnet contains a network security group (NSG) that has defined rules.
A user reports that he cannot use port 33000 to connect from a virtual machine in one region to a virtual machine in another region.
Which two options can you use to diagnose the issue? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Azure Virtual Network Manager
B. IP flow verify

C. Azure Monitor Network Insights
D. Connection troubleshoot

E. elective security rules

Answer: BD
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Explanation:

https://learn.microsoft.com/en-us/azure/network-watcher/network-watcher-ip- flow-verify-overview

IP flow verify checks if a packet is allowed or denied to or from a virtual machine. The information consists of direction, protocol, local IP, remote IP, local port, and
a remote port. If the packet is denied by a security group, the name of the rule that denied the packet is returned. While any source or destination IP can be
chosen, IP flow verify helps administrators quickly diagnose connectivity issues from or to the internet and from or to the on-premises environment.

NEW QUESTION 181
- (Topic 5)
You have an Azure subscription that contains 20 virtual machines, a network security group (NSG) named NSG1, and two virtual networks named VNET1 and
VNET2 that are peered.
You plan to deploy an Azure Bastion Basic SKU host named Bastion1 to VNETL1. You need to configure NSGL1 to allow inbound access from the internet to
Bastionl.

Which port should you configure for the inbound security rule?

A. 22
B. 443
C. 3389
D. 8080

Answer: B

Explanation:

Azure Bastion is a service that provides secure and seamless RDP/SSH connectivity to virtual machines directly over TLS from the Azure portal or via native
client. Azure Bastion uses an HTML5 based web client that is automatically streamed to your local device. Your RDP/SSH session is over TLS on port 443. This
enables the traffic to traverse firewalls more securely. To allow inbound access from the internet to Bastion1, you need to configure NSG1 to allow port 443 for the
inbound security rule. References:

? What is Azure Bastion?

? About Azure Bastion configuration settings

NEW QUESTION 182
- (Topic 5)
You have five Azure virtual machines that run Windows Server 2016. The virtual machines are configured as web servers.
You have an Azure load balancer named LB1 that provides load balancing services for the virtual machines.
You need to ensure that visitors are serviced by the same web server for each request. What should you configure?

A. Floating IP (direct server return) to Enabled
B. Idle Time-out (minutes) to 20

C. Protocol to UDP

D. Session persistence to Client IP and Protocol

Answer: D

Explanation:
https://learn.microsoft.com/en-us/azure/load-balancer/distribution-mode-concepts
Session persistence: Client IP and protocol - Traffic from the same client IP and protocol is routed to the same backend instance

NEW QUESTION 186

- (Topic 5)

You develop the following Azure Resource Manager (ARM) template to create a resource group and deploy an Azure Storage account to the resource group.
Which cmdlet should you run to deploy the template?

A. New-AzTenantDeployment

B. New-AzResourceGroupDeploy»ent
C. New-AzResource

D. New-AzOeployment

Answer: B

Explanation:

The New-AzResourceGroupDeployment cmdlet deploys an Azure Resource Manager template to a resource group. You can use this cmdlet to create a new
resource group or update an existing one with the resources defined in the template. The template can be a local file or a URI. Then, References: [New-
AzResourceGroupDeployment]

NEW QUESTION 190

- (Topic 5)

You plan to move a distributed on-premises app hamed Appl to an Azure subscription. After the planned move, Appl will be hosted on several Azure virtual
machines.

You need to ensure that Appl always runs on at least eight virtual machines during planned Azure maintenance.

What should you create?

one virtual machine scale set that has 10 virtual machines instances
8: one Availability Set that has three fault domains and one update domain
C. one Availability Set that has 10 update domains and one fault domain
D. one virtual machine scale set that has 12 virtual machines instances

Answer: A
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Explanation:
A virtual machine scale set is a group of identical virtual machines that are centrally managed, configured, and updatedl. A virtual machine scale set can
automatically increase or decrease the number of virtual machine instances in response to demand or a defined schedule2. A virtual machine scale set also
provides high availability and fault tolerance by distributing the virtual machine instances across multiple fault domains and update domains3.
A fault domain is a logical group of underlying hardware that share a common power source and network switch. A fault domain can fail due to hardware or
software failures, power outages, or network interruptions4. A virtual machine scale set can have up to five fault domains in a region.
An update domain is a logical group of underlying hardware that can undergo maintenance or be rebooted at the same time. An update domain can be affected by
planned events, such as OS updates, application updates, or configuration changes4. A virtual machine scale set can have up to 20 update domains in a region.
By creating a virtual machine scale set that has 10 virtual machine instances, you can ensure that Appl always runs on at least eight virtual machines during
planned Azure maintenance. This is because the default configuration of a virtual machine scale set is to have five fault domains and five update domains. This
means that at any given time, only one fault domain or one update domain can be unavailable due to maintenance or failure. Therefore, at least eight out of 10
virtual machine instances will be available to run Appl. An availability set is another option for providing high availability and fault tolerance for your virtual
machines. An availability set is a logical grouping of two or more virtual machines that are deployed across multiple fault domains and update domains. However,
an availability set does not provide automatic scaling of resources or load balancing of traffic. You need to manually create and manage the number of virtual
machine instances in an availability set.
Therefore, a virtual machine scale set is a better option than an availability set for your scenario. To create a virtual machine scale set, you can follow these steps:
? Sign in to the Azure portal.
? Select Create a resource > Compute > Virtual machine scale set.
? On the Basics tab, enter a name for your scale set, select your subscription and resource group, select Windows Server 2019 as the image type, and enter a
username and password for the administrator account.
? On the Instance details tab, select the region where you want to deploy your scale set, select the size of the virtual machine instances, and enter 10 as the initial
instance count.

? On the Scaling tab, configure the scaling policy for your scale set based on metrics or schedule.
? On the Load balancing tab, configure the load balancer for your scale set to
distribute traffic across the instances.
? On the Management tab, configure the diagnostics settings, automatic OS upgrades, extensions, and backup options for your scale set.
? On the Advanced tab, configure the availability zone, proximity placement group, accelerated networking, host group, and custom script extension options for
your scale set.
? On the Tags tab, optionally add tags to your scale set resources.
? On the Review + create tab, review your settings and select Create.

NEW QUESTION 193

HOTSPOT - (Topic 5)

You have an Azure subscription.

You deploy a virtual machine scale set that is configure as shown in the following exhibit.

Create a virtual mac hine scale set
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Use the drop-down menus to select the answer choice that answers each questions based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.
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A. Mastered

B. Not Mastered
Answer: A

Explanation:
Box-1:3

4

Initial starts 2 VM's 15 minutes have passed. at 10 minutes 1 VM was added we now have 3 VM's. Cool down is 5 Minutes before another 10 minute wait cycle

starts so the answer is 3.
Box-2: 1

Initial 5 VM's 60 minutes Pass. 1 VM removed every 15 minute cycle. 10 minutes wait timer plus 5 minute cool down equals 15 minutes cycle. Four 15 minute

cycles pass equaling 60 minutes removing 4 VM's. We have 1 VM left.

Default Scale in and Out Default Durations are 10 minutes with 5 minute cool down. The default scale set settings in Azure are:

-Minimum number of instances 1
-Maximum number of instances 10
-Scale out CPU threshold (%) 75
-Duration in minutes10

-Number of instances to increase by 1
-Scale in CPU threshold (%) 25
-Number of instances to decrease by -1

https://learn.microsoft.com/en-us/azure/virtual-machine-scale-sets/virtual-machine-scale- sets-autoscale-portal#create-a-rule-to-automatically-scale-in

NEW QUESTION 196
HOTSPOT - (Topic 5)
You have an Azure subscription.
You create the following file named Deploy.json.
"sku": {
"name”: "Premium LRS"

1
¥

“"kind™: “"Storagev2",
"properties”: {},
“copy™: {

"name”: “storagecopy”,

"count”: 3

-

You connect to the subscription and run the following commands.

"

Hew-AzResourceGroup -Name RG1 -Location “"centralus™

New-AzResourceGroupDeployment -ResourceGroupMame RG1 -TemplateFile “deploy.json”

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Arca

Statements

The commands will create four new resources

The commands will create storage accounts in the West US Azure region

The first storage account that is created will have a prefix of O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes Mo

The commands will create four new resources
The commands will create storage accounts in the West US Azure region

The first storage account that is created will have a prefix of O

NEW QUESTION 197
- (Topic 5)
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains 10 virtual networks. The virtual networks are hosted in separate resource groups.
Another administrator plans to create several network security groups (NSGs) in the subscription.
You need to ensure that when an NSG is created, it automatically blocks TCP port 8080 between the virtual networks.
Solution: You configure a custom policy definition, and then you assign the policy to the subscription.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

A custom policy definition is a way to define your own rules for using Azure resources. You can use custom policies to enforce compliance, security, cost
management, or organization-specific requirements. However, a custom policy definition alone is not enough to meet the goal of automatically blocking TCP port
8080 between the virtual networks. You also need to create a policy assignment that applies the custom policy definition to the scope of the subscription. A policy
assignment is the link between a policy definition and an Azure resource. Without a policy assignment, the custom policy definition will not take effect. Therefore,
the solution does not meet the goal.

References:

? Tutorial: Create a custom policy definition

? Create and manage policies to enforce compliance

NEW QUESTION 200
- (Topic 5)
You have an Azure App Service app named Appl that contains two running instances. You have an autoscale rule configured as shown in the following exhibit.
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For the Instance limits scale condition setting, you set Maximum to 5. During a 30-minute period, Appl uses 80 percent of the available memory.
What is the maximum number of instances for Appl during the 30-minute period?

A. Mastered
B. Not Mastered

Answer: A

NEW QUESTION 203

- (Topic 5)

You plan to automate the deployment of a virtual machine scale set that uses the Windows Server 2016 Datacenter image.

You need to ensure that when the scale set virtual machines are provisioned, they have web server components installed.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE Each correct selection is worth one point.

A. Modify the extensionProfile section of the Azure Resource Manager template.
B. Create a new virtual machine scale set in the Azure portal.

C. Create an Azure policy.

D. Create an automation account.

E. Upload a configuration script.

Answer: AB

Explanation:
To automate the deployment of a virtual machine scale set that uses the Windows Server 2016 Datacenter image and has web server components installed, you
need to perform the following actions:
? Modify the extensionProfile section of the Azure Resource Manager template. This section defines the extensions that are applied to the scale set virtual
machines after they are provisioned. You can use the Custom Script Extension to run PowerShell scripts that install and configure the web server components. For
more information, see Deploy an application to an Azure Virtual Machine Scale Setl.

commands to install and configure the web server

EdriRRR RSOPHAWAHAPRAPINE S Bihe £righelbssURt B3t eniRip$bBsitory, and then reference it in the extensionProfile section of the template. For an

example of a configuration script, see Tutorial: Install applications in Virtual Machine Scale Sets with Azure PowerShell2.
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NEW QUESTION 204

- (Topic 5)

You have an app named App1l that runs on an Azure web app named webappl.

The developers at your company upload an update of Appl to a Git repository named GUI. Webapp1 has the deployment slots shown in the following table.

Name Function
webapp1-prod Production
webapp1-les! Staging

You need to ensure that the Appl update is tested before the update is made available to users.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Swap the slots

B. Deploy the Appl update to webappl-prod, and then test the update
Stop webappl-prod

B: Deploy the Appl update to webappl-test, and then test the update

E. Stop webappl-test

Answer: AD

Explanation:
https://docs.microsoft.com/en-us/azure/app-service/deploy-staging-slots

NEW QUESTION 209

- (Topic 5)

You have a Microsoft 365 tenant and an Azure Active Directory (Azure AD) tenant named contoso.com.

You plan to grant three users named Userl, User2, and User3 access to a temporary Microsoft SharePoint document library named Library1.
You need to create groups for the users. The solution must ensure that the groups are deleted automatically after 180 days.

Which two groups should you create? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. a Security group that uses the Assigned membership type

B. an Office 365 group that uses the Assigned membership type

C. an Office 365 group that uses the Dynamic User membership type
D. a Security group that uses the Dynamic User membership type

E. a Security group that uses the Dynamic Device membership type

Answer: BC

Explanation:

You can set expiration policy only for Office 365 groups in Azure Active Directory (Azure AD).

Note: With the increase in usage of Office 365 Groups, administrators and users need a way to clean up unused groups. Expiration policies can help remove
inactive groups from the system and make things cleaner.

When a group expires, all of its associated services (the mailbox, Planner, SharePoint site, etc.) are also deleted.

You can set up a rule for dynamic membership on security groups or Office 365 groups.

NEW QUESTION 211
- (Topic 5)
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains 10 virtual networks. The virtual networks are hosted in separate resource groups.
Another administrator plans to create several network security groups (NSGs) in the subscription.
You need to ensure that when an NSG is created, it automatically blocks TCP port 8080 between the virtual networks.
Solution: From the Resource providers blade, you unregister the Microsoft.ClassicNetwork provider.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

No, this does not meet the goal. Unregistering the Microsoft.ClassicNetwork provider does not affect the creation of network security groups (NSGs) in the
subscription. The Microsoft.ClassicNetwork provider is used for managing classic deployment model resources, such as virtual networks, network interfaces, and
public IP addresses1. However, NSGs are only supported for Resource Manager deployment model resources2. Therefore, unregistering the
Microsoft.ClassicNetwork provider will not automatically block TCP port 8080 between the virtual networks.

To meet the goal, you need to create a custom policy definition that enforces a default security rule for NSGs. A policy definition is a set of rules and actions that
Azure performs when evaluating your resources3. You can use a policy definition to specify the required properties and values for NSGs, such as the direction,
protocol, source, destination, and port of the security rule. You can then assign the policy definition to the subscription scope, so that it applies to all the resource
groups and virtual networks in the subscription.

NEW QUESTION 215
HOTSPOT - (Topic 5)
You have an Azure subscription that contains the storage accounts shown in the following table.
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Name Kind Redundancy
storagel StorageVe Geo-zone-redundant storage (GZRS)
storage’l BlobStorage Read-access geo-redundant storage (RA-
GRS)
storage3 | BlockBlobStorage | Zone-redundant storage (ZRS)

You need to identify which storage accounts support lifecycle management, and which storage accounts support moving data to the Archive access tier. What
should you identify for each requirement? To answer, select the appropriate options in the answer area. NOTE: Each correct answer is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Lifecycle management | storage? oniy - |
storagel ondy

The Archive access tier
storage 1 and storage3d only

storage? and storage3 cnly
storage 1, storaged, and storage3

The Archive access vern storagel, storage?, and storage3 -
storagel only
storaged anly
storagel and storage3 only
storage2 and storage3 only

shorade § sthora I'lr'-1 Al SUOTHgE H

1) storagel, storage2, storage3
"Lifecycle management policies are supported for block blobs and append blobs in general- purpose v2, premium block blob, and Blob Storage accounts."
https://learn.microsoft.com/en-us/azure/storage/blobs/lifecycle-management-overview

2) storage2

"The archive tier isn't supported for ZRS, GZRS, or RA-GZRS accounts." https://learn.microsoft.com/en-us/azure/storage/blobs/access-tiers-overview#archive-

access-tier

NEW QUESTION 217
HOTSPOT - (Topic 5)
You have the Azure resources shown on the following exhibit.

XX )

Tenant Root Group MG1 Sub1

&%) —

RG1 VM1

You plan to track resource usage and prevent the deletion of resources.

To which resources can you apply locks and tags? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Locks:

Tags:

A. Mastered

v

RG1 and VM1 only

Subl and RG1 only

Sub1, RG1, and VM1 only

MG1, Subl, RG1, and VM1 only

Tenant Root Group, MG1, Subl, RG1, and VM1

v

RG1 and VM1 only

Subl and RG1 only

Subl, RG1, and VM1 only

MG1, Subl, RG1, and VM1 only

Tenant Root Group, MG1, Subl, RG1, and VM1
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B. Not Mastered

Answer: A

Explanation:

Box 1: Subl, RG1, and VM1 only

You can lock a subscription, resource group, or resource to prevent other users in your organization from accidentally deleting or modifying critical resources.
Box 2: Subl, RG1, and VM1 only

You apply tags to your Azure resources, resource groups, and subscriptions.

NEW QUESTION 221

- (Topic 5)

You are configuring Azure AD authentication for an Azure Storage account named storagel.

You need to ensure that the members of a group named Groupl can upload files by using the Azure portal. The solution must use the principle of least privilege.
Which two roles should you assign to Groupl? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

Storage Blob Data Contributor
A: Reader
C. Storage Blob Data Reader
D. Contributor
E. Storage Account Contributor

Answer: AB

Explanation:

To ensure that the members of Groupl can upload files by using the Azure portal, they need to have both data access and management access to the storage
account. Data access refers to the ability to read, write, or delete blob data in the storage account. Management access refers to the ability to view the storage
account resources in the Azure portal, but not modify them. The Azure role-based access control (Azure RBAC) system provides built-in roles that encompass
common sets of permissions for data access and management access. The Storage Blob Data Contributor role grants read, write, and delete access to blob data
in the storage account. The Reader role grants view access to the storage account resources in the Azure portal. Therefore, by assigning both roles to Groupl, the
members of the group can upload files by using the Azure portal. This solution also follows the principle of least privilege, as the group members are only granted
the minimum permissions required to perform the task. References:

? Assign an Azure role for access to blob data

? Data access from the Azure portal

NEW QUESTION 224

HOTSPOT - (Topic 5)

You have an Azure subscription named Subscriptionl. Subscriptionl contains a virtual machine named VML1.
You install and configure a web server and a DNS server on VM1.

VM1 has the effective network security rules shown in the following exhibit.

& Hetwork Interface: vmi441 v RpCunTy Fu i Ty
Wartudl networktubnet WNET 1/ default RIC Pubsc 19 52,760, 123,200 MAC Prevate 1P 1000064 accelerated networlong: Disabled

Iinbound port nales Cuthasung port nites Apphicalon LeCuTity groups Laad balancing
& Metwork secunty group VR 1-nsg (attached to network miterface: v 1441
Irmpacts O subnets. 1 network indefaced
Priceity Fame Poat Protocol SOUNCE Destination ACtion
'y %0 A PP Ly (=] 4
5 R a 'Y i iy [+ ] o
400 Rk S0-500 AP Auvy Ay O Allcw
i Al = A Aty S E W i twtick 8 Alow
B500 Adlcrewl e el a0 sl an carnBound ATy ATy AL Bad B alarE Ay O Allow
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
A number between 100 and 4096. Rules are processed in priority order, with lower numbers processed before higher numbers, because lower numbers have

higher priority. Once traffic matches a rule, processing stops. As a result, any rules that exist with lower priorities (higher numbers) that have the same attributes as
rules with higher priorities are not processed. https://docs.microsoft.com/en-us/azure/virtual-network/network-security- groups-overview
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NEW QUESTION 227
- (Topic 5)
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains 10 virtual networks. The virtual networks are hosted in separate resource groups.
Another administrator plans to create several network security groups (NSGs) in the subscription.
You need to ensure that when an NSG is created, it automatically blocks TCP port 8080 between the virtual networks.
Solution: You create a resource lock, and then you assign the lock to the subscription.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

No, this does not meet the goal. Creating a resource lock and assigning it to the subscription is not enough to ensure that when an NSG is created, it automatically
blocks TCP port 8080 between the virtual networks. This is because a resource lock does not affect the configuration or functionality of a resource, but only
prevents it from being deleted or modified1. A resource lock does not apply any security rules to an NSG or a virtual network.

To meet the goal, you need to create a custom policy definition that enforces a default security rule for NSGs. A policy definition is a set of rules and actions that
Azure performs when evaluating your resources2. You can use a policy definition to specify the required properties and values for NSGs, such as the direction,
protocol, source, destination, and port of the security rule. You can then assign the policy definition to the subscription scope, so that it applies to all the resource
groups and virtual networks in the subscription.

NEW QUESTION 231

- (Topic 5)

Your on-premises network contains a VPN gateway.

You have an Azure subscription that contains the resources shown in the following table.

Name Type Description
vgw Virtual network gateway | Gateway for Site-to-Site VPN to the en-premises network
storagel | Storage account Standard performance tier
Vnet] Virtual network Enabled forced tunneling
Vi1 Virtual machine Connected to Vet

You need to ensure that all the traffic from VML to storage! travels across the Microsoft backbone network.
What should you configure?

A. private endpoints

Azure Firewall
B: Azure AD Application Proxy
D. Azure Peering Service

Answer: B

Explanation:

Per the MS documentation, private endpoint seems to be the proper choice: "You can use private endpoints for your Azure Storage accounts to allow clients on a
virtual network (VNet) to securely access data over a Private Link. The private endpoint uses a separate IP address from the VNet address space for each storage
account service. Network traffic between the clients on the VNet and the storage account traverses over the VNet and a private link on the Microsoft backbone
network, eliminating exposure from the public internet.” Link: https://learn.microsoft.com/en-us/azure/storage/common/storage-private- endpoints

NEW QUESTION 235
HOTSPOT - (Topic 5)
You have an Azure subscription that contains the virtual networks shown in the following table.

Name Peered with DNS server
VNET1 VNET2 Default (Azure-provided)
VNETZ2 VNET1 10.10.0.4

You have the virtual machines shown in the following table.

Name | IP address | Network interface | Connects to
Server1| 10.10.04 NIC1 VNET1/Subnet1
Server2| 172.16.04 | NIC2 VNET1/Subnet2
Server3| 192.168.0.4 | NIC3 VNET2/Subnet2

You have the virtual network interfaces shown in the following table.
Name DNS server

NICT Inherit from virtual network

NIC2 10.10.04

NIC3 Inherit from virtual network
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Serverl is a DNS server that contains the resources shown in the following table.

Type

Value

contoso.com

Primary DNS zone

Not applicable

Host1.contoso.com | A record

131.107.10.15

Name Type Value
Host1 | A record 131.107.200.20
Host2 | A record 131.107.50.50

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

Server?2 resolves host2.contoso.com to 131.107.50.50.

Server?2 resolves host1.contoso.com to 131.107.10.15.

Server3 resolves host2.contoso.com to 131.107.50.50.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 236
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Yes No

Q| O
Q| O
Q| O

You have an Azure private DNS zone named contoso.com that has a virtual network link to VNETZ2 and the records shown in the following table.
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