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NEW QUESTION 1
To which type of resource can Azure Bastion provide secure access?

A. Azure Files

B. Azure SQL Managed Instances
C. Azure virtual machines

D. Azure App Service

Answer: C

Explanation:

Azure Bastion provides secure and seamless RDP/SSH connectivity to your virtual machines directly from the Azure portal over TLS.
Reference:

https://docs.microsoft.com/en-us/azure/bastion/bastion-overview

NEW QUESTION 2
What can you protect by using the information protection solution in the Microsoft 365 compliance center?

A. computers from zero-day exploits

B. users from phishing attempts

C. files from malware and viruses

D. sensitive data from being exposed to unauthorized users

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/information- protection?view=0365-worldwide

NEW QUESTION 3
What is the purpose of Azure Active Directory (Azure AD) Password Protection?

A. to control how often users must change their passwords

B. to identify devices to which users can sign in without using multi-factor authentication (MFA)
C. to encrypt a password by using globally recognized encryption standards

D. to prevent users from using specific words in their passwords

Answer: D
Explanation:

Azure AD Password Protection detects and blocks known weak passwords and their variants, and can also block additional weak terms that are specific to your
organization.

With Azure AD Password Protection, default global banned password lists are automatically applied to all users in an Azure AD tenant. To support your own
business and security needs, you can define entries in a custom banned password list.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad-on-premises

NEW QUESTION 4
Which compliance feature should you use to identify documents that are employee resumes?

A. pre-trained classifiers
B. Content explorer

C. Activity explorer

D. eDiscovery

Answer: A

NEW QUESTION 5

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

When users attempt 1o Access 30 applicalion or & senace controls thear leved of access

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

When users attempt 1o sccess an apphication of & senice, i Juthenbicalinn o ] controls their leve of access

adrministration
lagditing

NEW QUESTION 6

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes
You can create custom roles in Azure Active Directory (Azure AD). o
Global administrator is a role in Azure Active Directory (Azure AD). O

An Azure Active Directory (Azure AD) user can be assigned only one role. O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Azure AD supports custom roles.

Box 2: Yes

Global Administrator has access to all administrative features in Azure Active Directory. Box 3: No

NEW QUESTION 7

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes
All Axure Active Directory (Azure AD) license editions include the same features, O
You can manage an Azure Active Directory (AZure AD) tenant by using the Azure portal, o
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. o)
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes
All Azure Active Directory (Azure AD) license editions include the same features, o

You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal.
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant Qo
NEW QUESTION 8
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 9

Which Azure Active Directory (Azure AD) feature can you use to restrict Microsoft Intune- managed devices from accessing corporate resources?

A. network security groups (NSGSs)

B. Azure AD Privileged Identity Management (PIM)
C. conditional access policies

D. resource locks

Answer: B

NEW QUESTION 10
What is an example of encryption at rest?

A. encrypting communications by using a site-to-site VPN

B. encrypting a virtual machine disk

C. accessing a website by using an encrypted HTTPS connection
D. sending an encrypted email

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security/fundamentals/encryption-atrest

NEW QUESTION 10

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Conditional access policies can use the device state as a signal. ®) @)
Conditional access policies apply before first-factor authentication is @) @]
complete.
Conditional access policies can trigger multi-factor authentication O O

(MFA) if a user attempts to access a specific application.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Box 1: Yes
Box 2: No
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Conditional Access policies are enforced after first-factor authentication is completed. Box 3: Yes

NEW QUESTION 13
You have a Microsoft 365 E3 subscription.

You plan to audit user activity by using the unified audit log and Basic Audit. For how long will the audit records be retained?

A. 15 days
B. 30 days
C. 90 days
D. 180 days

Answer: C

NEW QUESTION 16
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

Statements

fou can restrict communication between users in Exchange Online by using

information Barners

You can restrict accessing a SharePoint Online site by using Information

Barriers.

You can prevent shanng a file with another user in Microsoft Teams by using

Infarmation Barmers

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements

ol can restrict communication between users in Exchange Online by using

information Barmers

oL can restrict accessing & SharePoint Online site by using Information [

Barriers,

You can prevent sharng a file wath another user in Micrgsoft Teams by using O

Infarmation Barriers

NEW QUESTION 17
HOTSPOT
Select the answer that correctly completes the sentence.

Compliance Manager can be directly accessed from the

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Compliance Manager can be directly accessed from the

NEW QUESTION 21
You plan to move resources to the cloud.

You are evaluating the use of Infrastructure as a service (laaS),

Microsoft 365 admin center.

Microsoft 365 Defender portal.
Microsoft 365 Compliance Center
Microsoft Support portal.

Microsoft 365 admin center.

Microsoft 365 Defender portal.
Microsoft 365 Compliance Center
Microsoft Support portal.

Platform as a service (PaaS), and Software as a service (SaaS) cloud models.
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You plan to manage only the data, user accounts, and user devices for a cloud-based app. Which cloud model will you use?

A. laaS
B. SaaS
C. PaaS

Answer: B

NEW QUESTION 23

What is a function of Conditional Access session controls?

A. prompting multi-factor authentication (MFA)

B. enable limited experiences, such as blocking download of sensitive information
C. enforcing device compliance

D. enforcing client app compliance

Answer: A

Explanation:

Conditional Access session controls enable user app access and sessions to be monitored and controlled in real time based on access and session policies.
Based on this definition, the best answer for your question is B. enable limited experiences, such as blocking download of sensitive information.

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept- conditional-access-session

NEW QUESTION 28

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Microsoft Defender for Endpoint can protect Android devices. O O
Microsoft Defender for Endpoint can protect Azure virtual machines that run (@) O
Windows 10.
Microsoft Defender for Endpoint can protect Microsoft SharePoint Online O O
sites and content from viruses.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
Microsoft Defender for Endpoint can protect Android devices. 'O | O
Microsoft Defender for Endpoint can protect Azure virtual machines that run |_f:>_| @
Windows 10. e
Microsoft Defender for Endpoint can protect Microsoft SharePoint Online ) Ol

sites and content from viruses.

NEW QUESTION 33
You have an Azure subscription that contains multiple resources.
You need to assess compliance and enforce standards for the existing resources. What should you use?

A. the Anomaly Detector service
B. Microsoft Sentinel

C. Azure Blueprints

D. Azure Policy

Answer: D
NEW QUESTION 36
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full SC-900 dumps in VCE and PDF From SurePassExam
LI Sure PaSS https://www.surepassexam.com/SC-900-exam-dumps.html (150 New Questions)

Answer Area

Statements Yes No
Sensifivity labels can be used to encrypt documents. O O
Sensitivity labels can add headers and footers to documents. O @)
Sensitivity labels can apply watermarks to emails. O O
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Yes

You can use sensitivity labels to provide protection settings that include encryption of emails and documents to prevent unauthorized people from accessing this
data.

Box 2: Yes

You can use sensitivity labels to mark the content when you use Office apps, by adding watermarks, headers, or footers to documents that have the label applied.
Box 3: NO

https://docs.microsoft.com/en-us/information-protection/deploy-use/configure-policy-

markings

NEW QUESTION 41

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

When users sign in. | authenhcatos w. | verifies their credentials to prove their identity

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

YWNen USers Sign N, | aatheni st %] verifies thewr credentials 10 prove their identity

NEW QUESTION 45
What are two capabilities of Microsoft Defender for Endpoint? Each correct selection presents a complete solution.
NOTE: Each correct selection is worth one point.

A. automated investigation and remediation
B. transport encryption

C. shadow IT detection

D. attack surface reduction

Answer: AD

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft- defender-endpoint? view=0365-worldwide

NEW QUESTION 46

DRAG DROP

Match the Microsoft 365 insider risk management workflow step to the appropriate task.

To answer, drag the appropriate step from the column on the left to its task on the right. Each step may be used once, more than once, or not at all.
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NOTE: Each correct match is worth one point.

Steps Answer Area
| Action ! Review and filter alerts
Investigate |
o , Create cases in the Case dashboard
Triage S ' _—
L 5 : Send a reminder of corporate policies to users
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Steps Answer Area
-

M | | L
'_'ﬂftlci ______ ! | Triage |E Review and filter alerts
e e i - I

* S == = = = = = = ]

I Investigate | ' i |
» ______E____________'. . Investigate | Create cases in the Case dashboard
- | R s e 2
, Triage | i : ' . e
___________ { Action : Send a reminder of corporate policies to users

NEW QUESTION 51
HOTSPOT
Select the answer that correctly completes the sentence.

is a cloud-based solution that leverages on-premises Active Directony signals
to identify, detect, and investigate advanced threats.

Microsoft Defender for Cloud Apps
Microsoft Defender for Endpoint
Microsoft Defender for Identity
Microsoft Defender for Office 365

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Microsoft Defender for Identity (formerly Azure Advanced Threat Protection, also known as Azure ATP) is a cloud-based security solution that leverages your on-
premises Active Directory signals to identify, detect, and investigate advanced threats, compromised identities, and malicious insider actions directed at your

organization.

NEW QUESTION 52
You plan to implement a security strategy and place multiple layers of defense throughout a network infrastructure.
Which security methodology does this represent?

A. threat modeling

B. identity as the security perimeter
C. defense in depth

D. the shared responsibility model

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/learn/modules/secure-network-connectivity-azure/2-what-is-defense-in-depth

NEW QUESTION 54

What are customers responsible for when evaluating security in a software as a service (SaaS) cloud services model?
A. applications

B. network controls

C. operating systems

D. accounts and identities

Answer: A

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full SC-900 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/SC-900-exam-dumps.html (150 New Questions)

NEW QUESTION 57

DRAG DROP

Match the Azure networking service to the appropriate description.

To answer, drag the appropriate service from the column on the left to its description on the right. Each service may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

Services Answer Area
Arure Baslion Provides MNetwork Address Translation (NAT) services
Azure Firewall
Provides secure and seamiess Remole Deskiop
Network security group (NSG) conneCtivity to Azuré virtual machinées
Provides traffic filtering that can be applied to specific
network interfaces on a virtual network
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Azure Firewall

Azure Firewall provide Source Network Address Translation and Destination Network Address Translation.

Box 2: Azure Bastion

Azure Bastion provides secure and seamless RDP/SSH connectivity to your virtual machines directly from the Azure portal over TLS.
Box 3: Network security group (NSG)

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network.

NEW QUESTION 60

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
nsadér NSk management & Configuréd from the Mool Purveew compliancs ports -
MChosof 365 sdmin Center
Microsoft Purveew comphance poral
MCrosoft 365 Detendsr porta
Micnosoft Defender for Cloud Apps portal
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
nsicer sk management i configured from the Microsoft Purview comphance porta -
MICHOSOM 365 Mmin Center

Microsoft Purview complance portal

Moot 365 Defendar portal

Micnosoft Defender for Cloud Apps portal

NEW QUESTION 61

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

« a file makes the data in the file readable and usable to viewers that have the appropriate key.
Archiving
Compressing
Deduplicating
Encrypting

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

« a file makes the data in the file readable and usable to viewers that have the appropriate key.
Archiving
Compressing
_Deduplicating
1 Encrypting

NEW QUESTION 64
What can you use to deploy Azure resources across multiple subscriptions in a consistent manner?

A. Microsoft Sentinel

B. Microsoft Defender for Cloud
C. Azure Policy

D. Azure Blueprints

Answer: D

NEW QUESTION 66
HOTSPOT
Select the answer that correctly completes the sentence.

When users sign in to the Azure portal, they are first v

assigned permissions.
authenticated.

authorized.
resolved.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
When users sign in to the Azure portal, they are first v

assigned permissions.

authorized.
resolved.

NEW QUESTION 69
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes [ ]

Communication compliance i configured by using the Microsoft 365 admin center
Microsoft SharePoint Online supports communication compliance

Communbcation compliance can remediate compliance iSsues,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes Mo

Communication comphance i configured by using the Microsoft 365 admin center |
Microsolf SharoPoint Online supports communication complance |

LommuniCaton compiancs Can remediate complance ssues I
=

NEW QUESTION 71

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements fes No
Agure AL Identity Protisction generates sk delections onoe a user i suthenticated
Azure AD Identity Protection assigns a risk level of Low, Medium, or High to each risk event
A user nsk n Arure AD idsntity Protection repressnts the probability that & gaen identity or
account is compromised
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes Ne
AZure AL identity Prolectson generates nik detections once a user i suthenticated e
Agure AD Identity Prolection assigns a risk level of Low, Medium, or High to each rigk event. (O

A user nsk n Arure AD idsntity Protection repressnts the probability that & gaen identity or [
account is compromised -

NEW QUESTION 75
What can you use to view the Microsoft Secure Score for Devices?

A. Microsoft Defender for Cloud Apps
B. Microsoft Defender for Endpoint
C. Microsoft Defender for Identity

D. Microsoft Defender for Office 365

Answer: B

Explanation:

Microsoft Secure Score for Devices

? Artikel

?12.05.2022

? 3 Minuten Lesedauer Applies to:

? Microsoft Defender for Endpoint Plan 2

? Microsoft Defender Vulnerability Management

? Microsoft 365 Defender

Some information relates to pre-released product which may be substantially modified before it's commercially released. Microsoft makes no warranties, express
or implied, with respect to the information provided here.

To sign up for the Defender Vulnerability Management public preview or if you have any questions, contact us (mdvmtrial@microsoft.com).

Already have Microsoft Defender for Endpoint P2? Sign up for a free trial of the Defender Vulnerability Management Add-on.

Configuration score is now part of vulnerability management as Microsoft Secure Score for Devices.

Your score for devices is visible in the Defender Vulnerability Management dashboard of the Microsoft 365 Defender portal. A higher Microsoft Secure Score for
Devices means your endpoints are more resilient from cybersecurity threat attacks. It reflects the collective security configuration state of your devices across the
following categories:

? Application

? Operating system

? Network

? Accounts

? Security controls

Select a category to go to the Security recommendations page and view the relevant recommendations.

Turn on the Microsoft Secure Score connector

Forward Microsoft Defender for Endpoint signals, giving Microsoft Secure Score visibility into the device security posture. Forwarded data is stored and processed
in the same location as your Microsoft Secure Score data.

Changes might take up to a few hours to reflect in the dashboard.

? In the navigation pane, go to Settings > Endpoints > General > Advanced features
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? Scroll down to Microsoft Secure Score and toggle the setting to On.

? Select Save preferences. How it works

Microsoft Secure Score for Devices currently supports configurations set via Group Policy. Due to the current partial Intune support, configurations which might
have been set through Intune might show up as misconfigured. Contact your IT Administrator to verify the actual

configuration status in case your organization is using Intune for secure configuration management.

The data in the Microsoft Secure Score for Devices card is the product of meticulous and ongoing vulnerability discovery process. It is aggregated with
configuration discovery assessments that continuously:

? Compare collected configurations to the collected benchmarks to discover misconfigured assets

? Map configurations to vulnerabilities that can be remediated or partially remediated (risk reduction)

? Collect and maintain best practice configuration benchmarks (vendors, security feeds, internal research teams)

? Collect and monitor changes of security control configuration state from all assets

NEW QUESTION 80
Which Microsoft 365 compliance center feature can you use to identify all the documents on a Microsoft SharePoint Online site that contain a specific key word?

A. Audit

B. Compliance Manager
C. Content Search

D. Alerts

Answer: C

Explanation:

The Content Search tool in the Security & Compliance Center can be used to quickly find email in Exchange mailboxes, documents in SharePoint sites and
OneDrive locations, and instant messaging conversations in Skype for Business.

The first step is to starting using the Content Search tool to choose content locations to search and configure a keyword query to search for specific items.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/search-for-content?view=0365- worldwide

NEW QUESTION 81
What feature in Microsoft Defender for Endpoint provides the first line of defense against cyberthreats by reducing the attack surface?

A. automated remediation
B. automated investigation
C. advanced hunting
D. network protection

Answer: D

Explanation:

Network protection helps protect devices from Internet-based events. Network protection is an attack surface reduction capability.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/network-protection?view=0365-worldwide

NEW QUESTION 85
HOTSPOT
Select the answer that correctly completes the sentence.

You can use dynamic groups in Azure Active Directory (Azure AD) to automate the prvileged access lifecycle process

A. Mastered
B. Not Mastered

Answer: A

Explanation:

You can use dynamic groups in Azure Active Directory (Azure AD) to automate the ptﬁnlegm ACCRSS lifecycle process

NEW QUESTION 86
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

Federation is used to establish v between organizations.
multi-factor authentication (MFA)
a trust relationship

user account synchronization

a VPN connection
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Federation is a collection of domains that have established trust. Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed

NEW QUESTION 90
What should you use in the Microsoft 365 security center to view security trends and track the protection status of identities?

A. Attack simulator
B. Reports

C. Hunting

D. Incidents

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-and-insights-in-security- and-compliance?view=0365-worldwide

NEW QUESTION 95
What should you use to ensure that the members of an Azure Active Directory group use
multi-factor authentication (MFA) when they sign in?

A. Azure Active Directory (Azure AD) Identity Protection

B. a conditional access policy

C. Azure role-based access control (Azure RBAC)

D. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

Answer: B

Explanation:
The recommended way to enable and use Azure AD Multi-Factor Authentication is with Conditional Access policies. Conditional Access lets you create and define
policies that react to sign-in events and that request additional actions before a user is granted access to an application or service.

NEW QUESTION 99

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Azure Policy supports automatic remediation. O O
Azure Policy can be used to ensure that new resources adhere O O
to corporate standards.
Compliance evaluation in Azure Policy occurs only when a @) O

target resource Is created or modified.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
Statements Yes No
Azure Policy supports automatic remediation. el O
_ f e
Azure Policy can be used to ensure that new resources adhere ] O O
to corporate standards. -
Compliance evaluation in Azure Policy occurs only when a @] 'O '
target resource is created or modified. e
NEW QUESTION 104
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Statements Yes No
Users can apply sensitivity labels manually. O Q
Multiple sensitivity labels can be applied to the same file, Q O
A sensitivity label can apply a watermark to a Microsoft Word document. ®) O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
Users can apply sensitivity labels manually. 'LQ : Q
Multiple sensitivity labels can be applied to the same file, Q 1O |
A sensitivity label can apply a watermark to a Microsoft Word document. ol O

NEW QUESTION 106
Which Azure Active Directory (Azure AD) feature can you use to evaluate group membership and automatically remove users that no longer require membership in
a group?

A. access reviews

B. managed identities

C. conditional access policies
D. Azure AD Identity Protection

Answer: A
Explanation:

Azure Active Directory (Azure AD) access reviews enable organizations to efficiently manage group memberships, access to enterprise applications, and role
assignments.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews- overview

NEW QUESTION 110

In the Microsoft Cloud Adoption Framework for Azure, which two phases are addressed before the Ready phase? Each correct answer presents a complete
solution.

NOTE: Each correct selection is worth one point.

A. Plan
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B. Manage

C. Adopt

D. Govern

E. Define Strategy
Answer: AE
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/overview

NEW QUESTION 114

Which Microsoft portal provides information about how Microsoft cloud services comply with regulatory standard, such as International Organization for

Standardization (ISO)?

A. the Microsoft Endpoint Manager admin center
B. Azure Cost Management + Billing

C. Microsoft Service Trust Portal

D. the Azure Active Directory admin center

Answer: C

Explanation:

The Microsoft Service Trust Portal contains details about Microsoft's implementation of controls and processes that protect our cloud services and the customer

data therein.
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-service-trust-portal?view=0365- worldwide

NEW QUESTION 116

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Ma

Windows Hello for Business can use the Microsoft Authenticator app as an authentication
method
Windows Hello for Business can ute & PIN code a8 an suthenticaban mathod
Windows Hella for Business authentication mformation syncs across all the devices
registered by & uke

A. Mastered

B. Not Mastered
Answer: A
Explanation:

Answer Area

Statements Yes Mo

Windows Hello for Business can use the Microsoft Authenticator app as an authentication

method

Windows Hello for Bussiéss can ute 4 PIN codé 58 &6 suthentication mathod L

Windows Hello for Business authentication information syncs across all the devices | |

registered by & used

NEW QUESTION 117
HOTSPOT
Select the answer that correctly completes the sentence.

When you enable security defaults in Azure Active Directory (Azure AD),

Azure AD lIdentity Protection
Azure AD Privileged Identity Management (PIM)
multi-factor authentication (MFA)

will be enabled for all Azure AD users.

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full SC-900 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/SC-900-exam-dumps.html (150 New Questions)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

When you enable security defaults in Azure Active Directory (Azure AD),

Azure AD ldentity Protection
Azure AD Privileged Identity Management (PIM)
Imulti-factor authentication (MFA) |

R

will be enabled for all Azure AD users.

NEW QUESTION 119
HOTSPOT
Select the answer that correctly completes the sentence.

In the Microsoft 365 Defender portal, an incident is a collection of correlated

EvEnts

viilnerabilities
Microsoft Secure Score improvement actions

A. Mastered
B. Not Mastered

Answer: A

Explanation:

in the Microsoft 365 Defender portal, an incident is a collection of correlated !
events
vulnerabilities

Microsoft Secure S¢ore improvement actions

NEW QUESTION 122

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
| Templates T g ] track compliance with groupings of controls from a specific regulation or requirement.

Assessments
Improvement actions
Solutions

A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
I Templates ,_f:] - | track compliance with groupings of controls from a specific regulation or requirement
Assessments
lrﬂF]H}'\f‘f‘lH?lll ACTIONmS
Solutions

NEW QUESTION 126
HOTSPOT
Select the answer that correctly completes the sentence.
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« enables collaboration with business partners. from external
Active Directory Domain Services (AD DS} organizations such as suppliers, partners, and vendors. External
Active Directory forest trusts USErs appear as guest users in the directory.
Azure Active Directory (Azure AD) business-to-business (B2B)
Azure Active Directory business-to-consumer B2C (Azure AD B2C)

A. Mastered
B. Not Mastered

Answer: A
Explanation:
« enables collaboration with business partners from external
Active Directory Domain Services (AD DS) organizations such as suppliers, partners, and vendors, External
Active Directory forest trusts users appear as guest users in the directory.

“Azure Adtive Direclory (Azire AD) business-to-business (826] |

Azure Active Birectory business-to-consumer B2C (Azure AD B2C)

NEW QUESTION 127
What are three uses of Microsoft Cloud App Security? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. to discover and control the use of shadow IT

B. to provide secure connections to Azure virtual machines

C. to protect sensitive information hosted anywhere in the cloud

D. to provide pass-through authentication to on-premises applications

E. to prevent data leaks to noncompliant apps and limit access to regulated data
Answer: ACE

Explanation:

Reference:

https://docs.microsoft.com/en-us/defender-cloud-apps/what-is-defender-for-cloud-apps

NEW QUESTION 131

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
Microsoft Defender for Cloud * | prowdes cloud workload protection for Azure and hybrid cloud resources
Arure Monitor
Microsoft clowd sacunty benchmark
Microsaft Secure Score
Amgwer Area
Miscroaoft Defencer for (o * | prowides cloud worklosd protectson for Azure and hybid cloud nesources.
Thzdfe Monfloe — — — T
MOS0t Clowd SECLUNTY DEnchimark
Mucrosoft Secure Score
Arrwer Area
Mcrosoft Defender for Cloud *  pigwides coud workload protecton for Agure and hybrid cloud resoures
Answer:
Answer Area
Microsoft Defender for Cloud | prowvides Cloud workload protection for Azure and hybnd doud resourceés
N Microsoft Defender for Cloud
TRmore Monflor — — T T
Mcrosoft cloud secunty benchmark
Microsoft Sacure Score
A. Mastered

B. Not Mastered

Answer: A

NEW QUESTION 135
HOTSPOT
Which service should you use to view your Azure secure score? To answer, select the appropriate service in the answer area.
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Microsoft Azure P Search resources, services, and docs (G+/) .es ﬁ

Azure services

| “ i._, L "‘k“f:"‘
Create a Alerts Application Subscriptions Policy
resource Insights |_
» 0 © —>
Azure AD Security Center Advisor Monitor More services
Connect Health
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Security Center
NEW QUESTION 140
HOTSPOT
Select the answer that correctly completes the sentence.
Angwer Area
When you enable security defaults in Azure AD
Azure AD Prvleged Icentity Management (PIM) *  will be enabled for all Azure AD users
Azure AD kdentity Protection
mwlii-factor authentication (MMFA)
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Wihen you &nable secunty defaults in Azure AD.

Anure AD Prvileged Identrty Management [Fi) v will b2 enabled for all Azure AD users

Azure AD Identity Protection

Azure AD Provleged Identity Management [PIM)

L) ) —— -—— — — ﬂ — — —— —
miti-facton authentcation (M)

When you enable security defaults in Azure AD

Azure AD Prenleged Identity Managerment (PIM) *  will be enabled for all Azure AD users

NEW QUESTION 143
Which statement represents a Microsoft privacy principle?

A. Microsoft does not collect any customer data.

B. Microsoft uses hosted customer email and chat data for targeted advertising.
C. Microsoft manages privacy settings for its customers.

D. Microsoft respects the local privacy laws that are applicable to its customers.
Answer: C

NEW QUESTION 146

What is an assessment in Compliance Manager?

A. A grouping of controls from a specific regulation, standard or policy.
B. Recommended guidance to help organizations align with their corporate standards.
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C. A dictionary of words that are not allowed in company documents.
D. A policy initiative that includes multiple policies.

Answer: A

Explanation:

Microsoft Purview Compliance Manager is a feature in the Microsoft Purview compliance portal that helps you manage your organization’s compliance
requirements with greater ease and convenience. Compliance Manager can help you throughout your compliance journey, from taking inventory of your data
protection risks to managing the complexities of implementing controls, staying current with regulations and certifications, and reporting to auditors.

Watch the video below to learn how Compliance Manager can help simplify how your organization manages compliance:

Compliance Manager helps simplify compliance and reduce risk by providing:

? Pre-built assessments for common industry and regional standards and regulations, or custom assessments to meet your unique compliance needs (available
assessments depend on your licensing agreement; learn more).

? Workflow capabilities to help you efficiently complete your risk assessments through a single tool.

? Detailed step-by-step guidance on suggested improvement actions to help you

comply with the standards and regulations that are most relevant for your organization. For actions that are managed by Microsoft, you'll see implementation
details and audit results.

? A risk-based compliance score to help you understand your compliance posture by

measuring your progress in completing improvement actions.

NEW QUESTION 150
HOTSPOT
Select the answer that correctly completes the sentence.

¥ mMEextures 3 company s progress in compleung actions that help reduce risks
Compliance score

Microsoft Purview comphliance portal reports

The Trust Center

- r
TSt LAOCuments

A. Mastered
B. Not Mastered

Answer: A

Explanation:
¥ mMeatunes 3 company s progress in compleung actions that help reduce risks

The Trust Center

Trust Documents

NEW QUESTION 155
Which feature provides the extended detection and response (XDR) capability of Azure Sentinel?

A. integration with the Microsoft 365 compliance center
B. support for threat hunting

C. integration with Microsoft 365 Defender

D. support for Azure Monitor Workbooks

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/eval- overview?view=0365-worldwide

NEW QUESTION 160

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements Yes No

Enabling multi-factor authentication (MFA) increases the Microsoft Secure Score.

A higher Microsoft Secure Score means a lower identified risk level in the Microsoft 365
lenant.

Microsoft Secure Score measures progress in completing actions based on controls that
include key regulations and standards for data protection and govemance.

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Statements Yes No

Enabling multi-factor authentication (MFA) increases the Microsoft Secure Score.

A higher Microsoft Secure Score means a lower identified risk level in the Microsoft 365 ol
tenant.

Microsoft Secure Score measures progress in completing actions based on controls that - O
include key regulations and standards for data protection and governance.

NEW QUESTION 164
In the shared responsibility model for an Azure deployment, what is Microsoft solely responsible for managing?

A. the management of mobile devices

B. the permissions for the user data stored in Azure
C. the creation and management of user accounts
D. the management of the physical hardware

Answer: D

NEW QUESTION 166
What can be created in Active Directory Domain Services (AD DS)?

A. line-of-business (106) applications that require modem authentication

B. mob devices

C. computer accounts

D. software as a service (SaaS) applications that require modem authentication

Answer: D

NEW QUESTION 167

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Compliance Manager tracks only customer-managed controls. O O
Compliance Manager provides predefined templates for O @)
creating assessments.
Compliance Manager can help you asses whether data @) O

adheres to specific data protection standards.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Compliance Manager tracks Microsoft managed controls, customer-managed controls, and shared controls. Box 2: Yes
Box 3: Yes

NEW QUESTION 169
HOTSPOT
Select the answer that correctly completes the sentence.

provides singhe sign-on (550 capabilities scross multsple sdentiny providers.

A Somde COmToiler

Actrde Directory Domaan Services (AD D5)
Azgre Actree Dirgctory (Azure ALY Prealege ldentimy Management (FIM)
Federation

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

provdes single Sgn-on (350 capabilvies aoross multiple idenity providers

Adomaincontroller _ _ _ _ _ _ _

Actrve Directory Domasn Senvices [AD D)

Azure Active Directory [Azure ADY) Privilege |dentity Management (PIM)
FEgderanon

NEW QUESTION 170
What can you use to provide a user with a two-hour window to complete an administrative task in Azure?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
B. Azure Multi-Factor Authentication (MFA)

C. Azure Active Directory (Azure AD) Identity Protection

D. conditional access policies

Answer: D

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

Privileged Identity Management provides time-based and approval-based role activation to mitigate the risks of excessive, unnecessary, or misused access
permissions on resources that you care about. Here are some of the key features of Privileged Identity Management: Provide just-in-time privileged access to
Azure AD and Azure resources Assign time-bound access to resources using start and end dates Require approval to activate privileged roles Enforce multi-factor
authentication to activate any role Use justification to understand why users activate Get notifications when privileged roles are activated Conduct access reviews
to ensure users still need roles Download audit history for internal or external audit Prevents removal of the last active Global Administrator role assignment

NEW QUESTION 175
Which pillar of identity relates to tracking the resources accessed by a user?

A. auditing

B. authorization
C. authentication
D. administration

Answer: A

NEW QUESTION 180
Which three tasks can be performed by using Azure Active Directory (Azure AD) Identity Protection? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Configure external access for partner organizations.

B. Export risk detection to third-party utilities.

C. Automate the detection and remediation of identity based-risks.
D. Investigate risks that relate to user authentication.

E. Create and automatically assign sensitivity labels to data.

Answer: BCD

NEW QUESTION 183

When security defaults are enabled for an Azure Active Directory (Azure AD) tenant, which two requirements are enforced? Each correct answer presents a
complete solution.

NOTE: Each correct selection is worth one point.

A. All users must authenticate from a registered device.

B. Administrators must always use Azure Multi-Factor Authentication (MFA).

C. Azure Multi-Factor Authentication (MFA) registration is required for all users.
D. All users must authenticate by using passwordless sign-in.

E. All users must authenticate by using Windows Hello.

Answer: BC

Explanation:

Security defaults make it easy to protect your organization with the following preconfigured security settings:
? Requiring all users to register for Azure AD Multi-Factor Authentication.

? Requiring administrators to do multi-factor authentication.

? Blocking legacy authentication protocols.

? Requiring users to do multi-factor authentication when necessary.

? Protecting privileged activities like access to the Azure portal.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 188
HOTSPOT
Select the answer that correctly completes the sentence.
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An AZure resource can use 3 system-assigned to access AZure services,

Azure Active Directory (Azure AD) joined device
managed identity

service principal

user identity

A. Mastered
B. Not Mastered

Answer: A

Explanation:

An Azure resource can use a system-assigned to access Azure services,

service principal
user identity

NEW QUESTION 190
Which Microsoft 365 compliance feature can you use to encrypt content automatically based on specific conditions?

A. Content Search
B. sensitivity labels
C. retention policies
D. eDiscovery

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/information- protection?view=0365-worldwide

NEW QUESTION 195
What can you use to scan email attachments and forward the attachments to recipients only if the attachments are free from malware?

A. Microsoft Defender for Office 365
B. Microsoft Defender Antivirus

C. Microsoft Defender for Identity
D. Microsoft Defender for Endpoint

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-advanced-threat-protection-service-description

NEW QUESTION 197

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Verify explicitly is one of the guiding principles of Zero Trust. o o
Assume breach is one of the guiding principles of Zero Trust. o (o}
The Zero Trust security model assumes that a firewall secures the internal network from O O

external threats.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Box 2: Yes

Box 3: No

The Zero Trust model does not assume that everything behind the corporate firewall is safe, the Zero Trust model assumes breach and verifies each request as
though it originated from an uncontrolled network.

NEW QUESTION 200
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HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
Compliance Manager assesses compliance data w for an organization.
continually
monthly
on-demand
quarterly
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Compliance Manager assesses compliance data w for an organization.
| continually '
monthly
on-demand
quarterly

NEW QUESTION 205
In a Core eDiscovery workflow, what should you do before you can search for content?

A. Create an eDiscovery hold.

B. Run Express Analysis.

C. Configure attorney-client privilege detection.
D. Export and download results.

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-core-ediscovery?view=0365-worldwide

NEW QUESTION 210
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