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NEW QUESTION 1
Refer to the exhibit.

branchl_fgt ¢ diagnose [irewall proute list
list route policy info(vie=roet):

idel dscp tageOxff Oxff flagessQx( cos=0x00 cos mask=(Qx00 protocol=lT sports=(=£5535 Liif=7
dport=53 path(l) oif=3{portl)
source wildcard(l): 0.0.0.0/0.0.0.0
destinacion wildcard(l): 4.2.2.1/255.
hit count=0 last uaed=2022-03-2% 10

1d=2131165185(0x7L070001) wwl servicesl(Critical-DIA)} wwl mbr segel 2 dscp tag=O0xIf Oxff
flagssixl toas(x(D tos masks=ix00 protocols) sported=6£33533 iife) dportel=-63313 pathid)
oifed(portl) olifsd{port)

soures(l): 10.0.1.0-10.0.1.2%5

deacinacion wildeard(l): 0.0.0.0/0.0.0.0

internet service (3): GoToMeeting (4294836566,0,0,0, 16354)
Microsoft.Office.365. Fortal (A294B3T4T4,0,0,0, A146E) Salesforce (4Z04EB37976,0,.0,0, 16820)
hit_count=0 last_ used=2022-03-24 12:18:16

Ld=Z131185186 (0xTLOT0002) wwl services=d (Hopn-Critical-DIA) vwl mbr seqel dacp Cag=O0xff
OxXIf flags=0x0 tos=0x00 tod mask=O0x00 protocol=0 sport=0-653535 iif=(0 dport=-1-63535
pathil) olif=4(partd)

sourcall): 10.0.1.0-10.0.1.2%5

destination wildcard(l): 0.0.0.0/0.0.0.0

internet service (2): Facebook (42948236806,0,0,9; 135832) Twitter (4254838278,0,0,0, 16001)
hit_count=0 last used=2022-03-24 12:18:14

1d=Z2131165187 (0xTE0T0003) wwl service=](all rulss) vwl mbr ssgel dscp tag=Oxff OxEE
Elags=0x0 tos=0x00 Los mask=0x00 protocol=0 sport=0-&353% iif=) dport=1-65535 pathil)
oif=3 (porctl)

source(l): 0.0.0.0-255.255.255.255

destinacion(l): 0.0.0.0-255.255,.255.25%

hit countel last useds2032-03-25 10:56:12

Based on the output, which two conclusions are true? (Choose two.)

A. There is more than one SD-WAN rule configured.

B. The SD-WAN rules take precedence over regular policy routes.
C. The all_rules rule represents the implicit SD-WAN rule.

D. Entry 1(id=1) is a regular policy route.

Answer: AD

NEW QUESTION 2
Which diagnostic command can you use to show the SD-WAN rules, interface information, and state?

A. diagnose sys sdwan service

B. diagnose sys sdwan route-tag-list
C. diagnose sys sdwan member

D. diagnose sys sdwan neighbor

Answer: A
NEW QUESTION 3

Refer to the exhibits.
Exhibit A

config system global
set snat-route-change enable
end

Exhibit B

branchl fgt # get router info routing-table all
Codes:t K - karnel;, C - connected; 8 - scatic, R - RIP, B - BGP
o = OSFF, IA = OSPF inter area
N1l = OSPF NS3A external type 1, N2 - OSFF NiI3A external type 2
El - QSPF external type 1, E2 - OSFF external type 2
i=18-13, L1 = I5-13 level-1, 12 - I3-13 lavel-2, ia = I5-15 inter aréa
* - candidate default

ar VRF=0
fo [1/0) wia 182.2.0.2, pored, [1/0)
[1/0] wia 192.2.0.10, porcl [10/0)

puTing
» |

i =

L=l

able £
0,00

Exhibit A shows the source NAT (SNAT) global setting and exhibit B shows the routing table on FortiGate.
Based on the exhibits, which two actions does FortiGate perform on existing sessions established over port2, if the administrator increases the static route priority
on port2 to 20? (Choose two.)

A. FortiGate flags the sessions as dirty.

B. FortiGate continues routing the sessions with no SNAT, over port2.

C. FortiGate performs a route lookup for the original traffic only.

D. FortiGate updates the gateway information of the sessions with SNAT so that they use portl instead of port2.

Answer: BD

NEW QUESTION 4

Which are two benefits of using CLI templates in FortiManager? (Choose two.)
A. You can reference meta fields.

B. You can configure interfaces as SD-WAN members without having to remove references first.
C. You can configure FortiManager to sync local configuration changes made on the managed device, to the CLI template.
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D. You can configure advanced CLI settings.

Answer: AD

NEW QUESTION 5
Refer to the exhibit.

Install Preview of fgtl
Axsigned Devices Igtl froct) o

config vpn ipsec phasel-intecface
mdiT TWPNLT

et type dynamic
et interface “poartl”
set dke-version 2
set dpd on-ldle
set comments TWPM: VPN [Created by IPSEC Tesplate]”
58t propasal aeslSh-shalse
Sot paertype amy
et mode-cig enable
et dpd-retrylnterval &2
st mat-device dlsabls
et add-route disable
it Sutae-dlicovary-tander anabls
3t Ipvd-start-lp 10.19.1218.1
sat lpwd-end-lg 10.00.159.25%2
et lpwd-netdaik 255.255.724.0
set psksecret ERC TETpc Miwilfd ] el Fulnd lckz 1 1P/ LqaEWHE Soa 2 TUB A 71 2e TV LANSAT A VOS5 2wbl/ Thibwhidy
vt Prabwirk-dwerlay afnable
0T network-1d 5

meut h.

end
conflg systes Interface i
€ »

Derariosd

An administrator used the SD-WAN overlay template to prepare an IPsec configuration for a hub-and-spoke SD-WAN topology. The exhibit shows the installation
preview for one FortiGate device. In the exhibit, which statement best describes the configuration applied to the FortiGate device?

A. Itis a hub devic

B. It can send ADVPN shortcut offers.

C. Itis a spoke device that establishes dynamic IPsec tunnels to the hu

D. The subnet range is 10.10.128.0/23.

E. It is a spoke device that establishes dynamic IPsec tunnels to the hu

F. It can send ADVPN shortcut requests.

G. Itis a hub device and will automatically discover the spoke devices that are in the SD- WAN topology.

Answer: C

Explanation:

According to the SD-WAN 7.2 Study Guide, the SD-WAN overlay template simplifies the configuration of IPsec tunnels in a hub-and-spoke topology. The template
defines the following parameters:

? type: dynamic for spokes, static for hubs

? interface: the WAN interface to use for the IPsec tunnel

? network-overlay: enable for spokes, disable for hubs

? network-id: a unique identifier for each spoke

? auto-discovery-sender: enable for hubs, disable for spokes

? auto-discovery-receiver: enable for spokes, disable for hubs Based on the exhibit, the FortiGate device has the following configuration:

? type: dynamic

? interface: portl

? network-overlay: enable

? network-id: 5

? auto-discovery-sender: disable

? auto-discovery-receiver: enable

Therefore, the FortiGate device is a spoke that establishes dynamic IPsec tunnels to the hub. It also has the network-overlay and auto-discovery-receiver options
enabled, which means it can send ADVPN shortcut requests to other spokes when it receives a shortcut offer from the hub

NEW QUESTION 6
Refer to the Exhibits:
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ExhibitA  Exhibit B

Link Status

Check interval 500 ms
Failures before inactive @ @ 3

Restore link after @ 2 check(s)

Actions when Inactive

Update static route @) @)

Exhibit A, which shows the SD-WAN performance SLA and exhibit B shows the health of the participating SD-WAN members.

Based on the exhibits, which statement is correct?

A. The dead member interface stays unavailable until an administrator manually brings the interface back.

B. Port2 needs to wait 500 milliseconds to change the status from alive to dead.
C. Static routes using port2 are active in the routing table.

D. FortiGate has not received three consecutive requests from the SLA server configured for port2.

Answer: C

NEW QUESTION 7
Refer to the exhibit.

Exhibil A

fgt ¥ show vpa ipoecs phasel-interfece T INET 1
config wvpn ipsec phn:a:-;::o:fa:t
adit "I_INET 1"
pat Typs dynamis
aet interface “"poztd
get ike-versicm 2
set keylife ZREQD
aet peertype any
#et net-device disable
set proposal aeal2i-shallE
set add-route disable

set auto-discovery-sender enable
set pakmecret EHC MEEtPGEONLV+xdpledXgiHGiol+Q0ggivgiXb2T T3 EZpSXS
JvioshiNed 1 NEJOJECuggDimiw VG2 LTI oA Y 1 hRaRY 4 t v ve S+ 3CuTnODI 2 cuddany
uzdvaBTHbNrhlfEhbJdytaCag==
naxt
end
Exhibit B

Egt 8§ disg vpn tunnel list nams T INET 1 C
1i8% Lpaes tunnel iamer in vd 0

dst_mtu=) ipj:lank":n weig
tq:E:_:f-i lpwy=gtary
frag-cic man_rtate=(
ept_traffice]l everlay id=(
parent=T_INET 1 index=0
proxyid mun=]l child sum=( refent=é ilast=0 clast=421855%13 ad=/0
stat: rxp=3l txp=0 rxb=12E] txb=a{
dpd: mode=on~demand on=l i1dle=100{{ms retry=3 count=0 seqno=]
nate: modesnone draft=d ipterval=] resote port=Q
fec: egress®) ingress®d
peoxyider INET 1 0 protosl sewl refel sacialw]

Bz G 0-2355.255.255.235:0

= A o
dagws Sxll -
ST WiabaGeasbmadda

Sh: ref=3 options=ll

seqno=1 esn=0 replaywin_lastseqs

0 sofc=0 mtu=li80 explre=17T74/00 replaywin=I044
1 gat=0 rekey=0 hash search len=1

lifer type=01 bytes=0/D rimecu B0
dect sp1=Telléeld esp=aes key=18 B54Tefbd2dliceétifblafld0lfFlad

sh*shal key"20 [0d3ac8lfldle?ofbbelSlE2fScaf{06LlalElhs

enc: ppi=f0RIRddl espiaer keyslé chETIEd5f6aliflelablibiliddqTels

ah®shal key=l0 d0lE2dfefdTad TESAM §IdCaIR0 T 3465151k

dec:pkta/bytes=64/2%60, encipkra/byresad/(

npu_flag=00 npu_rguy=led.l.0.% ape lowy=l00.64.1.9 npu_selid=s dec_npuid=0 enc npuaid=C

nama=T INET 1 0 wer=li serial I00.ed. 1. Pri=2192.2.0. 900 Tun 19=18d.21.0.9 cun idé=::1i.0.0.140

mntf mode=dial inst /] encap=none/T4408 opricns{lizali=npu oguy—chyg

Which two statements about the IPsec VPN configuration and the status of the IPsec VPN tunnel are true? (Choose two.)

A. FortiGate does not install IPsec static routes for remote protected networks in the routing tabl

B. Most Voted
C. The phase 1 configuration supports the network-overlay settin
D. Most Voted

E. FortiGate facilitated the negotiation of the T_INET_1 0 0 ADVPN shortcut over T_INET_1 0.

F. Dead peer detection is disabled.

Answer: AC

NEW QUESTION 8
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Refer to the exhibit.
config system interface
edit “"port2"™
set vdom "root"
set ip 192.2.0.9 255.255.255.248
set allowaccess ping
set type physical
set role wan
set snmp-index 2

set preserve-session-route enable
next

end
Based on the exhibit, which two actions does FortiGate perform on traffic passing through port2? (Choose two.)

A. FortiGate does not change the routing information on existing sessions that use a valid gateway, after a route change.
B. FortiGate performs routing lookups for new sessions only, after a route change.

C. FortiGate always blocks all traffic, after a route change.

D. FortiGate flushes all routing information from the session table, after a route change.

Answer: AB

NEW QUESTION 9
Refer to the exhibit.

config system settings
set firewall-session-dirty check-new
end

Based on the exhibit, which two actions does FortiGate perform on sessions after a firewall policy change? (Choose two.)

A. FortiGate flushes all sessions.

B. FortiGate terminates the old sessions.

C. FortiGate does not change existing sessions.
D. FortiGate evaluates new sessions.

Answer: CD

Explanation:
FortiGate not to flag existing impacted session as dirty by setting firewall-session-dirty to check new. The results is that FortiGate evaluates only new session
against the new firewall policy.

NEW QUESTION 10
Refer to the exhibits.
Exhibit &

conflg duplication
edit 1
set prcaddr "10.0.1.0/24°
set dataddr "10.1.0.0/24"
sat srcincf “porths®
sat datincf “overlay®
sat service “ALL"
set packet-duplication force
next
end

branchl_fgt ¢ diagnose sys sdwan zone
Zome SASE index=2
mambars(0) :
Lone overlay index=4
mambers(3): 19(T_INET_0_0) 20(T_IMET_1_0) 21(T_MPLS_0|
Zone underlay index=1
members(2): 1(portl) 4({portl)
Zone virtuval-wan-link index=1
mesbers () ;

1.274665 pores im 10.0.1.101 -> 10.1.0.7: icmp: echo regueat
1.275788 T_INET 0_0 out 10.0.1.101 -> 10.1.0.7: icmp: echo request
1.275790 T_INET 1 0 out 10.0.1.101 -> 10.1.0.7: icmp: echo requeat
1.275801 T_MPFLS 0 out 10.0.1.101 -> 10.1.0.7: icmp: echo request
1.278365 T _IMET 1 O in 10,1.0.7 => 10.0.1.101: icmp: echo reply
1.278553 portS out 10.1.0.7 => 10.0.1.101: icmp: echo reply

Exhibit B

3.874431 T_INET 1 0 in 10.0.1.101 -> 10.1.0.7: lcmp: echo requeat
3.874630 ports cut 10.0.1.101 -> 10.1.0.7: icmp: echo request
3.874895 T_INET 0 0 in 10.0.1.101 =» 10.1.0.7: icap: echo request
3.875125 T MPLS 0 im 10.0.1.101 -> 10.1.0.7: lemp: echo request
3.875054 ports in 10.1.0.7 => 10.0.1.101: icmp: echo reply
3.875308 T INET 1 0 out 10.1.0.7 => 10.0.1.101: icmp: echo reply

Exhibit A shows the packet duplication rule configuration, the SD-WAN zone status output, and the sniffer output on FortiGate acting as the sender. Exhibit B
shows the sniffer output on a FortiGate acting as the receiver.

The administrator configured packet duplication on both FortiGate devices. The sniffer output on the sender FortiGate shows that FortiGate forwards an ICMP
echo request packet over three overlays, but it only receives one reply packet through T_INET_1_0.

Based on the output shown in the exhibits, which two reasons can cause the observed behavior? (Choose two.)
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A. On the receiver FortiGate, packet-de-duplication is enabled.

B. The ICMP echo request packets sent over T_INET_0_0 and T_MPLS_0 were dropped along the way.
C. The ICMP echo request packets received over T_INET_0_0 and T_MPLS_0 were offloaded to NPU.
D. On the sender FortiGate, duplication-max-num is set to 3.

Answer: AD

NEW QUESTION 10
Which two performance SLA protocols enable you to verify that the server response contains a specific value? (Choose two.)

A. http
B. icmp
C. twamp
D. dns

Answer: AD

Explanation:

Performance SLA (Service Level Agreement) protocols are used in SD-WAN to monitor the quality and performance of various network services. The two
protocols that specifically allow for verifying a specific value in the server response are:

? HTTP (Hypertext Transfer Protocol): HTTP is the foundation of data communication on the World Wide Web. It allows for fetching resources, such as HTML
documents. You can configure an HTTP performance SLA to send specific requests (e.g., GET or POST) and then check if the response body contains a
particular string or value. This is useful for validating web server functionality and content delivery.

? DNS (Domain Name System): DNS is responsible for translating domain names into IP addresses. A DNS performance SLA can be set up to query a specific
domain and verify that the returned IP address or other DNS record values match what is expected. This helps ensure proper name resolution and accessibility of
resources.

NEW QUESTION 15
Which two statements about SLA targets and SD-WAN rules are true? (Choose two.)

A. When configuring an SD-WAN rule, you can select multiple SLA targets of the same performance SLA.

B. SD-WAN rules use SLA targets to check if the preferred members meet the SLA requirements.

C. SLA targets are used only by SD-WAN rules that are configured with Lowest Cost (SLA) or Maximize Bandwidth (SLA) as strategy.
D. Member metrics are measured only if an SLA target is configured.

Answer: BD

NEW QUESTION 18
Which two conclusions for traffic that matches the traffic shaper are true? (Choose two.)

# diagnose f[irewall shaper traffic-shaper list name VolIP Shaper
name VolIP Shaper
maximum-bandwidth 6250 EB/sec
guaranteed-bandwidcth 2500 EB/sec
current-bandwidth 53 EKB/sec
priority 2
yerhead
tos ff
packets dropped 0
bytes dropped 0O

A. The traffic shaper drops packets if the bandwidth is less than 2500 KBps.

B. The measured bandwidth is less than 100 KBps.

C. The traffic shaper drops packets if the bandwidth exceeds 6250 KBps.

D. The traffic shaper limits the bandwidth of each source IP to a maximum of 6250 KBps.

Answer: BC

NEW QUESTION 20
What are two common use cases for remote internet access (RIA)? (Choose two.)

A. Provide direct internet access on spokes
B. Provide internet access through the hub
C. Centralize security inspection on the hub
D. Provide thorough inspection on spokes

Answer: BC

Explanation:

* B. Provide internet access through the hub: This involves routing branch or remote office internet traffic through a central hub, ensuring consistent security
policies and possibly better management of network resources.

* C. Centralize security inspection on the hub: With this approach, all internet-bound traffic from various spokes is inspected at the hub, leveraging centralized
security mechanisms for thorough inspection and policy enforcement.

NEW QUESTION 21
Exhibit.
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sontbyta=388020 revdbyte=38TH5d 1

The exhibit shows VPN event logs on FortiGate. In the output shown in the exhibit, which statement is true?

A. There are no IPsec tunnel statistics log messages for ADVPN cuts.
B. There is one shortcut tunnel built from master tunnel T_MPLS_0.
C. The VPN tunnel T_MPLS_0 is a shortcut tunnel.

D. The master tunnel T_INET_0 cannot accept the ADVPN shortcut.

Answer: B

Explanation:

VPN event logs record the status of VPN tunnels, such as the establishment, termination, or failure of a tunnel. The output includes the following information:
? logid: the log ID number

? type: the log type, either traffic or event

? subtype: the log subtype, either vpn or ipsec

? level: the log level, either error, warning, or notice

? vd: the virtual domain name

? logdesc: the log description

? msg: the log message

? action: the log action, such as tunnel-up, tunnel-down, or tunnel-stats

? remip: the remote IP address

? locip: the local IP address

? remport: the remote port number

? locport: the local port number

? outintf: the outgoing interface name

? cookies: the IKE SA cookies

? user: the user name

? group: the user group name

? useralt: the alternative user name

? xauthuser: the XAuth user name

? authgroup: the XAuth user group hame

? assignip: the assigned IP address

? vpntunnel: the VPN tunnel name

? tunnellip: the tunnel loopback IP address

? tunnelid: the tunnel ID number

? tunneltype: the tunnel type, either ipsec or ssl

? duration: the tunnel duration in seconds

? sentbyte: the number of bytes sent

? rcvdbyte: the number of bytes received

? nextstat: the next statistics interval in seconds

? advpnsc: the ADVPN shortcut flag, either O or 1 Based on the exhibit, the following statement is true:

? There is one shortcut tunnel built from master tunnel T_MPLS_0. This means that the VPN tunnel T_MPLS_0 is a master tunnel that can send ADVPN shortcut
offers to other spokes, and the VPN tunnel T_MPLS_0_0 is a shortcut tunnel that is built from the master tunnel T_MPLS_01. In the exhibit, the log action for
T_MPLS_0 is tunnel-up, and the log action for T_MPLS_0_0 is shortcut-up. The advpnsc flag for T_MPLS_0 is 0, indicating that it is not a shortcut tunnel, while
the advpnsc flag for T_MPLS_0 0 is 1, indicating that it is a shortcut tunnel.

NEW QUESTION 24
Refer to the exhibit.
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branchl_fgt # diagnose sys sdwan service 3

SJervice(3): Address Mode (IPV4) [lags=0x200 usa-shortcut-sla

Gen(5), TOS(0x0/0x0), Protocol (0: 1->E5535), Modelpriority), link-cost-
factor (latency), link-cost-threshold(l0), heath-check (VPN _PING)
Manbars (3) :
1; Seq num(3 T_INET 0 0), alive, latency: 101.349, selected
2: Seq num(4 T_INET 1 0), alive, lacency: 151.275, selected

3: Seq num(5 T MPL3 0), alive, latency: 200.9%84, selected
Src address(l):
10.0.1.0-10.0.1.255

Dast address(l):
10.0.0.0-10.255.255.255

branchl_fgt (3) # show
config service
edic 3
set name "Corp"
set mode prioricy
s&rt dst "Corp-nat”™
sat src "LAN-nat”
set health-check "VPN_PING"
set priority-members 3 4 5
next

and

The exhibit shows the SD-WAN rule status and configuration.

Based on the exhibit, which change in the measured latency will make T_MPLS_0 the new preferred member?

A.When T_INET_0_0O and T_MPLS_0 have the same latency.
B. When T_MPLS_0 has a latency of 100 ms.

C. When T_INET_0_O has a latency of 250 ms.

D. When T_N1PLS_0 has a latency of 80 ms.

Answer: D

NEW QUESTION 25

What are two advantages of using an IPsec recommended template to configure an IPsec tunnel in an hub-and-spoke topology? (Choose two.)

A. It ensures consistent settings between phasel and phase2.
B. It guides the administrator to use Fortinet recommended settings.

C. It automatically install IPsec tunnels to every spoke when they are added to the FortiManager ADOM.
D. The VPN monitor tool provides additional statistics for tunnels defined with an IPsec recommended template.

Answer: AB

Explanation:

The use of an IPsec recommended template offers the advantage of ensuring consistent settings between phasel and phase2 (A), which is essential for the
stability and security of the IPsec tunnel. Additionally, it guides the administrator to use Fortinet's recommended settings (B), which are designed to optimize
performance and security based on Fortinet's best practices. References: The benefits of using IPsec recommended templates are outlined in Fortinet's SD-WAN

documentation, which emphasizes the importance of consistency and adherence to recommended configurations.

NEW QUESTION 28
Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI.

SD-WAN Zones SD-WAN Rules Performance SLAs
EEI Gl Volume Sessions
Download
B portl
B port2
B TNET O
B TUNET 1
BT MPLS
BT HQ
+ Lreate Neawy ™ '
Interfaces = Gateway 5
i virtual-wan-link
e e underlay
¢ ® portl 192202
e ™ port? 192.2.0.10
4] & overlay
& corporate

Based on the exhibit, which statement is true?
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A. You can delete the virtual-wan-link zone because it contains no member.
B. The corporate zone contains no member.

C. You can move portl from the underlay zone to the overlay zone.
D. The overlay zone contains four members.

Answer: B

Explanation:

Based on the exhibit, the "corporate” zone contains no member (B). In the FortiGate GUI, zones without members do not display any interfaces listed under them,
which is the case for the corporate zone in the exhibit. References: This conclusion is based on standard Fortinet GUI interpretation and the operational logic of SD-
WAN zones as per Fortinet's guidelines and user interface standards.

NEW QUESTION 31
In a hub-and-spoke topology, what are two advantages of enabling ADVPN on the IPsec overlays? (Choose two.)

A. It provides the benefits of a full-mesh topology in a hub-and-spoke network.
B. It provides direct connectivity between spokes by creating shortcuts.

C. It enables spokes to bypass the hub during shortcut negotiation.

D. It enables spokes to establish shortcuts to third-party gateways.

Answer: AB

NEW QUESTION 34
Refer to the exhibit.

| id=20085 trace id=847 funce=print pkt detail line=5428 msge"vd-root:0 received a

| packet (proto=6, 10.1.10.1:33920->74.125.195.93:443) from portid. flag [.], seq
52':'155!“5'_{, ack 4141536963, win 22387

| 1d=20085 trace_id=847 func=resolwe_ip_tuple_fast line=5308 mag="Find an existing

| session, id=-000008cl, original direction™

|id=-2l‘JEIEﬂ trace id=847 func=shaper handler line=821 msg="exceedsd shaper limit, drop”

L

Which conclusion about the packet debug flow output is correct?

A. The original traffic exceeded the maximum packets per second of the outgoing interface, and the packet was dropped.
B. The reply traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

C. The original traffic exceeded the maximum bandwidth of the outgoing interface, and the packet was dropped.

D. The original traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

Answer: D

NEW QUESTION 37
Refer to the exhibit.

Edit Performance SLA

Pl VPN _HTTP
1P Version m 1Pty
Prote Mode active  Passive [l
Protocol mrg TCPECHO uorecko RN TwamP Dns TG
Server 10.1.0.7
Port 0
Partic ipants All SD-WAN Members

@ T_INET_1_0

B T _MPLS.O

3 Entries Selected

Erabde Probe Packets L
hittp- got
hitp- match successiully

Based on the exhibit, which two statements are correct about the health of the selected members? (Choose two.)
A. After FortiGate switches to active mode, FortiGate never fails back to passive monitoring.

B. During passive monitoring, FortiGate can’t detect dead members.

C. FortiGate can offload the traffic that is subject to passive monitoring to hardware.

D. FortiGate passively monitors the member if TCP traffic is passing through the member.

Answer: BD

NEW QUESTION 42
Refer to the exhibit.
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config vpn ips
edit "T_INE
set TYP
aat interface “portl®
et keylife 28800
et peertype any
et

= phasel interfacs

javice disable

st proposal aedslid-shalsé

CTVLOBWZ ZHOUKWIEZvFxNEKL L PYNTASAF
OICYRMLWE FEndUGRaT+qvykblVE+Ioy

BEXT

g

Which configuration change is required if the responder FortiGate uses a dynamic routing protocol to exchange routes over IPsec?

A. type must be set to static.

B. mode-cfg must be enabled.

C. exchange-interface-ip must be enabled.
D. add-route must be disabled.

Answer: D

NEW QUESTION 43
Which two statements about SD-WAN central management are true? (Choose two.)

A. The objects are saved in the ADOM common object database.

B. It does not support meta fields.

C. It uses templates to configure SD-WAN on managed devices.

D. It supports normalized interfaces for SD-WAN member configuration.

Answer: AC

Explanation:

Normalized interfaces are not supported for SD-WAN templates. You can create multiple SD-WAN zones and add interface members to the SD-WAN zones. You
must bind the interface members by name to physical interfaces or VPN interfaces.https://docs.fortinet.com/document/fortigate/7.0.0/sd-wan-new-
features/794804/new-sd-wan-template-fmg

NEW QUESTION 47
The SD-WAN overlay template helps to prepare SD-WAN deployments. To complete the tasks performed by the SD-WAN overlay template, the administrator must
perform some post-run tasks. What are three mandatory post-run tasks that must be performed? (Choose three.)

A. Create policy packages for branch devices.

B. Assign an sdwan_id metadata variable to each device (branch and hub}.

C. Configure routing through overlay tunnels created by the SD-WAN overlay template.
D. Assign a branch_id metadata variable to each branch device.

E. Configure SD-WAN rules.

Answer: ABC

NEW QUESTION 51
Refer to the exhibits. Exhibit A -
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Edit Performance SLA

Name Level3_DNS
IP Viersion IPvé

Probe Mode Passive Prefer Passive
Protocol I rceecHo uopEcHO HTTP TW

4221

4222

Participants All SD-WAN Members

‘E

2 Entriey
Enable Probe Packets [ §
SLA Targets @

Link Status
Interval 500 - Milliseconds
Failure Before Inactive 3 v (max 3600)
Restore Link After 2 v max 34600)
Action When Inactive
Update Static Route &
Cascade Interfaces a

Exhibit B -

branchl_fgt # diagnose sys sdwan membsr | gQrop port
Mamberi(l): interface: portl, flags=0x0 , gateway: 192.2.0.2, priorzity: O 1024, weight: O
Menber(2) : interface: port?, flags=0x0 , gateway: 192.2.0.10, prieozity: O 1024, welight: 0

branchl_fgt # ger router Info routing-table all | grep poEt
g 0.0.0.0/0 [1/0] via 192.2.0.2, porel

[1/0] via 192.2.0.10, port2
8.8.8.8/32 [10/0) wia 192.2.0.11, port2
10.0.1.0/24 is directly connectad, portd
172.16.0.0/16 [10/0) wia 172.16.0.2, portd
172.16.0.0/29 is directly connected, portd
1%2.2.0.0/239 la dipectly connscted, portl
192.2.0.8/29 is directly connected, portl
152.168.0.0/24 1a dirsctly connscted, portld

0O 0 W0 e

branchl fgt # diagnose sy= sdwan health-check atatus Levell DNS

Health Check (Levell DNS):

Segi(l portl): statedfalive), packec=-loss{0.000%) latency(l.919), dicter(0.137), bandwidth-
up{10238), bandwidth-dw{l0238), bandwidth-bi(20476) ala map={x0

Seg(d portl): state(alive), packec-loss(0.000%) latency(l.S508), jitter(0.101), bandwidth-
| up (10238), bandwidth-dw(10235), bandwideh-bi{20476) sla map=0xd

Exhibit A shows the SD-WAN performance SLA and exhibit B shows the SD-WAN member status, the routing table, and the performance SLA status.

If port2 is detected dead by FortiGate, what is the expected behavior?

A. Port2 becomes alive after three successful probes are detected.

B. FortiGate removes all static routes for port2.

C. The administrator manually restores the static routes for port2, if port2 becomes alive.
D. Host 8.8.8.8 is reachable through portl and port2.

Answer: B

Explanation:

This is due to Update static route is enable which removes the static route entry referencing the interface if the interface is dead

NEW QUESTION 54
Refer to the exhibit.
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set
set
set
set
set

end

end

L

_end

config router bgp

as 65000

router-id 10.1.0.1
ibgp-multipath enable
additional-path enable
additional-path-select 3

config neighbor-group

edit "Branches INET O"

set interface "T_INET O_O"

set remote-—as 65000

set update-source "T_INET_0_0*"
next
edit "Branches_ INET 1"

set interface "T_INET 1 0"

set remote-as 65000

set update-source "T_INET 1 0®
next
edit "Branches MPLS"

set interface "T_MPLS_O"

set remote-as 65000

set update-source "T MPLS 0"
next

config neighbor-range

edit 1
set prefix 10.201.1.0 255.255.255.0
set neighbor-group "Branches_ INET 0"
next
edit 2
set prefix 10.202.1.0 255.255.255.0
set neighbor-group "Branches INET 1°
next
edit 3
set prefix 10.203.1.0 255.255.255.0
set neighbor-group "Branches MPLS"
next

The exhibit shows the BGP configuration on the hub in a hub-and-spoke topology. The administrator wants BGP to advertise prefixes from spokes to other spokes
over the IPsec overlays, including additional paths. However, when looking at the spoke routing table, the administrator does not see the prefixes from other

spokes and the additional paths.
Based on the exhibit, which three settings must the administrator configure inside each BGP neighbor group so spokes can learn other spokes prefixes and their
additional paths? (Choose three.)

A. Set additional-path to send

B. Enable route-reflector-client

C. Set advertisement-interval to the number of additional paths to advertise
D. Set adv-additional-path to the number of additional paths to advertise

E. Enable soft-reconfiguration

Answer: ABD

NEW QUESTION 56
Refer to the exhibit.
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Create New SD-WAN Interface Member

sequence Number 1

Interface Member

SD-WAN Zone # wvirtual-wan-link
Gateway IP 0.0.00

Cost 0

Status a)

Priority 0

Advanced Options >

Ty

oy

L

Which two SD-WAN template member settings support the use of FortiManager meta fields? (Choose two.)

A. Cost

B. Interface member
C. Priority

D. Gateway IP

Answer: BD

NEW QUESTION 60

Exhibit A shows the firewall policy and exhibit B shows the traffic shaping policy.

exnioita  [Exhioics

Edit Policy
Name @ Internet Access
Incoming interface [l port3

Outgoing interface (&) virtual-wan link

Source = all

+
Destination E all

&
Schedule Ce always
Service & ALL

+
Action

Firewall / Network Options
NAT L @

IP Pool Configuration Use Outgoing Interface Address RUSRelE il

Preserve Source Port (I

Protocol Options | default
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exhibitA | exnioits |

Edit Traffic Shaping Policy

Name inbound_outbound_shaper

Status (1 MECEIC I @ Disabled

Comments | Write a comment... L 61951

If Traffic Matches:

Source = all X
+ i
Destination = all X
+
Schedule (B
Service &) ALL X
+
Application @ &
URL Category Streaming Media and Download X
+
Then:
Action LYl IS ET Tl Assign Shaping Class ID
Outgoing interface virtual-wan link X
+
Shared shaper @) guarantee-10mbps v

The traffic shaping policy is being applied to all outbound traffic; however, inbound traffic is not being evaluated by the shaping policy.
Based on the exhibits, what configuration change must be made in which policy so that traffic shaping can be applied to inbound traffic?

A. Create a new firewall policy, and the select the SD-WAN zone as Incoming Interface.

B. In the traffic shaping policy, select Assign Shaping Class ID as Action.

C. In the firewall policy, select Proxy-based as Inspection Mode.

D. In the traffic shaping policy, enable Reverse shaper, and then select the traffic shaper to use.

Answer: D

NEW QUESTION 61
Which CLI command do you use to perform real-time troubleshooting for ADVPN negotiation?

A. get router info routing-table all
B. diagnose debug application ike
C. diagnose vpn tunnel list

D. get ipsec tunnel list

Answer: B

Explanation:

IKE real-time debug - useful when debugging ADVPN shortcut messages and spoke-to- spoke negotiations.
« diagnose debug console timestamp enable

« diagnose vpn ike log filter clear

« diagnose vpn ike log filter mdst-addr4 <ip.of.hub> <ip.of.spoke>

« diagnose debug application ike -1

« diagnose debug enable

NEW QUESTION 63
Refer to the exhibit.
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config vpn ipsec phasel-interface

edit “FIRST VEN”
set type dynamic
set interface “portl”
set peertype any
set proposal aesl28-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “first-group”
set psksecret fortinetl

next

edit “SECOND VPN”
set type dynamic
set interface “portl”
set peertype any
set proposal aesl28-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “second-group”
set psksecret fortinet2

next

edit

FortiGate has multiple dial-up VPN interfaces incoming on portl that match only FIRST_VPN.
Which two configuration changes must be made to both IPsec VPN interfaces to allow incoming connections to match all possible IPsec dial-up interfaces?
(Choose two.)

A. Specify a unique peer ID for each dial-up VPN interface.
B. Use different proposals are used between the interfaces.
C. Configure the IKE mode to be aggressive mode.

D. Use unique Diffie Hellman groups on each VPN interface.

Answer: AC

NEW QUESTION 65
Which statement about using BGP routes in SD-WAN is true?

A. Learned routes can be used as dynamic destinations in SD-WAN rules.
B. You must use BGP to route traffic for both overlay and underlay links.
C. You must configure AS path prepending.

D. You must use external BGP.

Answer: A

NEW QUESTION 68
Refer to the exhibit.

$§ diagnose firewall shaper per-ip-shaper list
name FTP SM
maximum-bandwidth 625 KB/sec
maximum-concurrent—-session 5
tos ff/ff
packets dropped 65
bytes dropped 81040
addr=10.1.0.1 status: bps=0 ses=1
addr=10.1.0.100 status: bps=0 ses=1
addr=10.1.10.1 status: bps=1656 ses=3
Which are two expected behaviors of the traffic that matches the traffic shaper? (Choose two.)

A. The number of simultaneous connections among all source IP addresses cannot exceed five connections.

B. The traffic shaper limits the combined bandwidth of all connections to a maximum of 5 MB/sec.

C. The number of simultaneous connections allowed for each source IP address cannot exceed five connections.
D. The traffic shaper limits the bandwidth of each source IP address to a maximum of 625 KB/sec.

Answer: CD
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NEW QUESTION 71
Which two statements reflect the benefits of implementing the ADVPN solution to replace conventional VPN topologies? (Choose two.)

A. It creates redundant tunnels between hub-and-spokes, in case failure takes place on the primary links.
B. It dynamically assigns cost and weight between the hub and the spokes, based on the physical distance.
C. It ensures that spoke-to-spoke traffic no longer needs to flow through the tunnels through the hub.

D. It provides direct connectivity between all sites by creating on-demand tunnels betweenspokes.

Answer: CD

NEW QUESTION 75
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