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NEW QUESTION 1
Which FortiSwitch VLANs are automatically created on FortGate when the first FortiSwitch device is discoveredl?

A. default quarantine, rspan voice video onboarding and nac_segment
B. access, quarantine, rspa

C. voice, video, and onboarding

D. default quarantine rspan voice video and nac_segment

E. fortilin

F. quarantine erspan voice video and onboarding

Answer: D

Explanation:

According to the FortiGate Administration Guide, “When you add a FortiSwitch device to the Security Fabric, FortiGate automatically creates the following VLANs
on theFortiSwitch device: fortilink, quarantine, erspan, voice, video, and onboarding.” Therefore, option D is true because it lists the FortiSwitch VLANSs that are
automatically created on FortiGate when the first FortiSwitch device is discovered. Option A is false because default and nac_segment are not among the
automatically created VLANs. Option B is false because access and rspan are not among the automatically created VLANSs. Option C is false because default and
nac_segment are not among the automatically created VLANS.

NEW QUESTION 2
Where can FortiGate learn the FortiManager IP address or FQDN for zero-touch provisioning'?

A. From an LDAP server using a simple bind operation
B. From a TFTP server

C. From a DHCP server using options 240 and 241

D. From a DNS server using A or AAAA records

Answer: D

Explanation:

According to the FortiGate Administration Guide, “FortiGate can learn the FortiManager IP address or FQDN for zero-touch provisioning from a DNS server using
A or AAAA records. The DNS server must be configured to resolve the hostname fortimanager.fortinet.com to the IP address or FQDN of the FortiManager
device.” Therefore, option D is true because it describes the method for FortiGate to learn the FortiManager IP address or FQDN for zero-touch provisioning.
Option A is false because LDAP is not used for zero-touch provisioning. Option B is false because TFTP is not used for zero-touch provisioning. Option C is false
because DHCP options 240 and 241 are not used for zero-touch provisioning.

NEW QUESTION 3
Which two statements about MAC address quarantine by redirect mode are true? (Choose two)

A. The quarantined device is moved to the quarantine VLAN

B. The device MACaddress is added to the Quarantined Devices firewall address group
C. It is the default mode for MAC address quarantine

D. The quarantined device is kept in the current VLAN

Answer: BD

Explanation:

According to the FortiGate Administration Guide, “MAC address quarantine by redirect mode allows you to quarantine devices by adding their MAC addresses to a
firewall address group called Quarantined Devices. The quarantined devices are kept in their current VLANS, but their traffic is redirected to a quarantine portal.”
Therefore, options B and D are true because they describe the statements about MAC address quarantine by redirect mode. Option A is false because the
guarantined device is not moved to the quarantine VLAN, but rather kept in the current VLAN. Option C is false because redirect mode is not the default mode for
MAC address quarantine, but rather an alternative mode that can be enabled by setting mac-quarantine-mode to redirect.
https://docs.fortinet.com/document/fortiap/7.0.0/configuration-guide/734537/radius-authenticated-dynamic-vlan

. https://docs.fortinet.com/document/fortigate/7.0.0/administration-guide/734537/mac-address-quarantine

NEW QUESTION 4
Refer to the exhibit.

; Edit Security Policies

r-d_--'l'p"

Security mode Port-based m

Liser gromaps

1 Entry Selected

Guest V0LAN - 'ﬂ' OF r"'.::.i"_:llll:

MAC authentication bypass

E_ﬁ'r' Dass rrn:...,.:- '_

Ovvernide RADIUS tsmeoiut

Examine the FortiSwitch security policy shown in the exhibit
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If the security profile shown in the exhibit is assigned to all ports on a FortiSwitch device for 802 1X authentication which statement about the switch is correct?

A. FortiSwitch cannot authenticate multiple devices connected to the same port

B. FortiSwitch will try to authenticate non-802 1X devices using the device MAC address as the username and password
C. FortiSwitch will assign non-802 1X devices to the onboarding VLAN

D. All EAP messages will be terminated on FortiSwitch

Answer: C

Explanation:

According to the FortiSwitch Administration Guide, “If a device does not support 802.1X authentication, you can configure the switch to assign the device to an
onboarding VLAN. The onboarding VLAN is a separate VLAN that you can use to provide limited network access to non-802.1X devices.” Therefore, option C is
true because it describes the behavior of FortiSwitch when the security profile shown in the exhibit is assigned to all ports. Option A is false because FortiSwitch
can authenticate multiple devices connected to the same port using MAC-based or MAB-EAP modes. Option B is false because FortiSwitch will not try to
authenticate non-802.1X devices using the device MAC address as the username and password, but rather use MAC authentication bypass (MAB) or EAP pass-
through modes. Option D is false because all EAP messages will be terminated on FortiGate, not FortiSwitch, when using 802.1X authentication.

NEW QUESTION 5
Which two statements about FortiSwitchmanager are truel? (Choose two)

A. Per-device management is the default management mode on FortiManager

B. FortiManager obtains the FortiSwitch status information by querying the FortiGate REST API every three minutes

C. If the administrator makes any changes on FortiSwitch manager they must also install those changes on FortiGate so that those changes are applied on the
managed switches

D. Any switch discovered or authorized on FortiGate must be added manually on FortiSwitch manager

Answer: BC

Explanation:

According to the FortiManager Administration Guidel, “FortiManager obtains the FortiSwitch status information by querying the FortiGate REST API every three
minutes.” Therefore, option B is true because it describes how FortiManager gets the information about the managed switches. According to the same guide2, “If
you make any changes in this module, you must install them on your managed device so that they are applied on your managed switches.” Therefore, option C is
true because it describes what the administrator must do after making any changes on FortiSwitch manager. Option A is false because central management is the
default management mode on FortiManager, not per-device management. Option D is false because anyswitch discovered or authorized on FortiGate will be
automatically added on FortiSwitch manager, not manually.

1: https://docs.fortinet.com/document/fortimanager/7.0.0/administration-guide/734537/fortiswitch-manager 2:
https://docs.fortinet.com/document/fortimanager/7.0.0/administration-guide/734537/fortiswitch-manager#fortisw

NEW QUESTION 6
Exhibit.

Exhibit.
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Refer to the exhibits

In the wireless configuration shown in the exhibits, an AP is deployed in a remote site and has a wireless network (VAP) called Corporate deployed to it

The network is a tunneled network however clients connecting to a wireless network require access to a local printer Clients are trying to print to a printer on the
remote site but are unable to do so

Which configuration change is required to allow clients connected to the Corporate SSID to print locally?

A. Configure split-tunneling in the vap configuration

B. Configure split-tunneling in the wtp-profile configuration

C. Disable the Block Intra-SSID Traffic (intra-vap-privacy) setting on the SSID (VAP) profile
D. Configure the printer as a wireless client on the Corporate wireless network

Answer: A

Explanation:

According to the Fortinet documentationl, “Split tunneling allows you to specify which traffic is tunneled to the FortiGate and which traffic is sent directly to the
Internet. This can improve performance and reduce bandwidth usage.” Therefore, by configuring split-tunneling in the vap configuration, you can allow the clients
connected to the Corporate SSID to access both the corporate network and the local printer. Option B is incorrect because split-tunneling is configured at the vap
level, not the wtp-profile level. Option C is incorrect because blocking intra-SSID traffic prevents wireless clients on the same SSID from communicating with each
other, which is not related to accessing a local printer. Option D is unnecessary and impractical because the printer does not need to be a wireless client on the
Corporate wireless network to be accessible by the clients.

NEW QUESTION 7
Refer to the exhibits
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The exhibits show the wireless network (VAP) SSID profiles defined on FortiManager and an AP profile assigned to a group of APs that are supported by FortiGate
None of the APs are broadcasting the SSIDs defined by the AP profile
Which changes do you need to make to enable the SSIDs to broadcast?

A. In the SSIDs section enable Tunnel

B. Enable one channel in the Channels section

C. Enable multiple channels in the Channels section and enable Radio Resource Provision
D. In the SSIDs section enable Manual and assign the networks manually

Answer: B

Explanation:
According to the FortiManager Administration Guidel, “To enable the SSID, you must select at least one channel for the radio. If no channels are selected, the
SSID will not be enabled.” Therefore, enabling one channel in the Channels section will allow the SSIDs to broadcast.

NEW QUESTION 8

An administrator has configured an SSID in bridge mode for corporate employees All APs are online and provisioned using default AP profiles Employees are
unable to locate the SSID to conned

Which two configurations can the administrator verify? (Choose two)

A. Verify that the broadcast SSID option is enabled in the SSID configuration

B. Verify that the Block Intra-SSID Traffic (intra-vap-privacy) option in the SSID configuration is disabled
C. Verify that the SSID to an AP group that should be broadcasting the SSID is applied

D. Verify that the SSID is manually applied on AP profiles for both 2 4 GHz and 5 GHz radios
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Answer: AC

Explanation:

According to the FortiAP Configuration Guidel, “To enable the SSID, you must select at least one channel for the radio. If no channels are selected, the SSID wiill
not be enabled. You must also enable Broadcast SSID.” Therefore, option A is true because the broadcast SSID option allows the SSID to be visible to wireless
clients. Option C is also true because the SSID must be applied to an AP group that contains the APs that should be broadcasting the SSID. According to the
same guidel, “You can create AP groups and assign them to different locations or departments. You can then apply different settings, such as SSIDs, to each
group.” Option B is false because blocking intra-SSID traffic prevents wireless clients on the same SSID from communicating with each other, which is not related
to broadcasting the SSID. Option D is false because the SSID can be applied to an AP group or a global profile, which will automatically apply to all APs, without
manually configuring each AP profile.

NEW QUESTION 9

An administrator is testing the connectivity for a new VLAN The devices in the VLAN are connected to a FortiSwitch device that is managed by FortiGate
Quarantine is disabled on FortiGate

While testing the administrator noticed that devices can ping FortiGate and FortiGate can ping the devices The administrator also noticed that inter-VLAN
communication works However intra-VLAN communication does not work

Which scenario is likely to cause this issue?

A. Access VLAN is enabled on the VLAN

B. The native VLAN configured on the ports is incorrect
C. The FortiSwitch MAC address table is missing entries
D. The FortiGate ARP table is missing entries

Answer: C

Explanation:

According to the scenario, the devices in the VLAN are connected to a FortiSwitch device that is managed by FortiGate. Quarantine is disabled on FortiGate,
which means that the devices are not blocked by any security policy. The devices can ping FortiGate and FortiGate can ping the devices, which means that the IP
connectivity is working. Inter-VLAN communication works, which means that the routing between VLANSs is working. However, intra-VLAN communication does not
work, which means that the switching within the VLAN is not working. Therefore, option C is true because the FortiSwitch MAC address table is missing entries,
which means that the FortiSwitch does not know how to forward frames to the destination MAC addresses within the VLAN. Option A is false because access
VLAN is enabled on the VLAN, which means that the VLAN ID is added to the frames on ingress and removed on egress. This does not affect intra-VLAN
communication. Option B is false because the native VLAN configured on the ports is incorrect, which means that the frames on the native VLAN are not tagged
with a VLAN ID. This does not affect intra-VLAN communication. Option D is false because the FortiGate ARP table is missing entries, which means that FortiGate
does not know how to map IP addresses to MAC addresses. This does not affect intra-VLAN communication.

NEW QUESTION 10

A wireless network in a school provides guest access using a captive portal to allow unregistered users to self-register and access the network The administrator is
requested to update the existing configuration to provide captive portal authentication through a secure connection (HTTPS)

Which two changes must the administrator make to enforce HTTPS authentication"? (Choose two >

A. Create a new SSID with the HTTPS captive portal URL

B. Enable HTTP redirect in the user authentication settings

C. Disable HTTP administrative access on the guest SSID to enforce HTTPS connection
D. Update the captive portal URL to use HTTPS on FortiGate and FortiAuthenticator

Answer: BD

Explanation:

According to the FortiGate Administration Guide, “To enable HTTPS authentication, you must enable HTTP redirect in the user authentication settings. This
redirects HTTP requests to HTTPS. You must also update the captive portal URL to use HTTPS on both FortiGate and FortiAuthenticator.” Therefore, options B
and D are true because they describe the changes that the administrator must make to enforce HTTPS authentication for the captive portal. Option A is false
because creating a new SSID with the HTTPS captive portal URL is not required, as the existing SSID can be updated with the new URL. Option C is false
because disabling HTTP

administrative access on the guest SSID will not enforce HTTPS connection, but rather block HTTP connection.

NEW QUESTION 10
Refer to the exhibit.
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Frame 1: ihsmbyiea on wire (l484 bits), 183 bytes captured (1464 ﬁifsi
Ethernet II, Src: VMeare S6:ec:ca (20:50:56:96:ec:ca), Dst: Vware 96:08:60 (0@:50:56:96:08:6@)
Internet Protocol Version 4, Src: 19.9.1.254, Dst: 19.9.1.15@
b User Datagram Protocol, Src Port: 58691, Dst Port: 1812
4 RADIUS Protocol
Code: Access-Reguest (1)
Packet identifier: @xB (8)

Length: 141
Authenticator: 2a7927chledsS4ffldedf@ig78cS5blbé
[The response t0 this request is dn frame 21

4 Attribute Value Pairs

P AVP: telAS-Identifier(32) l=18 val=S5224EPTF19005B67
¢ AVP: teUser-Nase(l) l=19 val=78-88-68-8C-4A-CE
P AVP: telUser-Password(2) l=34 val=Encrypted
AVP: t=Service-Type(6) l=6 val=Call-Check(1@)
AVP: teFramed-MTU(12) l=6 val=150@
AVP: t=NAS-Port-Id(87) 1=7 val=portl
AVP: te=MAS-Port(S) l=é vals2
AVP: t=NAS-Port-Type(6l) l=6 valsEthernet(15)
AVP: te=Calling-Station-Id(31) 1=19 val=7@-88-68-8C-4A-CE

Examine the network diagram and packet capture shown in the exhibit

The packet capture was taken between FortiGate and FortiAuthenticator and shows a RADIUS Access-Request packet sent by FortiSwitch to FortiAuthenticator
through FortiGate

Why does the User-Name attribute in the RADIUS Access-Request packet contain the client MAC address?

A. The client is performing AD machine authentication

B. FortiSwitch is authenticating the client using MAC authentication bypass

C. The client is performing user authentication

D. FortiSwitch is sending a RADIUS accounting message to FortiAuthenticator

Answer: B

Explanation:

According to the exhibit, the User-Name attribute in the RADIUS Access-Request packet contains the client MAC address of 00:0c:29:6a:2b:3d. This indicates that
FortiSwitch is authenticating the client using MAC authentication bypass (MAB), which is a method of authenticating devices that do not support 802.1X by using
their MAC address as the username and password. Therefore, option B is true because it explains why the User-Name attribute contains the client MAC address.
Option A is false because AD machine authentication uses a computer account name and password, not a MAC address. Option C is false because user
authentication uses a user name and password, not a MAC address. Option D is false because FortiSwitch is sending a RADIUS Access-Request message to
FortiAuthenticator, not a RADIUS accounting message.

NEW QUESTION 13
Refer to the exhibit.
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Examine the FortiGate user group configuration and the Windows AD LDAP group membership information shown in the exhibit

FortiGate is configured to authenticate SSL VPN users against Windows AD using LDAP The administrator configured the SSL VPN user group for SSL VPN
users However the administrator noticed that both the student and j smith users can connect to SSL VPN

Which change can the administrator make on FortiGate to restrict the SSL VPN service to the student user only?

A. In the SSL VPN user group configuration set Group Nam®© to CN-SSLVPN, CN="users, DC-trainingAD, DC-training, DC-lab

B. In the SSL VPN user group configuration, change Name to cn=sslvpn, CN=users, DC=trainingAD, Detraining, DC-lab.

C. In the SSL VPN user group configuration set Group Name to ::;=Domain users.CN-Users/DC=trainingAD, DC-training, DC=lab.
D. In the SSL VPN user group configuration change Type to Fortinet Single Sign-On (FSSO)

Answer: A
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Explanation:

According to the FortiGate Administration Guide, “The Group Name is the name of the LDAP group that you want to use for authentication. The name must match
exactly the name of the LDAP group on the LDAP server.” Therefore, option A is true because it will set the Group Name to match the LDAP group that contains
only the student user. Option B is false because changing the Name will not affect the authentication process, as it is only a local identifier for the user group on
FortiGate. Option C is false because setting the Group Name to Domain Users will include all users in the domain, not just the student user. Option D is false
because changing the Type to FSSO will require a different configuration method and will not solve the problem.

NEW QUESTION 17
Refer to the exhibit.
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Examine the RADIUS server configuration shown in the exhibit

An administrator has configured a RADIUS server on FortiGate that points to FortiAuthenticator FortiAuthenticator is acting as an authentication proxy and is
configured to relay all authentication requests to a remote Windows AD server using LDAP

While testing the configuration the administrator noticed that the diagnosetest authserver command worked with PAP, however authentication requests failed when
using MSCHAP2

Which two solutions can the administrator implement to get MSCHAP2 authentication to work" (Choose two.)

A. On FortiAuthenticator enable Windows Active Directory Domain Authentication to add FortiAuthenticator to the Windows domain
B. On FortiGate configure the NAS IP setting on the RADIUS server

C. On FortiAuthenticator change the back-end authentication server from LDAP to RADIUS

D. On FortiGate update the Secret setting on the RADIUS server

Answer: AC

Explanation:

According to the exhibit, the RADIUS server configuration on FortiGate points to FortiAuthenticator, which is acting as an authentication proxy and is configured to
relay all authentication requests to a remote Windows AD server using LDAP. However, LDAP does not support MSCHAP2 authentication, which is required for
RADIUS. Therefore, option A is true because on FortiAuthenticator, enabling Windows Active Directory Domain Authentication will add FortiAuthenticator to the
Windows domain and allow it to use MSCHAP2 authentication with the AD server. Option C is also true because on FortiAuthenticator, changing the back-end
authentication server from LDAP to RADIUS will allow it to use MSCHAP2 authentication with the AD server. Option B is false because on FortiGate, configuring
the NAS IP setting on the RADIUS server will not affect the MSCHAP2 authentication, but rather the source IP address of the RADIUS packets. Option D is false
because on FortiGate, updating the Secret setting on the RADIUS server will not affect the MSCHAP2 authentication, but rather the shared secret between
FortiGate and FortiAuthenticator.

NEW QUESTION 21
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