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NEW QUESTION 1
How does your FortiWeb configuration differ if the FortiWweb is upstream of the SNAT device instead of downstream of the SNAT device?

A. You must enable the “Use” X-Forwarded-For: option.

B. Fortiweb must be set for Transparent Mode

C. No special configuration required

D. You must enable “Add” X-Forwarded-For: instead of the “Use” X-Forwarded-For: option.

Answer: D

NEW QUESTION 2
A client is trying to start a session from a page that should normally be accessible only after they have logged in.
When a start page rule detects the invalid session access, what can FortiwWeb do? (Choose three.)

A. Reply with a “403 Forbidden” HTTP error

B. Allow the page access, but log the violation

C. Automatically redirect the client to the login page

D. Display an access policy message, then allow the client to continue, redirecting them to their requested page
E. Prompt the client to authenticate

Answer: ABC

NEW QUESTION 3
You've configured an authentication rule with delegation enabled on Fortiweb. What happens when a user tries to access the web application?

A. FrotiWeb redirects users to a FortiAuthenticator page, then if the user authenticates successfully, FortiGate signals to FortiWeb to allow access to the web app
B. ForitWeb redirects the user to the web app’s authentication page

C. Fortiweb forwards the HTTP challenge from the server to the client, then monitors the reply, allowing access if the user authenticates successfully

D. FortiWeb replies with a HTTP challenge of behalf of the server, the if the user authenticates successfully, Fortiweb allows the request and also includes
credentials in the request that it forwards to the web app

Answer: A

NEW QUESTION 4

An e-commerce web app is used by small businesses. Clients often access it from offices behind a router, where clients are on an IPv4 private network LAN. You
need to protect the web application from denial of service attacks that use request floods.

What FortiWeb feature should you configure?

A. Enable “Shared IP” and configure the separate rate limits for requests from NATted source IPs.

B. Configure FortiWeb to use “X-Forwarded-For:” headers to find each client’s private network IP, and to block attacks using that.
C. Enable SYN cookies.

D. Configure a server policy that matches requests from shared Internet connections.

Answer: C

NEW QUESTION 5
When FortiWeb triggers a redirect action, which two HTTP codes does it send to the client to inform the browser of the new URL? (Choose two.)

A. 403
B. 302
C.301
D. 404

Answer: BC

NEW QUESTION 6

How does offloading compression to FortiWeb benefit your network?
A. free up resources on the database server

B. Free up resources on the web server

C. reduces file size on the client’s storage

D. free up resources on the FortiGate

Answer: B

NEW QUESTION 7

What role does FortiWeb play in ensuring PCI DSS compliance?
A. It provides the ability to securely process cash transactions.
B. It provides the required SQL server protection.

C. It provides the WAF required by PCI.

D. It provides credit card processing capabilities.

Answer: C
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NEW QUESTION 8

You are using HTTP content routing on FortiWeb. You want requests for web application A to be forwarded to a cluster of web servers, which all host the same

web application. You want requests for web application B to be forwarded to a different, single web server.
Which statement about this solution is true?

A. The server policy applies the same protection profile to all of its protected web applications.
B. You must put the single web server in to a server pool, in order to use it with HTTP content routing.

C. You must chain policies so that requests for web application A go to the virtual server for policy A, and requests for web application B go to the virtual server for

policy B.
D. Static or policy-based routes are not required.

Answer: D

NEW QUESTION 9

When generating a protection configuration from an auto learning report what critical step must you do before generating the final protection configuration?

A. Restart the FortiWeb to clear the caches

B. Drill down in the report to correct any false positives.
C. Activate the report to create t profile

D. Take the FortiWeb offline to apply the profile

Answer: B

NEW QUESTION 10
Review the following configuration:

config waf machine-learning-policy
dit 1

set sample-limit-by-1ip 0O

next

end

What is the expected result of this configuration setting?

A. When machine learning (ML) is in its collecting phase, Fortiweb will accept an unlimited number of samples from the same source IP address.
B. When machine learning (ML) is in its running phase, Fortiweb will accept an unlimited number of samples from the same source IP address.

C. When machine learning (ML) is in its collecting phase, Fortiweb will not accept any samples from any source IP addresses.

D. When machine learning (ML) is in its running phase, FortiWeb will accept a set number of samples from the same source IP address.

Answer: A

NEW QUESTION 10
Refer to the exhibit.

Fall-open Setting

port3-port4 2TEe i &t (0)ill PowerOff-Bypass

portS-portt PowerOff-CutOff

Based on the configuration, what would happen if this FortiWeb were to lose power? (Choose two.)
A. Traffic that passes between port5 and port6 will be inspected.

B. Traffic will be interrupted between port3 and port4.

C. All traffic will be interrupted.

D. Traffic will pass between port5 and port6 uninspected.

Answer: BD

NEW QUESTION 14

A client is trying to start a session from a page that would normally be accessible only after the client has logged in.

When a start page rule detects the invalid session access, what can FortiWeb do? (Choose three.)

A. Display an access policy message, then allow the client to continue
B. Redirect the client to the login page

C. Allow the page access, but log the violation

D. Prompt the client to authenticate

E. Reply with a 403 Forbidden HTTP error

Answer: BCE
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NEW QUESTION 17
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