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NEW QUESTION 1
An OT supervisor needs to protect their network by implementing security with an industrial signature database on the FortiGate device.
Which statement about the industrial signature database on FortiGate is true?

A. A supervisor must purchase an industrial signature database and import it to the FortiGate.
B. An administrator must create their own database using custom signatures.

C. By default, the industrial database is enabled.

D. A supervisor can enable it through the FortiGate CLI.

Answer: D

NEW QUESTION 2

An OT administrator has configured FSSO and local firewall authentication. A user who is part of a user group is not prompted from credentials during
authentication.

What is a possible reason?

A. FortiGate determined the user by passive authentication

B. The user was determined by Security Fabric

C. Two-factor authentication is not configured with RADIUS authentication method
D. FortiNAC determined the user by DHCP fingerprint method

Answer: D

NEW QUESTION 3
Refer to the exhibit.

Active Rules » Windows Installed Patches = Router/Switch Image Distribution x

Back Export i
Device Name Device Type Vendor Device Type Model Device Hardware Model Device Image File Count
C1700-advsecurnityk9-
1760 ?
SJ-QA-AIDS-JunOffice  Cisco 105 mz 123.8 T4 bin 1
L 572033
SJ-Main-Cat6500 Cisco 10S WS5-Ce309 advipservicesk®_wan- 1

mz 122.33.5XI11 bin

ph-network-3560_1 Cisco 105 WS-C35606G-48P5.S c3560-advipsericeskd- 4
mz 122-25 SEE4.bin

An OT administrator ran a report to identify device inventory in an OT network. Based on the report results, which report was run?

A. A FortiSIEM CMDB report

B. A FortiAnalyzer device report
C. A FortiSIEM incident report
D. A FortiSIEM analytics report

Answer: A

NEW QUESTION 4
Which three Fortinet products can be used for device identification in an OT industrial control system (ICS)? (Choose three.)

A. FortiNAC
B. FortiManager
C. FortiAnalyzer
D. FortiSIEM
E. FortiGate

Answer: ACD

NEW QUESTION 5

An OT network administrator is trying to implement active authentication. Which two methods should the administrator use to achieve this? (Choose two.)
A. Two-factor authentication on FortiAuthenticator

B. Role-based authentication on FortiNAC

C. FSSO authentication on FortiGate

D. Local authentication on FortiGate

Answer: AB

NEW QUESTION 6
Refer to the exhibit
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Firewall

In the topology shown in the exhibit, both PLCs can communicate directly with each other, without going
through the firewall.
Which statement about the topology is true?

A. PLCs use IEEE802.1Q protocol to communicate each other.

B. An administrator can create firewall policies in the switch to secure between PLCs.
C. This integration solution expands VLAN capabilities from Layer 2 to Layer 3.

D. There is no micro-segmentation in this topology.

Answer: D

NEW QUESTION 7
Refer to the exhibit.

Name - Type = IP/Netmask = VLAN ID =
m Sport = Physical Interface 10.200.1.1/255.255.255.0
. aport1-vian10 & VLAN 10.1.10.1/255.255.2550 10
~+ @ portl-viani @ VLAN 10.200.5.1/255.255.2550 1

= port10 ™ Physical Interface  10.0.11.1/255.255 2550

- = por2 ™ Physical Intefface  10.200.2 1/255 2552550
-+ @port2-vian10 & VLAN 10.0.10.1/255.255.255.0 10
L+ @pot2viani @VLAN 10.05.1/2552552550 1

Which statement about the interfaces shown in the exhibit is true?

A. port2, port2-vlan10, and port2-vlanl are part of the software switch interface.
B. The VLAN ID of portl-vlanl can be changed to the VLAN ID 10.

C. portl-vlan10 and port2-vlan10 are part of the same broadcast domain

D. portl, portl-vlan10, and portl-vlanl are in different broadcast domains

Answer: D

NEW QUESTION 8
Which three criteria can a FortiGate device use to look for a matching firewall policy to process traffic? (Choose three.)

A. Services defined in the firewall policy.

B. Source defined as internet services in the firewall policy

C. Lowest to highest policy ID number

D. Destination defined as internet services in the firewall policy
E. Highest to lowest priority defined in the firewall policy
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Answer: ABD

NEW QUESTION 9

What can be assigned using network access control policies?
A. Layer 3 polling intervals

B. FortiNAC device polling methods

C. Logical networks

D. Profiling rules

Answer: D

NEW QUESTION 10
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