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NEW QUESTION 1
A company has a Prisma Access deployment for mobile users in North America and Europe. Service connections are deployed to the data centers on these
continents, and the data centers are connected by private links.
With default routing mode, which action will verify that traffic being delivered to mobile users traverses the service connection in the appropriate regions?

A. Configure BGP on the customer premises equipment (CPE) to prefer the assigned community string attribute on the mobile user prefixes in its respective
Prisma Access region.
B. Configure each service connection to filter out the mobile user pool prefixes from the other region in the advertisements to the data center.
C. Configure BGP on the customer premises equipment (CPE) to prefer the MED attribute on the mobile user prefixes in its respective Prisma Access region.
D. Configure each service connection to prepend the BGP ASN five times for mobile user pool prefixes originating from the other region.

Answer: B

NEW QUESTION 2
During a deployment of Prisma Access (Managed by Strata Cloud Manager) for mobile users, a SAML authentication type and authentication profile in the Cloud
Identity Engine application is successfully created.
Using this SAML authentication, what is a valid next step to configure authentication for mobile users?

A. Perform a full commit to Strata Cloud Manager so the Cloud Identity Engine profiles get synchronized from the application.
B. Permit the Cloud Identity Engine service account RBAC access to the mobile user folder in Strata Cloud Manager.
C. In Strata Cloud Manager, create a new authentication type of ??Cloud Identity Engine.??
D. Create a SAML authentication profile in Strata Cloud Manager and link it to the Cloud Identity Engine profile.

Answer: D

NEW QUESTION 3
All mobile users are unable to authenticate to Prisma Access (Managed by Strata Cloud Manager) using SAML authentication through the Cloud Identity Engine.
Users report that after entering their credentials on the Identity Provider (IdP) login page, they are redirected to the Prisma Access portal without successful
authentication, and they receive this error message:
Error: Prisma Access Portal Authentication Failed using CIE-SAML with message ??400 Bad Request??
Which action will identify the root cause of this error?

A. Verify the SAML metadata configuration in both Strata Cloud Manager and the IdP portal to confirm that the endpoint URLs and certificates are correctly
configured.
B. Examine the Security policy rules in Prisma Access to ensure that traffic from the IdP is allowed and not blocked.
C. Verify the SAML metadata configuration in both the Cloud Identity Engine and the IdP portal to confirm that the endpoint URLs and certificates are correctly
configured.
D. Review the Authentication logs in Strata Cloud Manager to check for any SAML error messages or authentication failures.

Answer: C

NEW QUESTION 4
What must be configured to accurately report an application's availability when onboarding a discovered application for ZTNA Connector?

A. icmp ping
B. https ping
C. tcp ping
D. udp ping

Answer: C

NEW QUESTION 5
What is the flow impact of updating the Cloud Services plugin on existing traffic flows in Prisma Access?

A. They willexperience latency during the plugin upgrade process.
B. They will automatically terminate when the upgrade begins.
C. They will be unaffected because the plugin upgrade is transparent to users.
D. They will be unaffected only if Panorama is deployed in high availability (HA) mode.

Answer: C

NEW QUESTION 6
A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users, branch locations, and business-to- business (B2B)
partners to their data centers.
The solution must meet these requirements:
The mobile users must have internet filtering, data center connectivity, and remote site connectivity to the branch locations.
The branch locations must have internet filtering and data center connectivity.
The B2B partner connections must only have access to specific data center internally developed applications running on non-standard ports.
The security team must have access to manage the mobile user and access to branch locations.
The network team must have access to manage only the partner access.
Which two options will allow the engineer to support the requirements? (Choose two.)

A. Configure the CPE with Static Routes pointing to Prisma Access Infrastructure and Mobile User routes.
B. Enable eBGP for dynamic routing and configure RemoteNetworks.
C. Configure Remote Networks and define the branch IP subnets using Static Routes.
D. Enable Remote Networks Advertise Default Route.
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Answer: BC

NEW QUESTION 7
In addition to creating a Security policy, how can an AI Access Security be used to prevent users from uploading financial information to ChatGPT?

A. Apply File Blocking to stop file uploads containing financial information.
B. Configure an Enterprise DLP rule to block uploads containing financial information.
C. Add the ChatGPT domains using URL Filtering to block uploads containing financial information.
D. Apply a vulnerability profile to stop attempts to exploit system flaws or gain unauthorized access to financial systems.

Answer: B

NEW QUESTION 8
What is the purpose of embargo rules in Prisma Access?

A. Rate-limiting connections originating from specific countries
B. Allowing traffic only from specific countries
C. Blocking connections from specific countries
D. Blocking traffic from Russi
E. China, and North Korea only

Answer: C

NEW QUESTION 9
Which Cloud Identity Engine capability will create a Security policy that uses Entra ID attributes as the source identification?

A. Entra ID Group Attribute
B. Attribute Group Mapping
C. Entra ID Cloud Group
D. Cloud Dynamic User Group

Answer: D

NEW QUESTION 10
An engineer configures a Security policy for traffic originating at branch locations in the Remote Networks configuration scope. After committing the configuration
and reviewing the logs, the branch traffic is not matching the Security policy.
Which statement explains the branch traffic behavior?

A. The source address was configured with an address object including the branch location prefixes.
B. The source zone was configured as ??Trust.??
C. The Security policy did not meet best practice standards and was automatically removed.
D. The traffic is matching a Security policy in the Prisma Access configuration scope.

Answer: D

NEW QUESTION 10
......
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